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1 Overview

1.1 Conventions

Convention | Descriptions Example

Bold Important information Important: The encrypting
key is independent from a
backup account’'s password.

Italic Folder path or file path C:\Program Files\AhsayOBM

1 Graphical Interface [Backup]

Elements

%9%0 File path in Windows format | %6AhsayOBM_HOME%6

$ File path in Mac OS X format | $AhsayOBM_HOME

Italic Command sudo ./uninstall_sh

1.2 Definitions, acronyms and abbreviations

Term/Abbreviation | Definition

AhsayOBM Ahsay™ Online Backup Manager

AhsayOBS Ahsay™ Offsite Backup Server

AhsayOBM_HOME The install location of AhsayOBM:
Windows

C:\Program Files\AhsayOBM

Mac OS X
/Applications/AhsayOBM

USERPROFILE The location where the operating system stores the
user account information.

Windows XP/2003
C:\Documents and Settings

Windows Vista/2008/7
C:\Users

Mac OS X
~/.obm
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1.3 System requirements

Please refer to Ahsay Help Centre Article 2323 for the system requirements of
AhsayOBM.

1.4 Important notes

Images, workflow or description in this document may be different from your
installation. If you are uncertain about any of the instructions provided, please
contact your service provider for advices.
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2 Best practices and recommendations

This chapter describes the best practices for your backup client application.

2.1 Recommended hardware specification

AhsayOBM is recommended to be installed on a 64 bit machine, with multiple
CPUs and cores, especially for environment setup with application specific
backup module such as virtual machine, MS Exchange, or bare metal backup.

When installing the backup client application, please thoroughly evaluate the
computer's specification before the installation to ensure it meets the minimum
hardware requirements and recommendations.

For existing users, the backup process may take up a higher amount of CPU
and may slow down the client computer due to the multi-thread
implementation since version 6. Please consider upgrading your existing client
computer to cope with the higher specification demand.

Please refer to Ahsay Help Centre Article #2323 for the system requirements of
AhsayOBM.

2.2 JVM (Java Virtual Machine) memory allocation
For resource intensive backup modules such the following:

* MS Exchange Server backup

e MS VM backup

e MS Windows System backup

* ShadowProtect System backup
e System State backup

e VMware VM backup

If you are experiencing performance issues with the backup application, a
common cause is insufficient JVM (Java Virtual Machine) memory allocated for
the backup application. The default setting of the maximum heap size is 768
MB.

Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

Note:
The maximum memory allocated should not exceed 70% of the total memory
available for the system.

You can increase the maximum heap size of the application by referring to the
instruction provided in Ahsay Help Centre article #2438.
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2.3 Storage size for user folder of your operating system

Your backup user profile folder (.obm) is stored under the operating system
user profile location ${UserProfile}.

This folder is used for various purposes, such as storage of your backup logs,
user configuration files, temporary delta file and other files of temporary
nature.

Ensure that sufficient disk space is present on the partition which contains the
backup user profile.

2.4 Temporary directory for AhsayOBM
For database or application backup modules such as the following:

. MS Exchange Server backup

. MS Windows System backup

. ShadowProtect System backup
. System State backup

Corresponding data are spooled to a temporary directory before they are
compressed, encrypted and uploaded onto the backup server.

It is highly recommended that the temporary directory or volume used for
these modules is not a system volume (e.g. not the same partition which the
operating system is installed on).

It is also recommended that the temporary directory or volume configured to
have at least storage space of 150% of the expected backup size.

Regular checks on the temporary directory, for left over files due to previous
unsuccessful backup are also recommended.

Note:

Administrators need to pay attention to the maximum file size limitation of
different file system format, so that data can be backed up to the Local Copy
destination (for local copy backup), or database file can be spooled to the
temporary directory (for off-site / local database type backup).

2.5 Encryption

The encryption key is very important that it is recommended to write down,
and make additional copies of the key.

Please store the key in safe location so that it is readily available when needed
to restore data.
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In some cases, encryption key is administrated by your service provider.
Please consult your service provider for further details.

For maximum security, please select an encryption key with more than 8
characters, containing at least two of the following three character groups:

. English uppercase characters (A through Z)
. English lowercase characters (a through z)
. Numerals (0 through 9)

If you lose the encryption key, the data is irretrievable.

2.6 Backup schedule

In general, it is recommended that a daily backup be performed for a server or
desktop. For mission critical server, a backup schedule should be configured
according to the requirement of your recovery plan.

For computer with multiple backup sets configured, please configure their
schedule to different time period to evenly balance the loads of the backup
operation on the computer.

2.7 Differential and incremental In-file delta backup
Consider your restore requirements before setting up your In-file delta settings:

A full backup backs up all files in full, providing the fastest restore time as the
restore would only require one set of data. But it is the most time-consuming,
storage space-intensive and the least flexible of all three types.

A differential In-file delta backup backs up only modified parts of a file since
the last full back. Differential In-file delta backup is quicker than full backup
because less data are being backed up, but the amount of data being backed
up grows with each differential In-file delta backup until the next full backup is
performed.

An incremental In-file delta backup also backs up modified parts of a file. The
difference is it only backs up the changes that occurred since the last backup,
be it full, differential or incremental backup. The result is a smaller and faster
backup.

While incremental backups give much greater flexibility, data backed up by
long chain of incremental In-file delta backup will take a lot longer to restore,
and is prone to data lost (e.g. broken delta chain).

The following table summarizes the benefits and drawbacks of the 3 backup
types:
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Type Benefits Drawbacks
Full Restoration is the fastest | Backup process is the
of all three types. slowest of all three types.
Highest storage
requirement.
Differential Backup speed is faster Restoration is slower than
than full backup. data backup with full
backup.
Restoration is faster than
data backup with Backup process is slower
incremental In-file delta. | than incremental In-file
delta backup.
Less storage space is
need than a full backup.
Incremental Backup process is fastest | Restoration is the slowest
of all three types. of all three types.
Least storage space is Prone to data lost.
required.

Assuming that a daily backup job is performed, the following In-file delta

setting is recommended for your backup operation:

Weekday Backup Type
Day 1 Full

Day 2 Incremental
Day 3 Incremental
Day 4 Incremental
Day 5 Differential
Day 6 Incremental
Day 7 Incremental

2.8 Difference between Local Copy and Seed Load

The Local Copy and Seed Load features are very similar in terms of what they

do.

While the Local Copy feature is designed for user who wants to an extra copy
of the backup data locally, at the client site, the Seed Load feature is designed
for initial backup of large data (e.g. initial backup of large MS Exchange

database).

A Seed Load backup is performed onto a removable storage device to be
imported on the backup server physically, bypassing the bottleneck of Internet

backup.
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The major differences between Local Copy and Seed Load are:

Feature Local Copy Seed Load

Retention Policy Retention policy can be No retention policy is
applied on local copy applied on seed load
backup. backup.

In-file Delta Advance In-file Delta No In-file Delta type setting
type setting can be is applied on seed load
applied on local copy backup.
backup.

Backup Schedule Local copy backup can be | Seed load backup can only
performed manually or be performed manually.
by schedule.

For performance consideration, it is highly recommended that the local copy
backup be performed on a local hard disk, and not to a network location.

2.9 Recommended backup exclusions
Backing up system, system cache, redundant or non-essential files, such as
Windows page file can cause unnecessarily high data change rates and
excessive use of network bandwidth, affecting backup operations negatively.

Consider excluding the following files when configuring your backup source

location.
Operating system Directory path
Windows C:\hiberfil.sys

C:\Pagefile.sys

C:\Program Files\*

C:\RECYCLER

C:\System Volume Information
C:\Windows\*
${App_Data}\Avg7
${App_Data}\Avg8
${App_Data}\Kaspersky Lab
${App_Data}\McAfee
${App_Data}\McAfee.com
${App_Data}\Microsoft
${App_Data}\Sophos
${App_Data}\Symantec

*\*.tmp

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application Data\Microsoft\*
*\ntuser.dat
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Linux /dev
/lost+found
/proc

/sys

/tmp
/var/empty
/var/lock
/var/run
/var/spool
/var/tmp

2.10 Disable SELinux (Security-Enhanced Linux)

For backup client installation on Linux, it is recommended to disable the
SELinux (Security-Enhanced Linux) feature to avoid error during your backup
operation.

2.11 Single backup user account for multiple computers

For backup of multiple computers with a single account, separate backup set
for each computer must be created, because backup set cannot be shared for
multiple computers.

For administrative concerns and considerations (e.g. data lost due to incorrect
configuration), it is not recommended that a backup user account to have more
than 10 backup sets for backup of multiple computers.

Incorrect configuration can lead to data lost.

2.12 Power options - plan settings consideration

Windows' power options are configured to put a computer to low power mode
(sleep or hibernate mode) automatically after a user specified time of inactivity
(no usage of mouse or keyboard).

e If a computer is in low power mode when a scheduled backup should
execute, AhsayOBM will not start up the computer to execute the backup.

When the computer moves out of the low power state, AhsayOBM will not
execute the missed backup job. This can lead to missed backup.

e If a backup job is running when the computer enters low power state,
AhsayOBM cannot prevent the computer from going into hibernation.
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To prevent the above events, consider disabling or changing the client
machine's power options to allow scheduled backup to be triggered, and to
allow the backup job to be completed.

2.13 Consideration when using Continuous Data
Protection (CDP)

Some advantages of using CDP include:

* CDP prevents loss of data as the modified contents of the files are backed
up automatically in close to real-time.

* Frequently modified data is backed up in almost real-time. Thus, you can
accurately restore an earlier version created on the same day.

Although CDP can be a helpful feature, the protection offered by CDP is often
heralded without consideration of the disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely
affect the corresponding machine’s performance.

Please consider the limitations imposed by CDP before utilizing such feature.
CDP is not a replacement for traditional schedule backup, but is a

complimentary backup, which works along with the scheduled backup to
provide timely protection for your data.

2.14 Size of your backup source

The total number of files selected as backup source and the relative size of
each file impacts backup performance. Fastest backups occur when the source
contains fewer large size files, while slowest backups occur when the source
contains millions of small files.

For backup set with huge amount of files, please consider splitting the set into
multiple sets with smaller source to improve the speed of the backup operation.

2.15 Recovery plan and routine recovery test

Consider performing routine recovery test to ensure your backup is setup and
performed properly. Performing recovery test can also help identify potential
issues or gaps in your recovery plan.

For best result, it is recommended that you keep the test as close as possible
to a real situation. Often times when a recovery test is to take place,
administrators will plan for the test (e.g. reconfigure the test environments,
restoring certain data in advance). For real recovery situation, administrator
will not get a chance to do that.
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It's important that user does not try to make the test easier, as the objective
of a successful test is not to demonstrate that everything is flawless. There
might be flaws identified in the plan throughout the test and it is important to
identify those flaws.
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3 Installing AhsayOBM

This chapter describes how to install the backup client application.

3.1 Installing AhsayOBM on Windows platforms
There are three installation methods available:
* Installation wizard
* Command line

e Command line (Silent installation)

Note: For VMware Fusion virtual machine installation on Windows platform, if
the mirrored desktop option is enabled. AhsayOBM cannot be started after its
installation. For more information, please refer to our Help Centre article 2925
for reference.

3.1.1 Installing AhsayOBM (Installation wizard)

1. Download the AhsayOBM installer (obm-win.exe) from the AhsayOBS web
interface.

Select your Operating System
Ay ‘-_1 UNIX
/3] LINUX

Installation Guide - AhsayOBM / AhsayACB - Windows

System Requirement

® Operating Systern @ ®P /2003 / Vista /2008 /7
® Memory : 128 Mbytes

® Disk Space : 100 Mbytes

.

.

Metwork Protocal @ TCRAIP (Http/Hitps)
Additional Requirement:
O Windows XP / 2003 / Vista / 2008 / 7 - Please make sure you have logged onto Windows using an account with

adrninistrative privileges

Download - A full-featured backup software for servers {Windows Server, SQL Server,
Exchange Server, Oracle, Lotus or MySQL)

Download - An easy-to-use backup software for desktops and notebooks {only available for
Windows XP / Vista / 2008 / 7)

Get Started

1. Download the setup file above and run it

2. Follow the instructions on the installation wizard to complete installation

3. When finished, a new icon {(AhsayOBM / AhsayACB) will be installed to the system tray (near the clock) automatically and
AhsayOBM / AhsayACE will be launched autornatically,

4, (optional) Enter the backup server name in the [Address] field and press the [Mext] buttan,

5. If you are using a proxy server to access the internet, please fill in the [Proxy setting] section and press the [Mext] button,

6. If you don't have a backup account, reqgister a trial user by the following steps
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2. Follow the instructions provided by Installation Wizard to complete the
installation.

3. When completed, a system tray icon for AhsayOBM will be installed, and
AhsayOBM will be launched automatically.

3.1.2 Installing AhsayOBM (Command line)

This method is especially useful for installation on Windows Server 2008 Core.

1. Download the AhsayOBM installer from AhsayOBS.

>wget http://obm-download-1ink/obm-win.exe

2. Execute the installation file with the appropriate switches:

>obm-win.exe /LANG=en /TASKS="Everyone"

Syntax:
obm-win.exe [{/LANG=xx}] [{/TASK="option"}]

Parameter Description

/LANG=XxX Install the backup application in the language
Selected.

/TASK="option" | Install the backup application available to all users
or one user only (e.g. me only).

Value Description

XX Abbreviations of the language to install the backup
application in (e.g. en, it, fr).

option Everyone or MeOnly.

3. Press Enter.

3.1.3 Installing AhsayOBM (Command line - Silent installation)

1. Open a Windows command prompt (with an administrative user account
on the machine).

2. Download the AhsayOBM installer from the AhsayOBS.
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>wget http://obm-download-1ink/obm-win.exe

3. Execute the installation file with the appropriate switches:

>obm-win.exe /VERYSILENT /LANG=en /TASKS="Everyone"

Syntax:
obm-win.exe [{/SILENT | /VERYSILENT}] [{/LANG=xx}]
[{/TASK="option"}]

Parameter Description

/SILENT Install the backup application showing the
installation process.

/VERYSILENT Install the backup application hiding the installation
process.

/LANG=xxX Install the backup application in the language
Selected.

/TASK=""option™ | Install the backup application available to all users

or one user only (e.g. me only).

Value Description

XX Abbreviations of the language to install the backup
application in (e.g. en, it, fr).

option Everyone or MeOnly.

4. Press Enter.

3.1.4 Configuring AhsayOBM

1. Launch the AhsayOBM user interface by double clicking on the desktop
icon.

2. Enter the backup server hostname in the [Backup Server] field.
3. Optional - For machine that requires Internet connection through proxy,
select the [Use proxy to access the backup server] option, and fill in the

settings within the [Proxy setting] section.

4. Press the [Next] button afterward.
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5. Optional - If you do not have a backup user account, you can register for
a trial user account with the following steps:

+ Enter the [Login Name] and [Password] of your choice.
+ Enter your [Email] address in the textbox provided.
+  Press the [Submit] button.

6. If you already have a backup user account, select [Already a user?] and
logon to the server with your existing login credentials.

7. For first time login, you will be guided to create a backup set:
+ Select the [Backup Source] for the backup set.
+ Configure a backup schedule for unattended backups.
+  For backup set with backup schedule and network shared drive

selected as backup source, the [User Authentication for Windows]
is a mandatory field.

+ Select an encryption setting for your backup set.

+ Accept the default encryption settings (using the backup user
account’s password string as encrypting key) if no change are
necessary.

Important:
Even with the default encryption setting selected, the encryption
key is independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even
if the password is changed afterward, the encryption key remain
the same.

It is very important that the encryption key is written down,
and additional copies of the key are made, and stored in safe
places so that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
+  Press the [OK] button to complete the configuration of backup set.

+  Scheduled backup will run automatically at the configured
schedule time.

8. Click [Backup] button on the left panel to perform a backup immediately.

9. Setup is now completed.
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3.2 Installing AhsayOBM on Mac OS X platforms

Please note that the steps below assume that the Mac OSX installation is
already using JRE. If this is not installed on the system, you will be prompted
by the Mac OSX to install the Java SE 6 runtime.

1. Download the AhsayOBM installer from the website.

Select your Operating System

) : UNIX
H:'.'; ‘:‘ LINUX
Installation Guide - AhsayOBM / AhsayACB - Mac 0S8 X

® Operating Systermn @ Mac 0S5 ¥ v10.x
® Memory @ 128 Mbytes
® Disk Space : 20 Mbytes
® petwork Protocal @ TCRAIP (Http/Hitps)
#® Additional Requirement:
O Apple JavaZ Standard Edition 1.6.x or above must be installed already

Download

Download - & full-featured backup software far servers (SQL Server, Exchange Server,
Oracle, Lotus or MySQL)

Download - An easy-to-use backup software for desktops and notebooks (only available for Mac 05
¥ oywl0.x)

Get Started

1. Download the setup file above

2. Expand the archive and run the installation wizard [AhsayOBM / AhsayACBE] within the archive

3. Follow the instructions in the installation wizard to complete installation

4. Restart your Mac. Double click the desktop AhsayOBM / AhsayACE icon to start.

5. {optional) Enter the backup server name in the [Address] field and press the [Next] button,

&. If you are using a proxy server to access the internet, please fill in the [Proxy setting] section and press the [Mext] button.

7. If you don't have a backup account, register a trial user by the following steps

2. Expand the archive and execute the AhsayOBM package.

3. Follow the instructions provided by Installation Wizard to complete the
installation.

4. Launch the AhsayOBM user interface by double-clicking on the desktop
icon.

5. Enter the backup server hostname in the [Backup Server] field.

6. Optional - For machine that requires Internet connection through proxy,
select the [Use proxy to access the backup server] option, and fill in the
settings within the [Proxy setting] section

7. Press [Next] afterward.

8. Optional - If you do not have an backup user account, you can register for
a trial user account with the following steps:

+ Enter the [Login Name] and [Password] of your choice.
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Note:
Minimum length of the password is 6 characters.

Enter your [Email] address in the textbox provided.

Press the [Submit] button.

9. If you have a backup user account already, select [Already a user?] and
logon to the server with your existing login credentials.

10. For first time login, you will be guided to create a backup set:

*

Enter a backup set name and select the backup module type.

Assuming that is a file backup set; select the [Backup Source]
for the backup set.

Configure a backup schedule for unattended backups.
Select an encryption setting for your backup set.

Accept the default encryption settings (using the backup user
account’s password string as encrypting key) if no change is
necessary.

Important:
Even with the default encryption setting selected, the encryption
key is independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even
if the password is changed afterward, the encryption key remain
the same.

It is very important that the encryption key is written down,
and additional copies of the key are made, and stored in safe
places so that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

Press the [OK] button to complete the configuration of backup
set.

Scheduled backup will run automatically at the configured
schedule time.

11. Click [Backup] button on the left panel to perform a backup immediately.

12. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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3.3 Installing AhsayOBM on Linux / FreeBSD / OpenBSD /
Solaris

3.3.1 Installing AhsayOBM on Linux

1. Download the AhsayOBM tarball release from the AhsayOBS web console.

Select your Operating System

‘3_‘ UNIX
LINUX

Installation Guide - AhsayOBM - Unix / Linux

System Requirement

® Operating System : Solaris, ALX, HP-Ux, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedora Core
5, UBUNTU, MANDRIVA

® Memory @ 128 Mbytes

® Disk Space : 100 Mbytes

® Network Protocol + TCR/IP (Http/Https)

Download

Download - & full-featured backup software for servers (Linux / Unix Server, QL Server,
Exchange Server, Oracle, Lotus or MySQL)

Get Started - Linux

1. Download the setup file above

2. Unpack the install file to fusrflocalfobm

rmkdir fust/local/obm
cd fusrflocalfobm
gunzip obm-nix.tar.gz
tar -xf obrm-nix.tar

3. Install 125E Java Runtime{JRE} 1.6.x or later. e.g. fusr/java

4. Create a symbolic link for JRE to the $1AVA_HOME:
Infusrfjavafusrilocal/obra/ivrn

5. Install shsayQOBM

Ahindinstall.sh =install.log

2. Logon as root user in the Linux machine.

3. Create a new $AhsayOBM_HOME directory (e.g. /usr/local/obm ):

# mkdir —p /usr/local/obm

4. Unpack the install package to $AhsayOBM_HOME:

# cd Zusr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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3.3.2

For custom JRE - Install JRE v1.6 or above, and make note of the JRE
installation path (e.g. /usr/java).

Note:
Custom JRE is only required for client machine not running on x86 or x64.

, Create a symbolic link for JRE:

# In —sT /usr/java /usr/local/obm/jvm

. Set the $JAVA HOME environment variable:

# export JAVA HOME=/usr/java

Install AhsayOBM and its related services by using the following
commands:

# cd /usr/local/obm
# _/bin/install_sh > install.log

Details of the installation can be found under the install.log file.

Installing AhsayOBM on Solaris

Download the AhsayOBM tarball release from the AhsayOBS web console.
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Select your Operating System

o, f UNIX
fl!'; “J LINUX
Installation Guide - AhsayOBM - Unix / Linux

System Requirement

® Operating Systern ; Salaris, AIX, HP-U¥, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedora Care
5, UBUNTU, MANDRIVA

® Memory | 128 Mbytes

® Disle Space ; 100 Mbytes

® Network Protocaol @ TCPAIP (Hitp/Https)

Download

Download - A full-featured backup software for servers {Linux / Unix Server, SQL Server,
Exchange Server, Oracle, Lotus or MySQL)

Get Started - Linux

1. Download the setup file above

2, Unpack the install file to fusr/flocal/obm

rkdir fusr/localfobrm
cd fusrflocal/obm
gunzip obrn-nix tar.gz
tar -xf obm-nix.tar

3. Install 125E Jawa Runtime(JRE) 1.6.x or later. e.g. fusr/java

4, Create a symbolic link for JRE to the $1awaA_HOME:
Infusrfjavasusrilocal/obm/jem

5, Install AhsayOBM

Sbinfinstall.sh =install log

2. Logon as root user in the Solaris machine.

3. Install the SUNWgtar package from the Solaris Installation Media which
contain the GNU tar util.

4. Create a new $AhsayOBM_HOME directory (e.g. /usr/local/obm):

# mkdir —p Zusr/local/obm

5. Unpack the install package to $AhsayOBM_HOME:

# cd /usr/local/obm
# gtar —zxf obm-nix.tar.gz

6. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

7. Install JRE v1.6 or above, and make note of the JRE installation path (e.g.
/usr/java).

8. Create a symbolic link for JRE:

Ahsay Systems Corporation Limited 19



AH ™ Ahsay Online Backup Manager
User’s Guide

# In —s /usr/java /usr/local/obm/jvm

9. Set the $JAVA_HOME environment variable:

# JAVA_HOME=/usr/java;export JAVA_HOME

10. Install AhsayOBM and its related services by using the following
commands:

# cd Zusr/local/obm
# ./bin/install._sh > install.log

Details of the installation can be found under the install.log file.
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3.3.3 Installing AhsayOBM on FreeBSD

Please note that the steps below assume that the FreeBSD installation is
already using OpenJDK version 6. If this is not installed on the system,
OpenJDK version 6 can be downloaded from:

For FreeBSD 7 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-7-
stable/Latest/openjdk6.tbz

For FreeBSD 7 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-7-
stable/Latest/openjdk6.tbz

For FreeBSD 8 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-8-
stable/Latest/openjdk6.tbz

For FreeBSD 8 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-8-
stable/Latest/openjdk6.tbz

For more reference, please refer to the following link:
http://www.freebsdfoundation.org/downloads/java.shtml

1. Download the AhsayOBM tarball release from the AhsayOBS web console.

Select your Dperating System

Ay ’ UNIX
oy ‘1‘ LINUX
Installation Guide - AhsayOBM - Unix / Linux

® COperating System @ Solaris, AIX, HP-UX, FreeBsD, SCO Unix and all major Linux distributions, e.q. Redhat, SUSE, Fedora Core
S, UBUNTU, MANDRIVA

® Mermory ; 128 Mbytes

® Disk Space : 100 Mbytes

® fetworl: Protocol @ TCRAIP (Hitp/Https)

Download - & full-featured backup software for servers (Linux / Unix Server, SQL Server,
Exchange Server, Oracle, Lotus or MySQL)

Get Started - Linus

1. Daownload the setup file above

2. Unpack the install file to fusrflocalfobm
mkdir fusrflocalfobm
cd Ausrflocal/obm
gunzip obrn-nix.tar.gz
tar -xf obrn-nix tar
3. Install J2SE Jawa Runtirme(JRE) 1.6.x or later. e.q. fusr/fjava

4, Create a symbolic link for JRE to the $JAVA_HOME:
Infusrfjava/usrflocal/obm/vm

5. Install AhsayOBM

Jhindinstall.sh =install.lag
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2. Logon as root user in the FreeBSD machine.

3. Create a new $AhsayOBM_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

4. Unpack the install package to $AhsayOBM_Home:

# cd Zusr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar

5. Remove the bundled Java JRE:

# rm —rft /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6. Create a symbolic link for JRE:

# In —sT "/usr/local/diablo-jrel.6.0" */usr/local/obm/jvm™

If you are using csh shell, you need to type rehash and hit [Enter] for the
symbolic link to take effect.

For other shell, please use the following command:

# setenv JAVA HOME "*/usr/local/diablo-jrel.6.0"

7. Install AhsayOBM and its related services by using the following
commands:

# cd /usr/local/obm
# ./bin/install._sh > install.log

Details of the installation can be found under the install.log file in
$AhsayOBM_HOME/bin.

8. Enable the backup scheduler and auto upgrade services at machine
startup by adding the following entries in the system file /etc/rc.conf:
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obmaua_enable=""YES"
obmscheduler_enable="YES"

Run the following scripts:

# /usr/local/etc/rc.d/obmscheduler start &
# /usr/local/etc/rc.d/obmaua start &

3.3.4 Installing AhsayOBM on OpenBSD

Please note that the steps below assume that the OpenBSD installation is
already using JRE. If this is not installed on the system, please follow the below
command to install JRE on your OpenBSD,

For OpenBSD 4.7 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.7/packages/i386/jre-
1.7.0.00b72p0.tgz

For OpenBSD 4.8 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/i386/jre-
1.7.0.00b72p1.tgz

For OpenBSD 4.8 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/amd64/jre-
1.7.0.00b72pl.tgz

For OpenBSD 4.9 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/i386/jre-
1.7.0.00betal22p0vO0.tgz

For OpenBSD 4.9 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/amd64/jre-
1.7.0.00betal22p0vO0.tgz

For OpenBSD 5.0 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/i386/jre-
1.7.0.00betal22p1v0.tgz

For OpenBSD 5.0 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/amd64/jre-
1.7.0.00betal22p1v0.tgz

1. Download the AhsayOBM tarball release from the AhsayOBS web console.
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Select your Operating System

Ay ; UNIX
/7] “_‘ LINUX

Installation Guide - AhsayOBM - Unix / Linux

System Requirement

® Operating Systemn : Solaris, AlX, HP-UX, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedora Core
5, UBUNTU, MANDRIMA

® Memory @ 128 Mbytes

® Disk Space : 100 Mbytes

® [etworl Protocol @ TCPAIP (Http/Https)

Download - & full-featured backup software for servers {Linux / Unix Server, SQL Server,
Exchange Server, Oracle, Lotus or MySQL)

Get Started - Linux

1. Download the setup file above
2. Unpack the install file to fusr/localfobm
mikdir fusr/local/obm
cd fust/local/obm
qunzip obrm-nix.tar.gz
tar -xf obrn-nix tar
3. Install J25E Java Runtime(IRE) 1.6.x or later, e.g. fusr/java

4, Create a symbolic link for JRE to the $1AVA_HOME:
Infusr/javasusr/local/obmyjvm

5. Install AhsayQBM

Shinfinstall.sh =install.log

2. Logon as root user in the OpenBSD machine.

3. Create a new $AhsayOBM_Home directory (e.g. /usr/local/obm):

# mkdir —p Zusr/local/obm

4. Unpack the install package to $AhsayOBM_Home:

# cd Zusr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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5. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6, Create a symbolic link for JRE:

# In —sT "/usr/local/jre-1.7.0" ""/usr/local/obm/jvm"

7. If you are using csh shell, you need to type rehash and hit [Enter] for the
symbolic link to take effect.

8. For other shell, please use the following command:

# setenv JAVA_HOME '/usr/local/jre-1.7.0"

9. Install AhsayOBM and its related services by using the following
commands:

# cd Zusr/local/obm
# ./bin/install._sh > install.log

Details of the installation can be found under the install.log file in
$AhsayOBM_HOME/bin.

10. Enable the backup scheduler and auto upgrade services at machine
startup

For OpenBSD 4.9 or lower:
Enable the backup scheduler and autoupgrade services at machine startup
by adding these entries in the system file /etc/rc.local:

if [ -x /Zetc/obmaua ] ; then
/etc/obmaua start
fi

if [ -x /etc/obmscheduler ] ; then
/etc/obmscheduler start
Ti
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Run the following scripts.

/etc/obmscheduler start &
/etc/obmaua start &

For OpenBSD 5.0 or higher:
Enable the backup scheduler and autoupgrade services at machine startup
by adding this entry in the system file /etc/rc.conf.local:

pkg_scripts="obmaua obmscheduler"

or append to the existing entry, e.g. pkg_scripts="xxx yyy obmaua
obmscheduler”

Run the following scripts.

/etc/rc.d/obmscheduler start &
/etc/rc.d/obmaua start &

The backup scheduler and autoupgrade services are automatically
installed. Backup sets can now run at their scheduled times automatically.

3.4 Configure AhsayOBM via X-Windows

1. Set the DISPLAY environment variables.

sh, bash:

DISPLAY=IP_ADDRESS_OF_XTERMINAL[:0.0]; export DISPLAY

For example:

DISPLAY=:0.0; export DISPLAY
or DISPLAY=127.0.0.1; export DISPLAY
or DISPLAY=127.0.0.1:0.0; export DISPLAY
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or DISPLAY=192.168.0.2; export DISPLAY
or DISPLAY=192.168.0.2:0.0; export DISPLAY

csh:

# setenv DISPLAY IP_ADDRESS_OF_XTERMINAL[:0.0]

For example:

setenv DISPLAY :0.0

or setenv DISPLAY 127.0.0.1

or setenv DISPLAY 127.0.0.1:0.0
or setenv DISPLAY 192.168.0.2

or setenv DISPLAY 192.168.0.2:0.0

2. Launch the AhsayOBM user interface.

# sh Zusr/local/obm/bin/RunOBC.sh &

3. Enter the backup server hostname in the [Backup Server] field.

4. Optional - For machine that requires Internet connection through proxy,
select the [Use proxy to access the backup server] option, and fill in the
[Proxy setting] section.

5. Press [Next] afterward.

6. Optional - If you do not have an backup user account, you can register for
a trial user account with the following steps:

* Enter the [Login Name] and [Password] of your choice.
Note:
Minimum length of the password is 6 characters.

e Enter your [Email] address in the textbox provided.
* Press the [Submit] button.

7. If you have a backup user account already, select [Already a user?] and
logon to the server with your existing login credentials.

8. For first time login, you will be guided to create a backup set:

* Select the [Backup Source] for the backup set.
* Configure a backup schedule for unattended backups.
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e Select an encryption setting for your backup set.

e Accept the default encryption settings (using the backup user
account’s password string as encrypting key) if no change is
necessary.

Important:
Even with the default encryption setting selected, the encryption
key is independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even if
the password is changed afterward, the encryption key remain the
same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so
that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
* Press the [OK] button to complete the configuration of backup set.
* Scheduled backup will run automatically at the configured schedule
time.
9. Click [Backup] button on the left panel to perform a backup immediately.

10. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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3.5 Command line mode
1. Backup set cannot be created in command line mode.

Before accessing the backup application in command line mode, please
use the web interface to create the initial backup set:

* Login to the web interface.
* To create the initial backup set:

— Select the [Backup Set] tab, and [Add].

— Select the corresponding backup type, and [Update].

— Configure the backup set by entering the corresponding
information in the available fields, such as backup set name,
source, and schedule.

— Click [Update] when complete.

* To modify an existing backup set.

— Select the [Backup Set] tab, and the corresponding set from the
[Backup Set] drop down menu.

— Modify the backup set setting as required.
— Click [Update] when complete.
* To remove an existing backup set:

— Select the [Backup Set] tab, and the corresponding set from the
[Backup Set] drop down menu.

— Click [Remove]

2. Access the backup application in command line mode with the Backup
Configurator:

# sh /usr/local/obm/bin/Configurator.sh

3. Enter the login credentials, backup server URL, connection protocol, and
proxy settings as requested:

Login Name: Username

Backup Server URL: backup.server.com

Which Protocol? (1)Http (2) Https: 1

Use proxy? (Y)es or (N)o: Y

Proxy Type? (1)Http/Https Proxy (2) SOCKS: 1
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Enter proxy server: proxy.server.com

Enter proxy port: 123

Enter proxy username (optional): username

Enter proxy password (optional): **¥xirdkrdrkdriritxt

Configure the encryption setting and schedule setting (e.g. if the backup
set should run on this computer) of the initial or a newly created backup
set as requests:

Found new backup set ”BackupSetName~
Please enter the following values for this backup set:

Encrypting Algorithm?

(1) Twofish (2) AES (3) Triple DES (4) No Encryption: 1
Encrypting Mode? (1)ECB (2) CBC: 1

Run scheduled backup on this computer? (Y)es or (N)o: Y

The Backup Configurator can also be used to modify configuration settings

of existing backup set:

Main Menu:

(1). List Backup Setting

(2). Change Password

(3). Change Network Setting

(4). Change run scheduled backup setting

(5). Toggle Masked Field (Password, Encryption Key)
(6). Generate Configuration Report (text format)

(7). Quit

Your Choice:

To perform a backup immediately, execute the command below.

# sh /usr/local/obm/bin/RunBackupSet.sh [BackupSetName]

Setup is now completed.

*For further details of each step, please refer to the following chapters.
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4 Uninstalling AhsayOBM

This chapter describes how to uninstall the backup client application.

4.1 Uninstalling AhsayOBM on Windows platforms
There are two un-installation methods available:
* Add or Remove Programs (Control Panel)
e Command line
4.1.1 Uninstalling AhsayOBM (Control Panel)

1. Open Start menu, select [Control Panel].

* Select [Add or Remove Programs] for Windows XP / 2003

6 Add or Remove Programs (=] |&|
=1 )
Currertly installed programs: [] Showupdates Sart by
Change or -
Eemgve F-Iip 485 Size  3.13MB &
Programs

Adobe ATR

E B ~dohe Flash Player 10 Ackivex
0

Adobe Flash Player 11 Plugin

;‘rdodgr%?n“s' BB adobe Reader 9.4.4 Size  155.00MB
g ahsay Offsite Backup Server and Replication Server Size 1,146.00ME
@ ©® Ahsay Online Backup Manager Size  224.00ME
Add/Remave Click here for support information. Used occasionally
Windows
Cormpanents To remove this program From vour computer, click Remave,
@ ¥ ahsay Redirector Size  155.00MB
Set rogram | & AhsayOBS and AhsayRPS Sizs  440.00MB
ng’;?—_iii:gd €. Akamai MetSession Interface Sz I9EME

* Select [Programs and Features] for Windows Vista or above
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;.v '3 - Control Panel = All Control Panel Items ~ Programs and Features - lml I Search Programs and Features 2]
Control Panel Home Uninstall or change a program
View installed updatss To uninstall a program, select it from the list and then click Uninstall, Change, or Repair,
) Turn windaws features on or off -
Install & program From the network | Cr2anee ™ Uninstall L2

Mame =

| £ JavalTM) & Update 23

W |Messaging AP1 and Callaboration Data Objects 1.2.1
EMlcmsuft Exchange Load Generator 2010

1 Microsoft Exchange Server 2010

(= Microsoft Filter Pack 2.0

':-:j Micrasoft OFfice 2003 Web Compaonents
ﬁ’Microsoft Report Viewer Redistributable 2008 SPL

[d Microsoft SQL Server 2008 R2 (64-bit)

|d Microsoft SQL Server 2008 R2Z Books Onling

| Microsoft SQL Server 2003 RZ Native Client

|2 Microsoft SQL Server 2008 R2 Policies

[d Microsoft SQL Server 2008 RZ Setup (English)

[d Microsoft SQL Server 2008 Setup Suppart Files

[d Microsoft SQL Server Browser

[ Micrascft SQL Server Compact 3,5 SP2 ENU

[ E\Micmsuft SCL Server Compact 3.5 5P2 Query Tools EMU
|} Microsoft SGQL Server System CLR Types (x64)

(o Microsoft SOL Server Y53 Witer

| Microsoft Sync Framework Runtime v1,0 (xé4)

| Microsoft Sync Services for ADO.MET v2.0 (x64)
ﬂMlcrosoft visual Studio 2008 Shell (integrated mode) - EMU

O]

Oracle

Microsoft

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Cotporation
Wicrosoft Corporation
Wicrosoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Cotporation
Microsoft Corporation
Wicrosoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Wicrosoft Corporation
Wicrosoft Corporation

Ahsay Systems Corporation Product version: 6,5.0,1
Help link: http:/fkb. ahsay . com

- | Install

2{15(z011
a/24f2010
1112011
10/2142010
12/28/2011
12/2872011
5/5/2010
5/5/2010
5/5/2010
12{2812011
5/5/2010
12/2872011
5/52010
5/5/2010
5/5/2010
5/5/2010
5/5/2010
5/5/2010
5/52010
5/5/2010
12/28/2011

97.1 MB
S.23MB
43.1 MB

6.52 ME
43.5MB

177 MB
6,06 ME
954 KB
30.5ME
24.5MB
8.99 MB
3,39 MB
4,63 MB
1.12MB
3.59 ME
S02ZKE
S3ZKB
177 MB

Support link: v, ahsay.com

Update information: http: fifarum. ahsay . comfviewfarum.ph. ..

6.0.230
6.5.8165.0
14,1,180.3
14.1,218.15
14.0.6029. 1000
12.0.6213. 1000

10,50,1600,1
10.50,1617.0
10.50.1600.1
10.50.1617.0
10.1.2731.0
10.50.1600.1
3,5.8080.0
3.5.8080.0
10.50.1600.1
10.50.1600.1
1.0.1215.0
2.0.1215.0
9.0.30729

El

Select [Ahsay Online Backup Manager] from the list and press the
[Remove] or [Uninstall] button.

Uninstalling AhsayOBM (Command line)

Open a Windows command prompt (with an administrative user account

on the machine).

Uninstall AhsayOBM by running the following command:

>unins000.exe

>cd C:\Program Files\AhsayOBM

4.2 Uninstalling AhsayOBM on Mac OS X platforms

1.

2.

Uninstall AhsayOBM by running the following command in terminal:

>cd $AhsayOBM_HOME/bin
>sudo .Zuninstall.sh

Remove all backup setting files by running the following command in

terminal:
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>rm -rf ~/.obm

4.3 Uninstalling AhsayOBM for Linux / FreeBSD / OpenBSD /
Solaris

1. Uninstall the backup application by running the uninstall scripts:

# sh /usr/local/obm/bin/uninstall.sh

2. Remove all installation files by running the following command:

# rm —rf /Zusr/local/obm

3. Remove all backup setting files by running the following command:

# rm —rf ~/.obm
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5 Getting started with AhsayOBM

This chapter describes the various features available in the backup client
application.

5.1 System tray launcher (Windows only)

After a successful installation of AhsayOBM, a system tray icon will be installed,
and displayed under the Windows system tray area.

Open

Backup Backup Set

Backup and Logoff L
Backup and Restart 3
Backup and Shutdown  »
Backup and Standby  »

Help

Right clicking on the AhsayOBM system tray icon will display a menu, providing
the following functions:

Menu ltem Description
Open Click to open the logon dialog.
Backup Click to perform backup for a specific backup set in

silent background mode.

Backup and Logoff Click to perform backup for a specific backup set in
silent background mode and logoff from Windows
when the job is completed.

Backup and Restart Click to perform backup for a specific backup set in
silent background mode and restart Windows
when the job is completed.

Backup and Shutdown Click to perform backup for a specific backup set in
silent background mode and shutdown Windows
when the job is completed.

Backup and Standby Click to perform backup for a specific backup set in
silent background mode and enter the Standby
mode of Windows when the job is completed.

Backup and Hibernate Click to perform backup for a specific backup set in
silent background mode and enter the Hibernate
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mode of Windows when the job is completed

Help Open the help dialog.

Stop running backup Click to stop a running backup job chosen from the
sub-menu.

Exit Click to closes this system tray launcher
application.

*The availability of options listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

5.2 Logon dialog

For backup client computer on Windows, double-click on the AhsayOBM
desktop icon or right-click on the system tray icon:

For backup client computer on Linux, enter the following command to start the

AhsayOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.

sh &

For initial login, the trial registration dialog

will be displayed.

Trial Registration Trial Registration

Language ; English -
i Backup Server

hitp | = | hosthame i

‘ﬂﬂ Prowy Setting
Use proxy to access the hackup server

Language :

i User Information
Login Mame :

Password
Confirm Password |

= Contact
Ermail :

English =

*nLL fields are required

Already a user? Cancel £
M et Cancel E
Menu ltem Description
Language Drop down menu for selecting language to start the
backup application.
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Backup Server

Input box for entering hostname or IP address of the
backup server.

http / https

Drop down menu for selecting http or https protocol
when connecting to the backup server.

Proxy Setting

Input area for entering proxy setting such as address,
port, proxy username and password.

Login Name Input box for entering trial backup user login name.
Password Input box for entering trial backup user password.
Contact Input box for entering trail backup user email contact.
Submit Click to create the trial backup user account.

Already a user?

Click to access the login dialog, for user with backup
user account already.

*The availability of options listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

For sub-sequence login, the login dialog will be displayed.

Ahsay Online Backup Manager EI |§|g| Ahsay Online Backup Manager EJ |§|g|

@RhsuyTMOnline Backup Manager

Login Mame . | ysername
Passwoard 20000880
Save passwaord
@ Forgotyour password?

(0] Cancel E | # Optiohs

@Ahsay"" Online Backup Manaoger

Login Mame . |username
Passwoarg 20000880
Save password
@ Forgotyour password?

a3 Language
Endglish -

E] Backup Server
hitp | = | hosthame i

‘ﬁg Proxy Setting
Llse prowy to access the hackup server

Ok Cancel £ | = Options
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Menu Item Description

Login Name Input box for entering backup user account login
name.

Password Input box for entering backup user account
password.

Save password Checkbox to enable or disable password saving.

Forgot your password? Click to request for lost password.

Options Click to access advance option such as
[Language], [Backup Server] and [Proxy Setting].

Language Drop down menu for selecting language to start
the backup application.

Backup Server Input box for entering hostname or IP address of
the backup server.

http / https Drop down menu for selecting protocol when
connecting to the backup server.

Proxy Setting Input area for entering proxy setting such as
address, port, proxy username and password.

*The availability of options listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Press the [Option] button to access the [Language], [Backup Server] and
[Proxy setting] settings.

Configure the backup server information by entering the server hostname (e.g.
backup.server.com) or IP address (e.g. 192.168.1.1) of the backup server in
the [Backup Server] field.

For backup server that accepts connection on custom port only, append the
hostname or IP address in the [Backup Server] field, by adding a semi-colon (:)
and the custom port number at the end.

Example:
backup.server.com:8080 / 192.168.1.1:8443

For security concerns, you can configure the backup client application to
communicate with the backup server in SSL protocol (Secure Socket Layer),
select [https] from the dropdown menu at the [Backup Server] section.

Enter your login credentials in the [Login Name] and [Password] fields.
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If you do not remember your password, press the [Forgot your password?]
button to retrieve a forgotten password email.

Please do not attempt to login with an incorrect password, as a backup user
account will be locked after 3 bad password attempts. Backup job cannot be
run for backup user account with status as locked.

Please contact your service provider to unlock your account if it is locked.
Configure which language to start the backup application in by select the
language of your choice under the [Language] drop down menu. For the list of
supported languages, please refer to Appendix A.

To enable [Proxy setting], select the [Use proxy to access the backup server]
checkbox button, and enter the corresponding proxy information. For [Sock]
proxy, both v4 and v5 without user authentication are supported.

Press [OK] to login when all configurations are entered.

For initial login of existing backup user on new computer, you will be prompted
for the encrypting key of all existing backup set.

(© Ahsay Ont p Manager S
. =
@ AhsayOBM Language ©  English | | | Save Betling (G Quit
f Summary (username)
& Back '
RS & qyota Uzage
Lsed : 139.79M 1 500G (0%
* Data A9.7M (226 files
1 ' Restare ¢ !
Recycle Bin: 80.09M (34 files
Encrypting Key Request (Backup5et)
[Bn Encrypting key Backup Log B
Enter Correct Encrepting Key : Restore Log [
ok @ Cancel £
Q@ s A O oo
ol 5‘:‘,.} L | ?
Menu Item Description

Enter Correct Encrypting Key Input box for entering encrypting key of existing
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backup set.
OK Click to confirm on encrypting key.
Cancel Click to proceed without using encrypting key.

Enter the correct encrypting key and click [OK] to proceed.

Alternatively, if the encrypting key is lost, press [Cancel] to proceed without
encryption (e.g. for all backup job performed afterward).

This would allow data backed up in the future to be restore-able (as they are
no longer encrypted), but existing data that are already encrypted by the lost
encrypting key would not be restore-able.

© AhsayOBM Language ©  English | G Sawe Setting @ Quit

t Summary (username)
B Dacku ' ) )
| g B L ouota Uzage
' Used : 139.79M 1 500G (0%
L Data A9.7M (226 files
l""" Restare ¢ !
__:"’ : Recycle Bin: 80.09M (89 files)

Confirm Mo Encryption X Backup Log [
Restore Log [

Backup will he done without encryption, continue?

|-Yes 8. || -po-B.

8 %d4 8 @

In case of encrypting key lost, it is strongly recommended that a new backup
set be created, to ensure that data backed up in the future is encrypted and
restore-able.
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5.3 AhsayOBM main window

The main window will be displayed after a successful login.

@ Ahsay Online Backup Manager, |Z||E|E|
— —
AhsayOBM Language : English - Save Sefing Gy Quit
ay | Wy
.‘ Summary (username)
' Backup B
clota Usage
Used : 01500 (0%)
l ' Restore Data 0 (ofiled

Recycle Bin: 0 (0 file)

i Statistics
Total Backup : 0 {0 file) Backup Log [

Total Restore ;. O {0 file) Restore Log [0

ﬁ;; Last Backup
Mo backup log found

Icon | Menu Item Description
Backup Click to perform backup for an
f . existing backup set.
Restore Click to access the restore menu,
l, . for restoring backed up data.
— Save Setting Click to save settings.
L
. Quit Click to exit out of the backup
\wag application.
a User Profile Click to access the user profile
el menu.
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~ Backup Setting Click to access the backup setting
g menu.
Y Decrypt Local Copy Wizard Click to access the decrypt local
ot copy wizard.
Decrypt File Wizard Click to access the decrypt file
i | wizard.

About Ahsay A-Click Backup Click to access the About Ahsay A-
Click Backup dialog.

Language Drop down menu for selecting
language to be displayed.

Backup Log Click to view previous backup log.

Restore Log Click to view previous restore log.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

f

set.

Click on the [Restore] button to restore backed up data from the backup
server to the client machine.

Click on the [Backup] button to perform a backup for an existing backup

Other options will be discussed in the following chapters.
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5.4 User Profile

@2
To access the user profile dialog, click on the [User Profile] button at the
application’s main window.

User, Profile §|

RJ\ Lger Information
Lagin Mame : username

Display Mame :
Password S Change %
Save passwoard
= Contact
Mo existing contact -
Mame :
Email
Add | Ll

@i Time Zone
GMT+08:00 (HKT) -

Ok Cancel E3

Menu Item Description

Display Name Input box for entering alias of the backup user account.

Change Click to access the change password dialog.

Save password Checkbox to enable or disable password saving.

Add Click to add contact information.

Remove Click to remove contact information.

Properties Click to edit existing contact information.

Name Input box for entering contact name of the backup user
account.

Email Input box for entering contact email address of the
backup user account.

Time Zone Dropdown menu for time zone setting.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.
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You can change the backup user account’s password, by pressing the [Change]
button. A change password dialog will be displayed afterward.

Change Password r5_<|

E=m Pasgword
Old Fassword :

Mew Passward :
Canfirm Mew Passwoard :

] Cancel E

Enter your [Old Password] (e.g. existing password) and [New Password] into
the corresponding textbox and press [OK].

To add new contact information for the backup user account, select [Add] to
open the [Add new contact] dialog.

Add new contact E'
= Contact
Marme
Email :
Cancel &

Enter the corresponding information such as [Name] and [Email] in the
corresponding field, and press [OK].

To update existing contact of the backup user account, select the
corresponding contact from the [Contact] drop down menu, and select
[Properties].

Properties [contact@email.com) rg|
1 Contact
Mame :
Email
Cancel E

To delete existing contact of the backup user account, select the corresponding
contact from the [Contact] drop down menu, and select [Remove].
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To change the backup user account’s time zone setting, select the
corresponding time zone from the [Time Zone] drop down menu.

User. Profile §|

i User Information
Login Mame : LUsername

Display Mame :
FPassword bl Chanie &
Sawve passwoard
= Contact
Mo existing contact -
Mame :
Email :
Add w E

&% Time Zone

GMT+03:00 (HET) =
GMT+08:00 (HET)

GMT+03:00 (C5T) E3
GMT+03:00 (BMT)  ——

GMT+08:00 (WST)
GMT+02:00 (IRKST)
GMT+08:00 (MY T)
GMT+08:00 (PHT)
GMT+08:00 (SGT) -

5.5 About Ahsay Online Backup Manager

g

Click on the [About Ahsay Online Backup Manager] button to view
information of your backup application, such as the application version, and
backup service provider’s information like company name, website, email
address and server hostname or IP address.
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5.6 Backup Log

All backup activities are logged to a corresponding log files. To review them,
click on the [Backup Log] button.

Backup Set: |[BackupSet =
Log: 2011403001 11:36:113 || = Show (Al T
Type Laog Time
P Start [Windows XP fwinxp), OBM 6.3.0.0] 201150301 11:36:13
i/ Startcreating Shadow Copy Set ... 201103501 11:36:13
i Shadow Copy Set successfully created 201103501 11:36:158
i' Downloading server file list ... 201103501 11:36:17
i'  Downloading server file list ... ... Completed 20110301 11:36:17
¥  Reading backup source from hard disk ... 2011/0301 11:36:18
i Getting all fileg which have heen moved ... 2011/0301 11:36:18
i Getting all files which have heen moved .. Completed 2011/03¢01 11:36:18
i' Reading backup source from hard disk ... Completed 20110301 11:36:18
i Total Mew Files=10 2011/03/01 11:36:19
@ Total Mew Directory =0 20110201 11:36:19
i' Total Updated Files=10 2011/03/01 11:36:19
i! Total Update File Permission=10 20110201 11:36:18
i) Total Deleted Files =0 2011/0301 11:36:19
i’ Total Delete Directary =0 2011403501 11:36:189
i Total Moved Files=10 2011/0201 11:36:19
i’ Deleting Shadow Copy snapshot for valume "C" 2011403501 11:36:189
i Backup Completed Successfully 201103501 11:36:21
Logs per page ;&0 2 Page: 1/1 =
Close E3
Menu Item Description
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review (in

YYYY/MM/DD hh:mm:ss format).

Show Drop down menu to filter display of only Information,
Warning, Error, or all log entries.

Logs per page Drop down menu for selecting the number of log entries to
display per page.

Page Drop down menu to switch the page number.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.
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5.7 Restore Log

Similar to backup, all restore activities are also logged to a corresponding log
files. To review them, click on the [Restore Log] button.

Backup Set: BackupSet =
Log: | 2011/03/01 11:59:49 = Showe ;| All T
Type Log Time
P Start ['Windows XP {wirxp), OBME.3.0.0] 2091/0309 11:59:49
i Downloading restore file list .. 2011403001 11:59:49
i Downloading restore file list ... Completed 201100301 11:58:40
il Creating new directary ... "C\Restore DestinatiomBackup Source” 20110301 11:559:50
i Creating new directory ... "C\Restore Destination\Backup SourcelTest 201150301 11:59:50
i Creating new directory ... "C\Restore DestinatiomBackup SourcelTestiFolder A 2011/03/01 11:59:50
i Downloading ... "CiRestore DestinatiomBackup SourceiTestiFolder AlhsaySupport’ (Total 0 bytes) 2011503001 11:59:50
i Festore Completed Successfully 201140301 11:59:51
Logs per page |50 » Fage: 111 =
Close B
Menu ltem Description
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review (in

YYYY/MM/DD hh:mm:ss format).

Show Drop down menu to filter display of only Information,
Warning, Error, or all log entries.

Logs per page Drop down menu for selecting the number of log entries to
display per page.

Page Drop down menu to switch the page number.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.
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6 Configure backup sets

This chapter describes how to configure a backup set.

A backup set defines the configuration of a backup routine, such as backup
schedule, backup source and encryption setting as well as other options.

6.1 Backup Setting

m |
ey
g

Click on the [Backup Setting] button to:
. *| Create new backup set —

Select the || button to add a new backup set.
. ~ | Delete existing backup set —

Select a backup set from the drop down menu, and the = button
to remove corresponding backup set.

* Modify existing backup set —

Select a backup set from the drop down menu, and other options
from the left panel to modify the backup set.
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Backup Setting E|

BackupSet = | +|=| | General

|] General [b Backup Set

Mame : |BackupSet

Backup Source Type: File Backup

{__f_; Backup Schedule User Authentication forWindows
- Domain :

:l- Encryption

|—[-‘-"' g User Marme

¢ Continuous Data Protection Password

). In-File Delta

e

& Retention Palicy

Backup Filter

5\

Command Line Tool
ty
Extra Backup
r
Y Local Copy

H-‘i’f Options

Ok Cancel £

Icon | Menu ltem Description
. General Click to access the general backup
| J set menu.
Backup Source Click to access the backup source

selection menu.

& Backup Schedule Click to access the backup schedule
l setting menu.
: Encryption Click to access the encryption
1. setting menu.
Continuous Data Protection Click to access the continuous data
- protection menu.
= In-File Delta Click to access the In-file delta
| ; menu.
ol
Retention Policy Click to access the retention policy
4" menu.
Backup Filter Click to access the backup filter
menu.
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- Command Line Tool Click to access the pre post
air command line tool menu.
. Extra Backup Click to access the extra backup
i setting menu.
: Local Copy Click to access the local copy
k. backup menu.
Options Click to access the option menu.
“_'-:-1-'\.
Yk

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

6.1.1 New Backup Set Wizard

Select the | button to start the New Backup Set Wizard.

New Backup Set Wizard

Marme
Twpe :

[E‘; Backup Set
. |BackupSet

(X)

File Backup -

File Backup
Lotus Motes Client Backwp |

Lotus Domino Server Backup

M3 Exchange Server Backup

M3 Exchange Mail Level Backup

MS SQL Server Backup

MySCL Backup

Oracle Database Server Backup i

Mext» Cancel E

Select the corresponding backup type, in this case, a file backup set.

A backup set can be one of the following types:

Backup Type Description

File Backup set type for backup of normal files.

Lotus Domino Server Backup set type for backup of Lotus Domino
server.
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Lotus Notes Client

Backup set type for backup of Lotus Notes client.

MS Exchange Server

Backup set type for backup of Microsoft
Exchange server.

MS Exchange Mail Level

Backup set type for backup of individual emails
(brick level backup).

MS SQL Server

Backup set type for backup of Microsoft SQL
server.

MySQL Server

Backup set type for backup of backup MySQL
server.

Oracle Database Server

Backup set type for backup of Oracle database
server

System State

Backup set type for backup of Microsoft
Window’s System State.

ShadowProtect System

Backup set type for Bare-Metal backup of your
system using StorageCraft's ShadowProtect.

Windows System

Backup set type for Bare-Metal backup of your
system using Microsoft’s WBAdmin.

MS VM Backup set type for backup of Virtual Machine on
Microsoft Hyper-V server.
VMware VM Backup set type for backup of Virtual Machine on

VMware server (VM Server, ESX, ESXi ... etc).

*The availability of backup type listed above may be service provider dependent. If a backup type is not
available, please check with your service provider for further details and availability.

For exact application support list, please contact your service provider for further details.

Note:

Backup set type is defined at the backup set creation time, and cannot be

modified afterward.

Next few steps of a new backup set creation process, including Backup Source,
Backup Schedule and Encryption setting configuration are discussed in the
following sections of the guide.
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6.1.2 General

3

=~ Click on the [General] tab to modify the [Backup Set Name] or [User
Authentication for Windows] setting.

For backup set with backup schedule and network shared drive selected as

backup source, the [User Authentication for Windows] is a mandatory field
that must be filled in.

Please specify a Windows domain account for the backup client application with
sufficient permission to access the network location.

Backup Setting El
BackupSet x| || General
|;J General @ Backup Set
Mamme : | BackupSet
Backup Source Type . File Backup
ll'f Backup Schedule Lser Authentication for Windows
- Domain Damain
|r1 Encryption

UzerMame | LUsername
@ Continuous Data Protection Pasgword . | @@e@9e®

[}, In-File Detta
& Retention Policy
Backup Filter
ar | Command Line Tool
1
% Eutra Backup
r
% Local Copy

53 Options

(8]74 Cancel B3

Menu Items Description

Domain Input box for entering domain of the Windows domain
account.

User Name Input box for entering username of the Windows domain
account.

Password Input box for entering password of the Windows domain
account.
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*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.
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6.1.3 Backup Source

Click on the [Backup Source] tab to configure backup source of a
backup set.

A Backup Source defines the files and directories to be included for backup.
There are two types of backup source: Selected and Deselected.

+ Selected backup source defines files and directories that are to be
included in a backup set.

+ Deselected backup source defines files and directories that are to be
excluded from a backup set.

On the basic backup source selection dialog, you can select directories that are
commonly selected as backup source for backup:

+ Desktop folder

+ My Documents folder

+ Favorites folder

+ Outlook and Outlook Express folder

Backup Setting @ New Backup Set Wizard E|

» i3 =| | Backup Source ERETP
Backupset Ll [ [@ Deskdop

iJ General [ [# Desktop =
= ¥ () my Dacuments
Backup Source 7] D My Documents =
7 [l % Favorites
|7 Backup Schedule

%l Eneryption .
@' Continuous Data Protection '::-‘
)

W Uuilook
” In-File Delta Advanced >

[ ¢ Favarites

Advanced  »
o Retention Palicy

Backup Filter

Command Line Tool 4 Previous Nest b | Cancel B

Exdra Backup
5 Local Copy

153 Options

0K Cancel 3

Click on [Advanced] button to access the advanced backup source dialog to
select other directories for backup.
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@ Advanced Backup Source @

Faolders Mame Size Date Modified
= 4 Ny Computer ¥ My Computer
[ % 08 (C) & My Metwork Places
] = DATA (D)
[ L DVDICD-RW Drrive (E2)
! [ L DVD Drive (H3)
- 93 Wy Metwork Flaces

lterms per page . |50 * Page: - | =™

(]t Cancel B

The checkbox beside a root drives, directory or file can be in one of the
following mode:

Mode | Description
w All directories and files under this directory will be backed up.
All directories and files under this directory except those explicitly
excluded will be backed up.
= Directories and files selected to this directory in the future will be
backed up as well.
Only the checked directories and files under this directory will be
backed up.
r Directories and files selected to this directory in the future will not
be backed up.
- No directory or file under this directory will be backed up.
Note:

For installation on Windows platforms, hidden directories and files will be
displayed only if the [Hide protected operating files] setting of Windows
Explorer is disabled.
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By selecting a parent directory as backup source, all child directories and files
including any hidden directories or files would be backup as well.

To avoid backing up hidden directories such as the Recycle Bin folder, please
select the corresponding directories or files required as backup source directly,
instead of selecting the parent directory or root drive letter.

6.1.4 Backup Schedule

v
" Click on the [Backup Schedule] tab of the backup setting menu to
configure backup schedule of a backup set.

A Backup Schedule defines the time, time period allowed, and frequency that
backup job for an existing backup set should be run automatically.

Backup Setting g] New Backup Set Wizard E]

BELiog e - ::__ JflmBasktpHiteule ¥ Run scheduled hackup on this computer
3 oGeneral ¥ Run scheduled hackup on this computer
Yy Backup Source

[ j Backup Schedule

Hl Encryption

¢ Continuous Data Protection

ﬂ Ir-File Delta

& Retention Policy

Backup Filter Add

Command Line Tool 4 Previous Mext » Cancel

s Extra Backup
% Local Copy

#33 Options
Add [

OK & | Cancel @

Menu Items Description

Run scheduled backup on this computer | Checkbox to enable or disable the
corresponding backup set to run
on this computer.

Add Click to add a new backup
schedule.
Remove Click to remove an existing

backup schedule.

Properties Click to modify an existing backup
schedule.
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Add new backup schedule

Mame : | Mew Backup Schedule

1) Backup

File
& Twe
Draily -
Backup everyday
@ Time
At -

Start :
Stop

23 || |00 |
& on completion (Full Backup)

Ok Cancel E

(%)

Add new backup schedule

Mame : |Mew Backup Schedule

i) Backup

File

& Tye

X

Add new backup schedule

MName ;| Mew Backup

1) Backup

File

& Type

Backup on the follo

| Sunday Manday | Tuesday
I'Wednesday | Thursday | Friday
v Saturday
@ Time
At -
Start: 23 |= .00 | =
Stop . @ on completion (Full Backup)

&

Schedule

Weekly | =

wing dayis) every weelk :

Ok Cancel E

Add new backup schedule

Mame :

_t] Backup

File

& Type

Mew Backup Schedule

(X

Manthly | - Custam | v
Backup on the following day every ronth Eackup on the following day once :
& Day: 1 - Diate fwny-mm-dd) @ | 2011 - |03 = |-18 >
@ Time

@ Time Start: 23 = ;00 =

Start: (23 = . 00| = Stop: @ on completion (Full Backup)

Stop . @ on completion (Full Backup)

(a4 Cancel B
Ok Cancel E

Menu Items Description
Name Input box for entering backup schedule name.
Type Checkbox to select schedule type.

Daily - Backup job will run everyday at a specific
time under this schedule type

Weekly - Backup job will run on specific day(s) of a
week, at a specific time under this schedule type.

Monthly - Backup job will run on specific day of a
month (date, or special criteria such as first

weekend, last weekday), at a specific time under
this schedule type.
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Custom - Backup job will run on specific day of a
year (date), at a specific time under this schedule

type.

Time (At) To start backup job at a specific time.

Start - Dropdown menu to select the start time of a
backup job.

Stop — Option to allow a backup job to run to
completion, or to stop the running backup job after
a specified hour.

Time (Periodically) To start backup job at regular intervals of time.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

To

configure a Daily backup schedule where backup job will run everyday at

8:00pm:

SakrwNE

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Daily] from the schedule [Type] dropdown menu.
Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

To configure a Weekly backup schedule where backup job will run on Friday
every week at 8:00pm:

NoOAWNE

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Weekly] from the schedule [Type] dropdown menu.
Select the checkbox beside [Friday].

Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

To configure a Monthly backup schedule where backup job will run on first
weekend of every month at 8:00pm:

SnprONE

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Monthly] from the schedule [Type] dropdown menu.
Select [First], [Weekend].

Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00
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7. Configure the stop option according to your requirement.

To configure a Custom backup schedule where backup job will run on Jan 1st
of 2012 (2012-01-01) at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.

Enter name of the backup schedule.

Select [Custom] from the schedule [Type] dropdown menu.

Enter the date when the backup should be performed (YYYY-MM-DD).
Configure start time to be 20:00

Configure the stop option according to your requirement.

ook wONE

Note that multiple backup schedules of different type (e.g. daily, weekly) can
also be configured for a single backup set.

For example:

+ Daily backup schedule at 00:00
+ Daily backup schedule at 12:00
+ Weekly backup schedule on Friday at 18:00

Combination of these schedules effectively creates a schedule for backup at
00:00 and 13:00 everyday, and 18:00 every Friday.

6.1.5 Encryption
b |

i

Before files are uploaded to the backup server, they are first
compressed and encrypted with an algorithm, mode and key of your choice.

Select the [Encryption] tab to view the current encryption setting of an existing
backup set.
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Backup Setting g|
BackupSet - E\ Encryption
|] General Algarithim : AES
Backup Source Mode ELE
key Length : 246 hits
l__'_‘_’f Backup Schedule Encrypting key | | =
|[l Encryption Mask encrypting key
@' Continuous Data Protection
(), in-File Detta
&, Retention Palicy
Backup Filter
@ Command Line Toal
8 Eura Backup
%, Local Copy
",1:43 Options
(8]74 Cancel &
Menu Items Description
Encryption key Text box displaying the encryption key for the

corresponding backup set.

Mask encryption key Checkbox to enable or disable masking of the
encrypting key.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Encryption settings are set at a backup set’s creation time in the New Backup
Set Wizard.
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Mew Backup Set Wizard E|

[Eh Encryptian
Default

® Custom

Do not use encryption
Algarithm ;| Twofish [=
hode . ™ ECE
CBC
key Lenagth 128 hits
® 25F bits
Encrypting key
Confirm Encrypting Key

4 Previous Ok Cancel E

Menu Items Description
Default Radio button to select default encrypting
key.

Default encryption setting -

Encryption algorithm: AES

Encryption mode: ECB

Key Length: 256 bits

Encrypting key: Same as current password

Custom Radio button to select your custom
encryption setting, including:

Encryption algorithm
Encryption mode
Key Length
Encrypting key

Do not use encryption Checkbox to disable encryption (not
recommended).
Algorithm (used with Custom) Dropdown menu to select the encryption

algorithm setting:

Twofish - Twofish algorithm

DESede - Triple DES algorithm

AES - Advanced Encryption Standard
algorithm

Mode (used with Custom) Radio button to select ECB or CBC
encryption mode:
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ECB - Electronic Cook Book mode
CBC - Cipher Block Chaining mode

Key Length (used with Custom) Radio button to select 128 bit or 256 bit
key length.

Encrypting key (used with Custom) | Input box for entering your choice of
encrypting key.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Select [Default] encryption setting if you are not familiar with encryption
algorithm or mode. The default encryption setting is:

Encryption Algorithm: AES

Encryption Mode: ECB

Key Length: 256 bits

Encrypting Key: Same as current password

Encryption settings are set at a backup set's creation time and cannot be
modified afterward.

If custom encrypting key is used, please considering the following to create a
strong encrypting key:

+ Length
Make sure the encryption key is at least eight or more characters.

+ Complexity
Include lowercase, uppercase letters and numbers, use the entire

keyboard not just the letters and characters you use or see most often.
Avoid creating encryption key that uses:

+ Dictionary words.

+ Words spelled backwards, common misspellings and abbreviations.

+ Sequence or repeated characters.

+ Personal information, your name, your birthday, or similar information.
Include letters and numbers, use the entire keyboard not just the letters
and characters you use or see most often.

Important:
By selecting default encryption setting, password string of the backup account

will be configured as encrypting key for the corresponding backup set.

The encryption key is independent from a backup account's password.
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Encryption settings are set at a backup set's creation time, even if the
password is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and additional
copies of the key are made, and stored in safe places so that it is readily
available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

For initial login of existing backup user on new computer, you will be prompted
for the encrypting key of all existing backup set.

(0) Ahsay Online Back

© AhsayOBM Language © English £ B Save Setting @J Quit

‘ Summary (username)

| Bansyn L% Quota Usage

: Used 139.79M 150G (0%)
L‘, CRSor Data: A8.TM (226 files)

Recycle Bin: 80.09M (34 files

Encrypting Key Request (BackupSet) [g|

‘BackupLog B

E,a Encrypting key 3
308803 dm)

Enter Correct Encrypting key

ok B | cancel 3

S daAo
Menu ltem Description
Enter Correct Encrypting Key Input box for entering encrypting key of existing
backup set.
OK Click to confirm on encrypting key.
Cancel Click to proceed without using encrypting key.

Enter the correct encrypting key and click [OK] to proceed.
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Alternatively, press [Cancel] to proceed (e.g. if the encrypting key is lost)
without encryption, for all backup job performed afterward.

A confirmation box will be prompted to confirm.

Confirm Mo Encryption

Backup will be done without encryption, continue?

Yes Mo B3

By continuing without encryption, it allows data backed up in the future to be
restorable (they are no longer encrypted).

However, existing data that are encrypted by the lost encrypting key would not
be restorable.

@-.#.h.sﬂ Online Backup Manager .E : E|

—y —
@ AhsayOBM Language : English | || Save Sefiing |y Quit

‘ Summary (username)

B Back [ o )

| gy S "% Quota Usage

i Used 139.79M 720G (0%)
L, E SRS Data: 58.TM (226 files)

—

Recycle Bin: 80.09M (23 filesg)

Confirm Mo Encryption _ Backup Log O
RestoreLog [

Backup will he donewithout encryption, continue?

Lo
..

i

in
] ~||
3

Important:

In the event of lost encrypting key, it is strongly recommended that a new
backup set be created. This ensures that data backed up in the future are both
encrypted and restorable.
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6.1.6 Continuous Data Protection (CDP)

Continuous Data Protection (CDP) is a feature providing backup for
selective data whenever change is made. Depending on the option selected,
every version of a file is backed up close to real time.

To enable CDP, click on the [Continuous Data Protection] tab and select the
[Enable Continuous Data Protection] checkbox.

Backup Setting g
BackupSet - - Continuous Data Protection
|J A v| Enable Continuous Data Protection {ocal disks only)
Time Mark Interal : G0 minutes -
Backup Source
Minimurm Update Interval © 10 minutes -

[“"‘? EBackup Schedule Type :
|[1- Encryption

@ Continuous Data Protection ® Custom
[}, in-File Detta

& Retention Palicy
Backup Filter
Command Line Tool
% Extra Backup

&, Lacal Copy

Wiy Options

Backup all files

@ Backup Filter

Backup file(s) selected by backup sources and filters

v| Do not backup files defined as system files

[ Backup Source

Advanced
Add
w

H

Add
o

Ok Cancel £3

Menu lItems

Description

Enable Continuous Data Protection

Checkbox to enable or disable CDP.

Note:

CDP will only backup directories and
files on local drive, but not on floppy
drive, removable drive or network
drive.

Time Mark Interval

Defines a regular interval of time
(e.g. every x minutes), with each
interval containing one snapshot (the
first backup of each interval)
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available for restore.

For example, for [Time Mark Interval]
set to 60 minutes, with the file
updated every 5 minutes. A restore-
able snapshot of the file will be
available for each interval:

00:05, 01:05, 02:05, 03:05 ... etc.

Minimum Update Interval

Defines how often an updated file is
backed up to the backup server.

For example, for [Minimum Update
Interval] set to [Always], file will be
backed up to the server as they are
updated.

Backup file(s) selected by backup
sources and filters

Radio button to select if CDP will only
backup modified directories or files
selected as backup source.

Backup all files

Radio button to select if CDP will back
up all modified directories and files on
all local drive.

Custom

Radio button to select if CDP will
backup a custom set of directories
and files.

Note: This custom set of directories
and files can be different than the
backup source selected for the
backup set.

Backup Source (used with Custom)

Add — Click to select a custom set of
directory or file as backup source for
CDP backup.

Remove — Click to remove a selected
directory or file as backup source for
CDP backup.

Properties — Click to modify a
selected directory or file as backup
source for CDP backup.

Backup Filter (used with Backup all
files or Custom)

Add — Click to create a backup filter
for CDP backup.

Remove — Click to remove a backup
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filter for CDP backup.

Properties — Click to modify a backup
filter for CDP backup.

Note: Backup filter is case sensitive.

Do not backup files defined as system
files

When this option is enabled, CDP will
automatically exclude the following
files from its backup:

C:\hiberfil.sys

C:\Pagefile.sys

C:\Program Files\*
C:\RECYCLER

C:\System Volume Information
C:\Windows\*
${App_Data}\Avg7
${App_Data}\Avg8
${App_Data}\Kaspersky Lab
${App_Data}\McAfee
${App_Data}\McAfee.com
${App_Data}\Microsoft
${App_Data}\Sophos
${App_Data}\Symantec
*\*.tmp

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application
Data\Microsoft\*

*\ntuser.dat

Advanced

Click to access advanced CDP backup
control to backup only when:

CPU usage is less than a specific
percentage.

Network traffic is less than a specific
Megabyte per second.

No keyboard or mouse input
exceeding a specific time (in minute).

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Note:

The [Continuous Data Protection] tab is only available for AhsayOBM

installation in Windows platforms.
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Configure the [Time Mark Interval] and [Minimum Update Interval] according
to your recovery requirement.

Time mark interval defines a regular interval of time, where each interval
contains one snapshot available for restore.

For example, when [Time Mark Interval] is configured to 60 minutes. 24
intervals would be marked per day, with each interval spanning across 60
minutes:

Interval 1 — 00:00 to 01:00
Interval 2 — 01:00 to 02:00
Interval 3 — 02:00 to 03:00
Interval 4 — 03:00 to 04:00

To

Interval 23 — 22:00 to 23:00
Interval 24 — 23:00 to 24:00

Assuming that a file is backed up multiple times (by CDP) within each interval,
the first backup (e.g. snapshot) of each interval would be available for restore.

Minimum update interval defines the minimum period of time before an
updated file is backed up to the backup server.

For example, when [Minimum Update Interval] is configured to 10 minutes,
updated file would be backed up to the backup server every 10 minutes. To
ensure that updated files are always uploaded to the server immediately, you
can consider setting the [Minimum Update Interval] as Always.

To configure CDP for backup of the directories and files selected as backup
source:

1. Select the [Backup file(s) selected by backup sources and filters] radio
button for [Type].
To configure CDP for backup of all local drive(s):
1. Select the [Backup all files] radio button for [Type].
2. Configure [Backup Filter] for inclusion or exclusion of file if necessary.
To configure CDP for backup of a custom set of directories or files:
. Select the [Custom] radio button for [Type].
. Click [Add] beside the [Backup Source] section (within the CDP tab).

1

2

3. Select the custom set of data for backup.

4. Configure [Backup Filter] for inclusion or exclusion of file if necessary.

Ahsay Systems Corporation Limited 67



AH ™ Ahsay Online Backup Manager
User’s Guide

Note that the backup filter function is only available for CDP type [Backup all
files] or [Custom].

Although CDP can be a helpful feature, the protection offered by CDP is often
heralded without consideration of the disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely
affect the corresponding machine’s performance.

To enable backup control for CDP backup, select [Advanced] to open the
advanced CDP setting dialog:

Advanced CDP Setting gl

v| Enable Backup Control
@‘g. Backup anly when

4 v CPU usage = 80 = %
an
4 v Metwork traffic = 1 > | hihit's
an
v| Mo input for 1 * | minuteis)

oK Cancel B3

To allow CDP backup only when CPU usage is under 50%:

1. Select the checkbox beside [CDP usage].
2. Select the corresponding percentage from the [%] dropdown menu.

To allow CDP backup only when network traffic is under 10 Mbit/s:

1. Select the checkbox beside [Network traffic]
2. Enter the corresponding number in the [Mbit/s] textbox.

To allow CDP backup only when there is no keyboard or mouse input for 5
minutes:

1. Select the checkbox beside [No input for].
2. Enter the corresponding number (in minutes) in the [minute(s)

Important:

Continuous Data Protection (CDP) will only backs up data selected as backup
source after the CDP module is enabled. Existing data that are not updated wiill
not be backed up by the CDP module.

Furthermore, CDP is not a replacement for the traditional schedule backup but
works along with the scheduled backup to provide timely protection for your
data.
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CDP will automatically be stopped when a manual or scheduled backup is
started, and will resume when the job is completed.

Note: It is not possible to run multiple CDP backup sets on the same machine
with different backup user accounts.

6.1.7 In-File Delta
P.
=~ For more details about the In-file delta technology, please refer to the
In-File Delta Technology section to be followed in this guide.

6.1.8 Retention Policy

Click on the [Retention Policy] tab to modify the retention policy of an
existing backup set.

Backup Setting El
EackupSet || |[ = Retention Policy
|J — ® [<eep deleted fileds) far |7 | |Day(s) | =
- Advanced

Backup Source
l"f Backup Schedule
|r—1~ Encryption
@' Continuous Data Pratection
[}, In-File Delta
&, Retention Policy
Backup Filter
;.;l Command Line Toaol
™%, Exira Backup

ok, Lacal Copy

Hop Options
| =

Ik Cancel E

Retention policy defines the policies of persistent data management for
meeting business data archival requirements.

When a backup job is performed, for data that are modified or deleted on the
client computer, their existing version on the backup server (backed up
previously) would be moved into retention area, while newly backed up file
would be placed in the current data area.
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Specifically, retention policy setting defines how long are these data kept
within the retention area before they are deleted permanently from the backup
server.

For backed up data that have not been updated or deleted from the client
computer, they are kept in the data area on the backup server and remain
untouched.

A standard retention policy defines a basic policy where retained file (in the
retention area) are removed automatically after a user specific number of days
or backup jobs.

To define a standard retention policy, simply modify the [Keep delete file(s) for]
drop down menu to your required days or jobs. Press [OK] and save before
exiting the backup application to confirm the changes.

Backup Setting El
BackupSet - - Retention Palicy
|J P ® Keep deleted file(s) far |7 - || Day(s) ||
- Advanced

Backup Source
lﬁ Backup Schedule
|r1~ Encryption
@ Continuous Data Protection

1. IneFile Delta

L

& Retention Policy
Backup Filter
% Command Line Tool
8. Exra Backup
r
% Local Copy

W53 Options
w i

Ok Cancel £

An advanced retention policy defines a more advanced and flexible policy
where retained file (in the retention area) are removed automatically after a
combination of user defined policy, such as:

* A specific number of days

* A specific number of weeks, including the day of the week

* A specific number of months, including the day of the month
* A specific number of years, including the day of the year
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To define an advanced retention policy, select the [Advanced] button, and
press the:

* [Add] button to add new policy
* [Remove] button to remove existing policy
* [Properties] to edit existing policy

Press [OK] and save before exiting the backup application to confirm the
changes.

Backup Setting g|
BackupSet > || || = Retention Policy
|;] EemerE Keep deleted file(s) for
- ® Advanced
Backup Source Retention Policy 1 (Type: Daild

i > S B Retention Policy 2 (Type: Weekly)

|[1- Encryption
@ Continuous Data Protection
[ ). In-File Delta
& Retention Palicy
Backup Filtar

o Command Line Taoal

1t

£ Eutra Backup

% Laocal Copy

Remowve retention files for averlap policy

Wy Options
Lo
Add Rermove 1 Froperies -

Ok Cancel E

For example, you can configure the advanced retention policy to keep all data
backed up:

* In the last 7 days.

* In the last 4 Saturdays.

* In the 1st day of each month in the last 3 months.

* In the 1st day of each quarter in the last 12 months.
* In the 1st day of each year in the last 7 years.

To achieve the above example policy, configured the advanced retention policy
as follows:

e Type: Daily
Number of snapshots to keep: 7

* Type: Weekly
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Keep retention files for the following days: Saturday
Number of snapshots to keep: 4

* Type: Monthly
Keep retention files for the following days: Day 1
Number of snapshots to keep: 3

* Type: Quarterly
Keep retention files for the following days:
Month - January, April, July, October

Day 1

Number of snapshots to keep: 4

* Type: Yearly
Keep retention files for the following days: 01-01
Number of snapshots to keep: 7

Assuming that a file is updated and being backed up everyday for the past 7
hears, and today is January 11, 2011.

If the option [Remove retention files for overlap policy] is not enabled, a total
of 22 snapshots (previous version) of the file would be available for restore:

Daily Weekly Monthly Quarterly Yearly

16-Jan-2011 | 14-Jan-2011 01-Jan-2011 01-Jan-2011 01-Jan-2011
15-Jan-2011 | 07-Jan-2011 01-Dec-2010 | 01-Oct-2010 01-Jan-2010
14-Jan-2011 | 31-Dec-2010 | 01-Nov-2010 | 01-Jul-2010 01-Jan-2009
13-Jan-2011 | 24-Dec-2010 01-Apr-2010 01-Jan-2008
12-Jan-2011 01-Jan-2007
11-Jan-2011 01-Jan-2006
10-Jan-2011 01-Jan-2005

If the option [Remove retention files for overlap policy] is enabled, the
overlapping snapshots would be removed, with the following snapshots

available:

Daily Weekly Monthly Quarterly Yearly
16-Jan-2011 | 14-Jan-2011 | 8i3dan—2611 |68idan—263%F | 01-Jan-2011
15-Jan-2011 | 07-Jan-2011 | 64PBee2016 |0810et2616 | 01-Jan-2010
H4—Jan-2610 | 31-Dbee2610 | 61Newv-2010 | 843ul-26106 01-Jan-2009
13-Jan-2610 | 24-Dbee2610 81-Apr2016 | 01-Jan-2008
12-Jan-2616 01-Jan-2007
H-Jan-2616 01-Jan-2006
10-Jan—26106 01-Jan-2005

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2011,
11-Jan-2011, 12-Jan-2011, 13-Jan-2011 and 14-Jan-2011 are removed.

The monthly policy overrides the weekly policy so the snapshots of 24-Dec-
2010 and 31-Dec-2010 are removed.
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The same applies to the monthly, quarterly and yearly policy giving a total of
11 snapshots.

Important:

The Retention Policy and Delta Merge feature is closely related, as the criteria
for file merging is governed by the retention policy setting configured for a
backup set.

Please refer to the Delta Merge section in this guide for further details.

6.1.9 Backup Filter

Backup Filter is a set of user defined criteria to include or exclude directories
and files as backup source of a backup set.

There are some basic rules regarding backup filters:
1. Filters are applied in creation order.

2. Inclusion or exclusion made by filter takes precedence over backup source
selections.

To add a new filter, press the [Add] button at the bottom of the right panel.
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Backup Setting

BackupSet
|;J General

Backup Source

|f1. Encryption

). In-File Delta
& Retention Policy

Backup Filter

b Eutra Backup
r
b |ocal Coapy

#:3 Options

1_“"; Backup Schedule

@ Continuous Data Protection

= Command Line Taal

+ [[-= Backup Filter

Mame . Backup Filter h

Top Directary : 0 All Hard Disk Drives

th
Anphyto v| File
Directory
[ Pattern Matching
Type ® Tayt { endswith | = |3
nix-style Regular Expression
Pattern ;| g Add
Remove I
Fropedies 4
S Filter Mode
® |nclude matched (v exclude all others )
Exclude matched § )
Add Remove 1T
QI Cancel E3

&

Menu Item

Description

Name

The name of a filter.

Top Directory

The top directory to which this filter is applied. Filtering
rules will be applied to all files and/or directories under
this directory.

All Hard Disk Drives — select all local hard drives as the top
directory automatically.

Apply To

Define whether to apply the filtering rule to files and/or
directories.

Pattern Matching

It defines the filtering rules of a filter. A filtering rule can
be one of the following types;

[Starts With]
Include/Exclude all files/directories with name starting
with a certain pattern.

Example:
You can use B* to match all file with name starting with a
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B character.

[Contains]
Include/Exclude all files/directories with name containing a
certain pattern.

Example:
You can use *B* to match all files with name containing
with a B character.

[Ends With]

Include / Exclude all files / directories with name ending
with a certain pattern.

e.d. You can use *.doc to match all files with name ending
with .doc (all Word Documents)

[Regular Expression]
Include/Exclude all files/directories with name matching a
regular expression.

To add a new pattern, press the [Add] button in the
[Pattern Matching] area.

Note: Backup filter is case sensitive.

Filter Mode Defines whether you want to include or exclude matched
files into/from the backup set. Also, for those unmatched
files, you can choose to exclude (if include filter type) or
include (if exclude filter type) them into/from the backup
set.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

The following are a list of examples with different filter settings.

Example 1:
To backup only Word, Excel and PowerPoint documents in the document

directory (e.g. C:\My Documents), setup the backup filter as follows:

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = End With

Matching Patterns = *.doc, *.xls, *.ppt
Filter Mode = Include

Exclude all others = True

Example 2:
To backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Application, setup

the backup filter as follows.
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Top Directory = C:\Applicaitons

Apply To = File (true)

Matching Type = End With

Matching Patterns = *.exe, *.dll, *.tmp
Filter Mode = Exclude

Include all others = True

Example 3:
If C:\ was selected as backup source, to exclude all images (e.g. *.jpg and

*_gif) from the backup source selection, setup the backup filter as follows.

Top Directory = C:\

Apply to = File (true)

Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude

Include all others = false

Note that the [Include all others] setting is not enabled because it is not
necessary to include all other file types under C:\ into the backup set.

Example 4:
To include everything, except the log directory, under C:\Applications, setup
the backup filter as follows.

Top Directory = C:\Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = ~log$

Filter Mode = Exclude

Include all others = True

Example 5:
To include all directories named log from the backup set files with file name

starting with B and ending with *.doc under C:\My Documents, the filter
backup can be setup as follows.

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$
Filter Mode = Include

Exclude all others = True

6.1.10 Command Line Tool

e
e

Click on the [Command Line Tool] tab to configure a Pre-Backup or
Post-Backup command.
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Command to execute batch file to stop and start an application before and
after a backup job, or other command to shutdown the computer when a
backup job is complete can be configured.

Backup Setting
BackupSet = [ |[=
IJ General
Eackup Source
l'f Eackup Schedule
|l1- Encryption

@ Continuous Data Protection

[ ). In-File Deita

& Retention Policy
Backup Filter

% Command Line Tool

% Edra Backup

, Local Copy

",f_;:. Options

Cammand Line Taal

Q Fre-Backup
Mame : |Pre-Backup Command Line Tool

wWorking Directory . |G

Comrmand : StopOutlook.crmd

@ Fost-Backup
Mame : |PostBackup Command Line Tool

wWorking Directory . |G

Comrmand : StartOutlook.crmd

X

Change &

Add Remove O

Change &

Add Remove 17

Ok Cancel E

Menu Item

Description

command.

Add Click to add new pre or post backup command.

Remove Click to remove existing pre or post backup
command.

Name Input box to enter name of a pre or post backup

Working Directory

will run at.

Directory which the pre or post backup command

Command

be run.

For Windows:

shutdown -s -t 60
batch.bat
command.cmd

Input box to enter pre or post backup command to

Native command or command to execute a batch,
command or VBScript file can be configured:
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script.vbs

For Linux:
Command to execute a script file must be
configured:

/usr/local/command.sh
For FreeBSD / Solaris:

Command to execute a script file must be
configured:

.Zusr/local/command.sh

Note:

For all platforms, please ensure that control is
returned to the backup application once the
command is executed.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

For AhsayOBM installation on Linux / FreeBSD / Solaris platform (without GUI
environment installed), you can setup the pre and post backup command on
the web console:

| | Manage User | | [username]
Add User | List User | Run Backup | User Profile | Backup Set | File Explorer | Report | Statistics | User Log Logout
[ 1 Pre-backup command
1. Mame Pre-hackup command name [ ]
Cormnrmand fustiocalicommand-1.5h

arking Directory

[ 1 Post-backup command
1. Mame Post-hackup command name [ ]
Command fustilocalicommand-2.5h

arking Directory

Menu Item Description

Add Click to add new pre or post backup command.

Remove Click to remove existing pre or post backup
command.

Name Input box to enter name of a pre or post backup
command.

Command Input box to enter pre or post backup command to
be run.

Ahsay Systems Corporation Limited 78




AH ™ Ahsay Online Backup Manager
User’s Guide

Pre and post command must be put into a script
file. It is also recommended to add the absolute
path location of the script, such as:

/pathname/scriptname.sh
Note:

Please ensure that control is returned to the
backup application once the command is executed.

Working Directory Location the script would be working from.

This field can be left empty, but please note that
any output from the script would be stored under
the AhsayOBM installation folder.

Update Click to save the changes.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

The pre and post backup command will run at different stages of a backup
according to it backup type.

The following table outlines when they would be run:

Backup type Pre-Backup command Post-Backup command

File backup type | Run before any file is Run when the backup
backed up (uploaded) to the | (upload) of all files are
backup server. completed.

Non-file backup | Run before any database file | Run after spooling backup
type is spooled to the designated | files to temporary directory
temporary directory. (e.g. before the first backup
file is uploaded).

6.1.11 Extra Backup

iy

Click on the [Extra Backup] tab to enable the Off-Line Backup and
System Logout Backup Reminder option.
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Backup Setting E|
BackupSet & - Extra Backup
|;J ceneral % Off-Line Backup
v Enable off-line backup
Backup Saurce Backup Interval © 1 * dayis) |0 = | hours)
Ermnail Matification . |7  dayis)

[ f Backup Schedule -
v Show backup reminder

|pl Encryption )

- % Systerm Logout Backup Reminder

@' Continuous Data Protection v Enable Systerm Logout Backup Reminder

- _

[ /. In-File Delta 2, Backup

&, Retention Policy File

Backup Filter

e Command Line Tool

"% Ewtra BEackup

%, Local Caopy

‘i?i} Optians

Ok Cancel B

Note:
[Extra Backup] tab is only available for AhsayOBM installation on Windows
platforms.

6.1.11.1 Enable off-line backup
Enable off-line backup defines whether to enable the [off-line backup] feature.
The [off-line backup] feature is designed for notebook users who may be off-

line most of the time, and cannot rely on backup scheduled for regular backup
of their data.

Enable off-line backup Action

Enabled Prompt for backup if the time between the last
backup to the current time exceeded the
[Backup Interval].

Disabled Do not prompt for backup.
Backup Interval Time interval between each backup job.
Email Notification Time interval when email would be sent for

backup reminder.

Show backup reminder To display or hide the confirmation dialog for
backup.
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If the confirmation dialog is disabled, backup
will be performed automatically when
connection to the Internet is re-established.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

With the [off-line backup] setting is enabled, when the computer is connected
online and the time between the last backup to the current time elapsed the
[Backup Interval], a pop up off-line backup confirmation menu will be
prompted, reminding the user to perform a backup.

Dff-line backup confirmation

D you wank ko start the backup For [Backup ves

Set] now? M

Last Backup: 2011-03-03 21:00

Menu Items Description
Yes Perform the backup job immediately.
No Do not perform the backup job.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

6.1.11.2 Enable System Logout Backup Reminder

Enable System Logout Backup Reminder defines whether to enable the
[System Logout Backup Reminder] feature.

Enable System Logout Action
Backup Reminder

Enabled Prompt for backup before logging out or
shutting down.

Disabled Do not prompt for backup.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

When the [System Logout Backup Reminder] setting is enabled, a pop up
logout reminder menu will be prompted, requesting for backup before the user
logs out of the system or before shutting down Windows.
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Ahsay Online Backup Manager, E|

D waou wank ko backup the Following BackupSet(s)? Vs

Backup Backup Set Mo

[v Locking workstation
i* Shutdown Computer " Restart Computer

Lo nok backup and close automatically in & sec

Menu Items Description
Yes Click to perform a backup for the backup set before

logging out or shutting down.

No Click to proceed to logout or shutdown directly.

Locking workstation Checkbox to lock the corresponding machine when
the backup is being performed.

Shutdown Computer Radio button to shutdown computer after the backup
job is completed.

Restart Computer Radio button to restart computer after the backup
job is completed.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

6.1.12 Local Copy

L}
|
To save a copy of back up data locally on the client computer, simply
enable the local copy feature of the backup client application.

Click on the [Local Copy] tab to configure a local copy backup.
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Backup Setting g|
BackupSet o - Local Copy
|;j GEmzrEl v Copyto Local Hard Disk
[ Copyto
Backup Source WacalBackup Change %
lf Backup Schedule Retention Palicy

l . v Remove deleted files in retention area
|r.,_.. Encryption
keep deleted file(s) far . |7 *  dayi(s) | -

@' Continuous Data Protection
% Offsite Backup

| ;j _ In-File Delta Skip backing up to Ahsay Offsite Backup Server
&, Retention Policy

Backup Filter

Comimand Line Tool

8

%5 Extra Backup

%, Local Copy

Wy Options

Ok Cancel E3

Menu Items Description

Copy to Local Hard Disk Checkbox to enable or disable local copy backup.

Copy to Directory which the local copy data are stored.

Remove deleted files in Checkbox to enable or disable the retention

retention area policy of the local copy backup.

Keep deleted file(s) for Dropdown menu to select a basic retention
policy.
Note:

For local copy backup, only basic retention policy
can be applied.

Skip backing up to Ahsay | Checkbox to skip or to perform off-site backup
Offsite Backup Server for the corresponding backup set.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Select the corresponding backup set from the drop down menu, and click on
the [Local Copy] tab.

Select the checkbox beside [Copy to Local Hard Disk], click the [Change]
button and browse to the directory path which you would like to store the local
copy backup.
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You can enable retention policy for the local copy backup (if necessary).
However, note that only basic retention policy can be configured for local copy.

Retention policy of the local copy backup is separate from the retention policy
configured for the off-site backup (configured in the [Retention Policy] tab).

For backup set that is intended for local copy backup only, select the checkbox
beside [Skip backing up to Ahsay Offsite Backup Server].

Note:

Administrators need to pay attention to the maximum file size limitation of
different file system format, so that data can be backed up to the Local Copy
destination, or database file can be spooled to the temporary directory for local
database backup.

41
e Data that are backed up by the local copy module are compressed and

encrypted. To restore local copy backed up files, please refer to the following
instruction:

1. Press the [Decrypt Local Copy Wizard] button on the backup application’s
main window.

Ahsay Online Backup Manager

@ AhsayOBM Language : |English - I:.I Save Setting '\\:_f,‘ Gt

A‘ Summary (USername)
" Backup &
Quota Usage
Used: 0450G (0%)
1 Restore Data: 0 (0file)

Recycle Bin: 0 (0file)

ot Etatistics
Total Backup : 0 {0filg) Backup Log [
Total Restare . 0 {0file) Restore Log [

ﬁ;; Last Backup
Mo backup log found

Ahsay Systems Corporation Limited 84



Ahsay Online Backup Manager

User’s Guide

2. Select the backup set to be restored and press [Next] to proceed.

©) Dec rypt Local Copy Wizard

Fleasze selectthe backup set

Backup Set

Delete 17

Mext »

Cancel &

3. Follow the normal restore procedure for restoration of your local copy
backed up data. For more details, please refer to Chapter 8 of this guide.
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() Decrypt Local Copy Wizard

Flease selectthe hackup set

Backup Set

Delete 10

Mext »

3

Cancel B

6.1.13 Options

Click on the [Options] tab to configure options such as temporary directory for
storing backup files, follow link, Volume Shadow Copy or advance option such

as the transfer block size.

6.1.13.1 Temporary Directory for storing backup files

The temporary directory is used for various purposes, such as storage of
temporary spooled file (for database specific backup type), remote file list,
local file list, temporary delta file and other files of temporary nature.
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Backup Setting El
Backup Set > |[fE] =] | Optians
|] General |,f_~=,| Temparary Directary for storing backup files
DiTermp Change &
Backup Source
B Link
lﬁ"# Backup Schedule v| Follow Link
|[1- Encryption [Q Yolume Shadaw Copy

v| Enable Yolume Shadow Copy

@ Continuous Data Protection * Only far Microsoft Windows 2003, %P, Vista & 2008

- _
s In-File Delta

- (1 Advanced Options

& Retention Palicy Compression Type : |Fast(Compressed size larger than normal) -

Transfer Block Size © (128 | = khytes

Backup Filter v| Backup File Permissions

| Command Line Tool
ty
Extra Backup
r
% Local Copy

F'l,i} Options

Ok Cancel £

To configure the temporary directory location, click [Change] and browse to
the directory path for storing the temporary data.

For database specific backup type, data files spooled by the latest backup job
can be kept by disabling the [Remove temporary files after backup] option.

Cptions
E-; Temporary Directory for storing backup files
CilTemp Change %
Remove temporary files after backup

[ Advanced Options
Transfer Block Size : 128 | = | khytes

Notes:

Administrators need to pay attention to the maximum file size limitation of
different file system format, so that database file can be spooled to the
temporary directory.

6.1.13.2 Follow Link

Follow Link defines whether to follow an NTFS junction point or NTFS symbolic
link during backup.
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Backup Setting El
BackupSet - - Cptians
|;] General 2 Temporary Directary for storing backup files
DiTemp Change %
Backup Source
@@ Link
ltf Backup Schedule v Follow Link
|[l Encryption [9 Wolume Shadow Copy

i i Enahble Yolume Shadow Copy
@ Continuous Data Protection * Only far Microsoft Yindows 2003, XP, Vista & 2008
- )
;. In-File Delta
|‘ [ Advanced Options
& Retention Palicy Compression Type . [Fast (Compressed size larger than normal) =
Transfer Block Size . (128 | = | kintes

Backup Filter Backup File Permissions

@ Command Line Tool
1
% Extra Backup

o, Local Copy

3} Options
Ok Cancel &
Follow Link Action
Enabled Backup junction point or symbolic link as well as the
directories and files that it links to (even if the target data
are not located under the backup source).
Disabled Backup junction point or symbolic link only.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

When the follow link option is enabled, not only is the symbolic link or junction
point backed up, but directories and files that the junction point links to will
also be backed up.

Restore outcome would be different with the different setting used during
backup and restore (e.g. there is a follow link option for backup and a follow
link option in the restore menu).

The following table summarizes the outcome when a restore is performed with
different options:

Follow Link Restore to Action
Enabled Original Location Junction points are restored to the
original location.

Restore follow link option enabled -
Target directories and files are
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restored to the original location.

Restore follow link option disabled -
Target directories and files are not
restored.

Alternate Location | Junction points are restored to the
location specified.

Restore follow link option enabled -
Target directories and files are
restored to the location specified.

Restore follow link option disabled -
Target directories and files are not
restored.

Disabled Original Location Junction points are restored to the
original location.

No data is restored to the junction
point’s destination.

Alternate Location | Junction points are restored to the
location specified.

No data is restored to the junction
point’s destination.

To enable the [Follow Link] option, select the checkbox beside the follow link
option.

Note that system protected junction point such as the Documents and Settings
on Windows 2008 server cannot be selected as backup source under the
advanced backup source dialog (e.g. there is no select-able checkbox beside
system protected junction point).
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@) Advanced Backup Source E
Folders ; Mame Size Date Modified
g IE--D&:JSvstem(C:) « [0 |, §Recycle.Bin =
B | $Recycle.Bin 8 gact{upSet j-:ee:'
B-J | BackupSet 8 8 200 _ (s
=L Boat | @ Documents and Seftings
H-@) Documents and Settings g ’ Ex?l_angeSetupl_ngs
-1 | ExchangeSetuplogs | TEML0DE
- | PerfLogs [ | Program Files
&) . Program Files [J | Program Files (<86
= . Program Files (#2363 S . ProgramData
B | ProgramData Restare _
= L Restore [ | system Volume Infarmation
=- Systermn Wolume Information mp Ugers
-0 L Users O L Windows
B0 L Windows 1. windowsimageBackup
B L windowslmageBackup
ltems per page © a0 x Page: [171|=
oK. & Cancel &

To manually select system protected junction points for backup, select the
parent directory of the junction point, or enter the corresponding junction point
(e.g. C:\Documents and Settings) on the web interface.

6.1.13.3 Enable Volume Shadow Copy

Enable Volume Shadow Copy defines whether to enable Microsoft Volume
Shadow Copy Service (VSS) for the backup set.

Ahsay Systems Corporation Limited 90



AHITTT™

Ahsay Online Backup Manager
User’s Guide

Backup Setting

BackupSet > [ (| = options
|J General
DiTemp
Backup Source
3 Link
l"’f Backup Schedule

r]—. Encryption
@' Continuous Data Protection
), n-File Detta
& Retention Palicy
Backup Filter
ar | izaommand Line Tool
¢
#: Extra Backup

+, Local Copy

W33 Options

|£,—‘-| Temporary Directory for storing backup files

Follaw Link

[:9 Yolume Shadow Copy
v| Enahle Volume Shadow Copy

* only for Microsoft Windows 2003, XF, Wista & 2008

[ Advanced Oplions

Compression Type © Fast{Compressed size larger than normal) -
Transfer Block Size: 128 | = | khytes

¥ Backup File Permissions

X]

Chanoge %

Ok Cancel £

Enable Volume Shadow Copy

Action

Enabled Create a snapshot of the data to be
backed up for exclusively opened file.
Disabled Do not create a snapshot of the data to

be backed up for exclusively opened
file.

Error message will be shown for files
that are opened during the backup
process.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Enabling the Volume Shadow Copy option will allow backup of local files that
are exclusively opened during the backup process (e.g. Outlook PST file).

Some requirements of the Volume Shadow Copy option include:

+ Volume Shadow Copy can only be applied for local drive; exclusively
opened file on network shared drive cannot be backed up even with the
Volume Shadow Copy option enabled.
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+ Volume Shadow Copy is only available on Windows platforms released
after Windows 2000 (e.g. XP / 2003 / Vista / 2008 / 7 / SBS 2011).

+ The user using the backup application must have administrative
privileges to access the Volume Shadow Copy service on a computer.

+ At least one of the partitions on the machine must be in NTFS format.

For more technical information on Volume Shadow Copy, please refer to
following page from Microsoft for details:

http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

6.1.13.4 Compression

Compression type defines the compression method that the backup application
will use during backup (for the corresponding backup set).

Backup Setting g|
BackupSet - - | Options
|J Genesral Ej Temparary Directory for storing hackup files
DATemp Change %
Backup Source
@ Link
l“"‘g Backup Schedule Fallaw Link
|[l Encryption [9 Valume Shadow Copy

v Enable Volume Shadow Copy

@ Continuous Data Protection * Only for Microsaft Windows 2003, P, Vista & 2008

— )
s, In-File Delta
|—*--- [ Advanced Options
& Retention Policy Compression Type © |Fast (Compressed size larger than normal) o
Transfer Block Size © (128 | = | kibwtes

Backup Filter v Backup File Permissions

Zommand Line Tool
4

£ Eutra Backup

r

% Local Copy

153 Options

Ok Cancel B3

There are 3 compression types available for user to select:

* No Compression
. Normal
e Fast (Compressed size larger than normal)

By default, newly created backup set is configured to uses [Fast] compression
type.
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Note:

The [Compression Type] option is only available for AhsayOBM version 6.9 or
above connecting to backup server version 6.9 or above (please consults your
service provider for details).

For existing backup set created in previous version, the compression type will
be [Normal].

6.1.13.5 Transfer Block Size

Transfer block size defines the block size that the backup application will use to
transfer your backup data to the backup server.

Backup Setting El
BackupSet hd - | Options
|3 Genaral E; Temporary Directory for storing backup files
DATemp Change
) Backup Source
@@ Link
l"’? Backup Schedule Follow Link
|rl Encryption [:9 vaolume Shadow Copy

¥| Enable Volume Shadow Copy

PV CE B SR 0 * Only for Micros oft Windaws 2003, P, vista & 2008

- _
#. In-File Delta

L [ Advanced Options

& Retention Palicy Comprassion Type . Fast{Compressed size larger than normal) 5

Transfer Block Size: 128 = khyles

Backup Filter V| Backup File Permissions

Command Line Tool
b Extra Backup

r

% Local Copy

W53 Options

0K Cancel E

Note that certain firewall applications or proxy servers may block out-going
network traffic with large block size for security reasons. If you are in a
network with this type of restriction, please lower the transfer block size value.

To change the transfer block size of any backup set, select the [Options] tab
on the left panel and then select the corresponding block size from the
[Transfer Block Size] dropdown menu.

Press the [OK] button, and save before exiting out of the backup application.
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6.1.13.6 Backup File Permission

Backup file permission defines whether to backup operating system file
permission of the data selected as backup source.

6.2 Single backup account for multiple computers

Multiple client computers can be backed up with a single backup user account.
However, separate backup set must be created for each computer,
because backup set cannot be shared.

To setup a single backup account for 10 client computers, 10 backup sets must
be created, with specific backup set for each computer.

When creating backup sets in this environment, please ensure that the [Run
scheduled backup on this computer] setting is properly configured for each
computer. Failure to do so may result in data lost.

Backup Setting El
BackupSet x || || = Backup Schedule
|J Genaral v| Run scheduled hackup an this computer

Backup Schedule (Type: Daily
Backup Source

l-“’ﬁ Backup Schedule
|r:l~ Encryption

@' Continuous Data Protection
[}, in-File Detta

&, Retention Policy

Backup Filter

ar= | Command Line Tool
1

£ Exra Backup

r

% Local Copy

“\'.;-} Optiuns
Lof
Add Remaove [ Froperies &

Ok Cancel 3
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7 File Backup

This chapter describes in details how to perform a file backup with AhsayOBM.

7.1 File backup process

Backup Set: BackupSet -

Log: (2011003722 10:43:13 | =

Type Log
i Stan [Windows P twinxp), OBM 5.3.0.0]
Start running pre-commands
Finished running pre-commands
Start creating Shadow Copy Set ..
Shadow Copy Set successfully created
Daownloading server file list ..
Diowenloading server file list... .. Completed
Reading backup source from hard disk ..
Getting all files which have been moved ...
Getting all files which have been moved ... Completed
Reading backup source from hard disk ... Completed
Updating File Permigsion ... C\Backup Source

et ceeecEEERCeEEe R E

Logs per page ;. |50 .

Uploading Updated File ... 10% of "C\Backup SourcetFile.daoc”
Lploading Updated File ... 17% of "CABackup SourceiFile.doc”
Lploading Updated File ... 27% of "CABackup SourceiFile.doc”
Uploading Updated File ... 34% of "CABackup SourceiFile.doc”
Uploading Updated File ... 44% of "C\Backup SourceFile.doc”
Uploading Updated File ... 81% of "C\Backup SourcetFile.daoc”
Uploading Updated File ... 98% of "C\Backup SourcetFile.daoc”
Lploading Updated File ... 72% of "CABackup SourceiFile.doc”

Llnloadine | ladatad Ciln TR af "' AD A ckon S aorendCila doe!

Show Al x:

Titne

200100322 104313 -
2011003722 10:43:13 "
2011003522 10:43:13
2001003522 10:43:13
20010322 10431
201100322 10:43:22
200100322 10:43:23
2011003722 10:43:24
2011003522 10:43:24
2001003522 10:43:24
2001003522 10:43:24
20010322 10:43:24
20110322 10:43:24
2011003522 10:43:24
2011003722 10:43:24
2011003522 10:43:24
2011003522 10:43:24
200110322 10:43:24
200100322 10:43:24
2011003522 10:43:24
A0AAMT T AN 42-04d

Page: (171 =

-

Close £

Stages of a backup job are outlined below:

1. A connection from the backup client application to the backup server is
established.

2. A Shadow Copy set of the backup source volume is created (if available).
3. Download the server file list from the backup server.

4. Data of the backup source is compared with the server file list to compile
the following file lists:

. New file list
. Modified file list
. Deleted file list

5. Delta file is generated for modified file (if necessary).

Note:
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7.

Only modified part of a file (delta file) is uploaded to the backup server,
reducing the time required to complete the backup job.

Data are encrypted, compressed, and then uploaded onto the backup

server.

The Shadow Copy set of the backup source is removed (if necessary).

8. Backup is completed successful.

7.2 How to start an off-site backup

4.

1.

2.

Please refer to the following steps for starting an off-site backup:

Login to the backup application’s user interface.

FE&X

Ahsay Online Backup Manager
@AhsayTMOnline Backup Manager
Login Mame . username

0000009
Save passwoard

Password

@ Forgotyour passward?

0l Cancel B

Ahsay Online Backup Manager

+  Options

@AhsayTMOnline Backup Manager

Login Mame . username

Password : 20000009
Save passwoard
@ Forgotyour passward?
T Language
English -

E%] Backup Sener
hitp = | hostname h

‘ﬂﬂ Proxy Setting
Use proxy to access the hackup semer

0] Cancel & = Options

Click on the [Backup] button on the backup application’s main window to

perform a backup manually.
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@) Ahsay Online Backup Manager,

© AhsayOBM Language : English - a Save Setting ‘gy Quit

.‘ Summary (Username)
' Backup

& Guota Usage
Used : 0/ 506G (0%)

l ! Restore Data 0 (0 filey
- Recycle Bin: 0 (0 file)

i Statistics
Total Backup : 0O (0file) Backup Log [0

Total Restore . 0 (Ofile) Restore Log [0

ﬁ} Last Backup
Mo hackup log found

Lo
%5
TN
oe)

3. For scheduled backup, a backup job would be automatically performed at
the scheduled time specified.

Note:
Scheduled backup job may be missed if the client computer is switched off,

in hibernated, standby mode.

Please ensure that the computer is not in the mode stated above at the
scheduled backup time.
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7.3 Seed Load backup

For backup of large amount of data, it would take a considerable amount of
time to perform the initial full backup through the Internet.

To reduce the time and bandwidth required for initial backup, the Seed Load
Utility can be utilized to perform initial backup to a local remove-able hard disk
at the client site, instead of backing up through the Internet.

The backed up data can then be transported to your service provider, where
they can import the data on the remove-able hard disk into your backup

account on their server.

To access the Seed Load Utility, you will need to access the backup option
menu:

@ AhsayOBM Language : |English

Backup Options

Ej Backup Set

1 = Backup Set
®a Restore

i} Backup

File

ﬂp Backup to

LA

[ Ir-File Delta Type
Full

) Local Hard Disk {Local Copy)
® Local Hard Disk (Seed Load Utility)

e -
i i Save Setting sy Qwit

chup Log. 01

store Log [

| Change % |
Wiew log D.
|| viewlog B
0K ® | Caneel B || = Optiohs |

Menu ltems

Description

Backup Set

Dropdown menu to select backup set.

Local Hard Disk (Local Copy)

Radio button to enable backup to local
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hard disk for local copy backup.

Local Hard Disk (Seed Local Utility)

Radio button to enable backup to local

hard disk for seed load backup.

Change

Click to browse to the directory path

which you would like to store the seed

load backup.

To start a seed load backup:

1. Login to the backup application’s user interface.

Ahsay Online Backup Manager

Login Mame : |username

@}\hsuy"‘ Online Backvp Manager

Fasswoard (11111 1]]
| Save passward
@ Forgotyour password?

Ok Cancel

@Ahsay'MOnline Backup Manager

Login Mame : username
Passward (11111 1]]
| Save password
© Forgotyour password?

+ Qptions i Language

English

@ Backup Semver
hitp |/ = | hosthame

‘ﬁﬂ Proxy Setting
] Use prowy to access the backup server

E||E|g| Ahsay Online Backup Manager E| |§| g|

Ok Cancel B = Optiohs

2. Select the [Options] button to expand the backup options menu.
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Tty gtk ikt

- [x

o

1 ¥ Restare
-'/

@ AhsayOBM Language : |English o= B Save Setting \&_1/ Guit

“\ Backup Backup Options IZJ

E; Backup Set
Backup Set [

i) Backup

File

Q Eackup to pitn0emlls
0 Local Hard Disk (Local Copy) store Log )
@ Local Hard Disk (Seed Load Liility)

L ' Change Gi
Wiewy log [
[ Ir-File Delta Type |
Full
Wiewy log
_-OK _- cancel-8.| = Options |

RO I I
Menu Items Description
Backup Set Dropdown menu to select backup set.
Local Hard Disk (Local Copy) Radio button to enable backup to local

hard disk for local copy backup.

Local Hard Disk (Seed Local Utility) Radio button to enable backup to local

hard disk for seed load backup.

Change

Click to browse to the directory path
which you would like to store the seed
load backup.

3. Select the corresponding backup set.

4. Select the radio button beside [Local Hard Disk (Seed Load Utility)].

5. Click on the [Change] button to browse to the directory path which you
want the seed load data to be stored at (e.g. the remove-able hard disk).

6. Press the [OK] button to start the backup job.

7. Transport the data in the specific directory to AhsayOBS.

Note:

A seed load backup can only be performed manually.
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8 File Restore

This chapter describes in details how to perform a file restore with AhsayOBM.

8.1 File restore process

Backup Set: BackupSet X
Log: (201100324 15:31:41 | v Showe ;[ All T
Type Log Time

i Start [Windows XP (winxp), ACE 6.3.0.0] 201100324 15:31:41

@ Downloading restore file list ... 20117024 15:31:41

i Downloading restore file list . Completed 201100324 14:31:41

i Downloading ... "CRestore DestinatiomC_\Backup SourceiFile doc" (Total 3.08M byvtes) 201170324 15:31:44

i Restore Completed Successfully 2011702324 15:31.46
Logs perpage : |50 7 Fage: 1/1 =

Close B

Stages of a restore are outlined below:

1. A connection from the backup client application to the backup server is
established.

2. Download the restore file list from the backup server.
3. Create the directory path for the restoration (if necessary).
4. Download the backup data from the backup server.

5. All the data will be decompressed and decrypted on the backup client
computer.

6. Merging of delta files (for file with multiple delta files, if necessary).
7. Merging of combined delta file with full file.

8. Restore is completed successfully.
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8.1.1 Restore Menu

® Show files as of Job

Folders
=1 H Backup Server
B[ e C1
&~ T3 Backup Source

Delete 1
[E= Restorefiles to
@ Original location
) plternate location ;

Seatch = Advanced »

2011/03i24 | =

Filter (%

Ciate Modified

Latest = ) Show all files

Marme Size
Csee C

tems per page . (50 * FPage: (171 |™

7]

[ Restare file permissions

4 Previous Start Restore b Cancel 3

Menu ltems

Description

Show files as of Job

Radio button to display files available for restore as
of which backup job.

[YYYY/MM/DD] Dropdown menu to select the date of a backup job
(used with the [Show files as of Job] option).
[hh/mm/ss] Dropdown menu to select the time of a backup job

(used with the [Show files as of Job] option).

Show all files

Radio button to display all files available for restore.

Filter

Click to open the filter option.

Delete

Click to delete the selected file from AhsayOBS.

Important:
File will not be available for restore in the future if
they are deleted from AhsayOBS.

Original location

Restore directories and files to their original location.
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Alternate location Restore directories and files to an alternate location
specified.

Change Click to change the directory path of the restore
destination.

Restore file permissions | Checkbox to enable or disable restore of file

permission.
Search Click to open the Search option.
Advanced Click to open advanced option:

Delete extra files - Click to synchronize the selected
restore source with the restore destination during
the restore process.

Follow Link — Click to restore link destination’s data.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Select the [Show files as of Job] to display files available as of a particular
backup job.

For example, to display the files available for restore since the backup job
performed on 11:00am Mar 11th, 2011. Select [Show files as of Job],
[2011/03/11] and [11/00/00]

Alternatively, select the [Show all files] to display all files available for restore.

For restore to the original location on the client machine, select the [Original
location] radio button.

For restore to an alternate location, select the [Alternate location] radio button,

and click [Change] to change the directory path which you would like to restore
to.

8.1.1.1 Filter

Click on the [Filter] button to expand the filter option.
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@) Restore @
® Show files as of Job | 2011003024 | = | | Latest : ) Show all files Filter =
Filter
FPattern: | .doc Type . |containg | = ["| Match case Apply ot
Folders Mame Size Diate Modified
=- & Backup Server e G
B[] w®

-1 59 Backup Source

Delete o] tems per page . (50 * FPage: (171 |™

[E= Restorefiles to
@ Original location
(@ Alternate location : | CiRestare Destination hange. ¥

[ Restare file permissions

Search S| Advanced » 1 Previous Start Restore B Cancel 3
Menu Items Description
Pattern Input box for entering the pattern of files that you

would like to show.

Note: Backup filter is case sensitive.

Type Dropdown menu for selecting the type of pattern,
they includes:

[contains]
[exact]
[starts with]
[ends with]

Match case Checkbox to enable or disable case sensitivity.

Apply Click to apply the filter settings.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

The [Filter] option can be used to restore only files that follow a certain pattern.
For example, Words document file with .doc extension.
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Enter .doc into the [Pattern] textbox, select [ends with] from the [Type]
dropdown menu, and then click [Apply].

8.1.1.2 Search

Click on the [Search] button to open the filter menu.

@Search E
Lookin Change &
MName In Folder Size | Date Modified
Pattern
Type .
contains -
Apply to
Files and Directaries -
¥ Search subfolders
[] Match case
Search-9| ~Slop—a
terms per page ;. al A Page: -|=
Ok 5 Cancel E3
Menu Items Description
Look in Click on the [Change] button to browse to the
search destination.
Pattern Input box for entering the pattern of files that you
would like to search for.
Type Dropdown menu for selecting the type of pattern,
they includes:
[contains]
[exact]
[starts with]
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[ends with]

Apply to Dropdown menu for selecting if the search is applied
to:

[Files and Directories]
[Files only]
[Directories]

Search subfolders Click to enable or disable search on the subfolders of
the selected [Look in] directory.

Match case Checkbox to enable or disable case sensitivity.
Search Click to begin the search.
Stop Click to stop the search process.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

The [Search] option can be used to locate a directory or file within a backup
set with large amount of data. When the search is completed, user can select
the data for restore in the search menu.

For restore that follow a certain pattern, for example, Microsoft Words

document file that ends with .doc only. Enter the pattern .doc into the [Pattern]
textbox, select type [ends with] from the [Type] dropdown menu, and click

[Apply].

8.1.1.3 Delete extra files

Click on the [Advanced] button, select the [Delete extra files] checkbox to
enable the delete extra file option.

Advanced Restore Options E|

v Dielete exira files
Followe Link

QK Cancel E3

When the [Delete extra files] option is enabled, the restore process will
attempt to synchronize the selected restore source with the restore destination.
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@) Restore
® Showfiles as of Job: 200170311 = | Latest | = 1 Bhow all files
Folders Hame
= O Barkup Gerver 12112 Application
=[] %es |23 Documents and Seflings

-5 1 Application
- 1) Documents and Se

Filter -+

Date Modied

LR

Fia Edt Yew Favorkes Tooks  Help
@ Back - > *,f / Search |;’-_ Felders [E -
Address |See C1] - . Go
Folders *x Name = Size  Type i~
B ) # | |Rhsaypediareport Fie Folder
" " 1) Absaypedakeport ) AnalogRepart Fie Folder
o] B B ) pnalogRepert ClApplieation Fie Folder
elele T E 2 spplication | @ukorun.inf Fle Faoldar
llems per page :
o s 123 autorun.inf CBranding Fie Folder
[Fe Restore files o & (3 Branding [ICDP Test Fie Folder
® Original location E |3 COP Test JDecrypt: Fie Foldar
O Altermiate location © & 13 Decrypt |___"JDELL File Folder
& |3 peLL ) deploy Fle Faokdar
_,_‘i degloy i Documents and Settings Fie Folder
@ ) Documents and Setting: (LD dosdey Fil Folder
Search % Advanced » 4 Frevious £ 1) dosdey Cdrivers Fia Foldar
# =) drivers Cifies Fie Folder
& () Fiks guides_chm Fle Falder
123 guides _chen (1386 Fie Folder
® 1) 1986 LocalBackup Fie Folder
® 1) LocalBackup | MSOCache File Foldar
# 1= Me0Cache [ Progran Files Fie Folder
[¥ |23 Program Files [IRestore Fla Folder
[ |2 Restore | I 5eadioad FisFolder
£ | * £ *

In the image above, where C:\ is selected as the restore source, and [Original

location] is selected as the restore destin

ation.

The restore process will attempt to synchronize the restore destination (current
C:\ on the client machine) with the restore source (C:\ that is backed up on

the backup server).

Specifically, the restore process will restore the Application, Documents and
Settings folders and the data within, and then delete all other data on C:\ to
mirror the restore source and destination.

Prior to the data synchronization, the backup application will prompt for

confirmation:

Confirm Delete

CiARestore Destination\File
Are you sure you want to delete this filefolder?

[~ Apply to all Yes bA Mo Cance

When using the [Delete extra files] option, please select the lowest possible
child directories or files, instead of the highest parent directories for

synchronization.
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To demonstrate, assuming that you want to synchronize the restore
destination (e.g. C:\Application) with the backed up C:\Application folder
(restore source), select the Application folder, instead of the C:\ for restore.

® Showfiles as of Job - 2009006/04 | = Latesi = 1 Bhow all files Filter |

RETTR z HNaimna | Sz | Drate Modifiad
= 3 Backup Server I/ 2 Programi

&< Ct [ 2 Program2
541 I3 Application ¥ ) Program3
- (3 Documents and &) 9] ves.doc 11 KB 2009/0313 09:32:50

[ ] ves2.doc 11 KB 2009/0313 093315

8 C:\Application
Fie Edt View Favorkes Toos  Help w

Q- O F )f"rsear:h [ Folders || 23+

Adess | 3 C:\Applcation o ~ B
Folders %

= ____. W Page: [171|=
=R ?s(c:) & | ,J fng .
|\ Ahsaypedafeport
¥ (33 AnslocRepert -
= 3 pplication = | Programt
&3 oo | S hange - g
L) Pragrami
# (2 Program2 _J Frogramz [Z] Restore file permissions
® 12 Programd |
# (L) Programd 4 Frevious Start Restore b | Cancel &
* I Pragrams (==
12 autorun.inf I Frogram3
[ |3 Brandng
¥ 2 COP Test P
# 1) Decrypt [ Frogramd
@ 2 DeLL
1 deploy .
& ) Doaments andSetting: | | programs
1) dosdey |
& 2 drivers ~
£ | >

& C:\Application

Fle Edt Wiew Favortes Took  Hep ar
@Back bl > | I? 4 Search || Folders '

address | Cribgplication ' v B so
Foiders x

= e 05(C:) A I_/J loa
I3 AheaypediaReport

& 23 AnzlogReport

= (53 Application "J Progrant
(0 log .
) Pragraml =
= 1) Programz _ ’J Programz
2 ) Program3 L
|23 autorun,inf
& [ Brandng (T
3 COP Task L—’j Progrand
¥ |3 Decrypt

F ([0 DELL @ -:. Ves
123 deploy = | Micrasaft wieed Decument
# |2 Documents and Setting: — Rl

102 dosdew .
& (2 drivers @ 'I Micrasoft WWerd Decument

& 1) files — |11k

12 quides_chen -

8.1.1.4 Follow Link

Click on the [Advanced] button, select the [Follow Link] checkbox to enable the
follow link option.
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Advanced Restore Options B|

Delete extra files
v Follow Link
Resolve Link

K Cancel B3

When the follow link option is enabled, not only is the symbolic link or junction
point restored, and directories and files that the junction point links to will also
be restored.

The following table summarizes the outcome when a restore is performed with
different options.

Follow Link Restore to Action

Enabled Original Location Junction points are restored to the
original location.

Follow Link option enabled for backup
- Target directories and files are
restored to the original location.

Follow link option disabled for backup
- Target directories and files are not
restored.

Alternate Location | Junction points are restored to the
location specified.

Follow Link option enabled for backup
- Target directories and files are
restored to the location specified.

Follow link option disabled for backup
- Target directories and files are not
restored.

Disabled Original Location Junction points are restored to the
original location.

No data is restored to the junction
point’s destination.

Alternate Location | Junction points are restored to the
location specified.

No data is restored to the junction
point’s destination.
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8.1.1.5 Resolve Link

Click on the [Advanced] button, select the [Resolve Link] checkbox to enable
the resolve link option.

Advanced Restore Options E|

Delete extra files
v Follow Link
v Feszalve Link

K Cancel B3

Note that the resolve link option is only available when the restore destination
is configured to [Alternate location], and [Resolve Link] must be used in
conjunction with the [Follow Link] option.

When the resolve link option is enabled, the junction point would be restored,
and directories and files that the junction point links to will also be restored.

The following table summarizes the outcome when a restore is performed with
different options.

Resolve Link Action

Enabled Junction points are restored to the alternate location
specified, with its target directories and files also
restored to the location specified in their relative
path.

Target of the junction is updated to the new relative
path. In other words, junction now points to the new
alternate location).

Disabled Junction points are restored to the alternate location
specified, with its target directories and files also
restored to the location specified in their relative
path.

Target of the junction is not updated to the new
relative path. In other words, junction now points to
the original location.
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8.1.1.6 Delete backed up directories and files on backup server

Click on the [Delete] button to delete backed up data that reside on the backup
server.

This option is useful for removing backed up directories or files on server that
is no longer required.

Select the checkboxes beside the corresponding directories or files that you
would like to delete, and click [Delete].

Prior to the data removal, the backup application will prompt for confirmation:

@ Show files as of Job ;| 201 1.{0_3;_’1_4_: e| |Latest | ) Show all files Filter % [

Folders - Marme Size Date Modified

= E Backup Server @] Backup Source.doc 20KB 20M0M 07 13:34:58
=[] = CL

-7 [ Backup Source

Confirm Backup Set Deletion

Are you sure you want to permanently delete selected files?

| Yes 8| Mo @ |

: Eiéleie il ltems per page : 'SD v Fage : 111 _;'

= Restore files to
i Original location
) Alternate location :  Coslternate Location Ghanne-- G

[ Restare file permissions

Search Advanced b 4 Previous Start Restore - b | ~Cancel & |
Important:
Files will not be available for restore after they are deleted from the backup
server.

8.2 How to start arestore

There are three methods for restoring data:

e AhsayOBM user interface
* Web console interface
* Decrypt File Wizard for physical data copied from AhsayOBS
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8.2.1 Restore using the AhsayOBM user interface

Refer to the following steps for restore using the backup application's

user interface:

1. Login to the backup application’s user interface.

@ Ahsay Online Backup Manager [Z| |§|E|

@Ahsay"” Online Bockup Manager

Login Mame . usermame
Password (1111 11]]
[T Save password
© Forgotyour passward?

Ok Cancel B || # Options

@ Ahsay Online Backup Manager,

@Ahsuymﬂnline Backup Manager

Login Mame . |username
Passward : L 1111 11])
[T Save password
@ Forgotyour passward?

‘=1 Language
Enaglish

E] Backup Server
http = | hosthame

%ﬂ Froxy Setting
[] Use proxy to access the backup server

F= X

Ok Cancel B | = Options

2. Click on the [Restore] button on the backup application’s main window to

open the Restore Menu.
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@) Ahsay Online Backup Manager,

© AhsayOBM Language : English - a Save Setting ‘gy Quit

-‘ Summary (Username)
' Backup &
£ Quota Usage
Uszed : 07a80G (0%)
l " Restore Data: 0 (0 filey

Recycle Bin: 0 {0 file)

i Statistics
Total Backup : 0O (0file) Backup Log [0

Total Restore . 0 (Ofile) Restore Log [0

ﬁ} Last Backup
Mo hackup log found

Lo
%5
TN
oe)

3. Select the [Show files as of Job] to display files available as of a particular
backup job.

To display the files available for restore since the backup job performed
on 11:00 AM, Mar 11th, 2011, select [Show files as of Job], [2011/03/11]
and [11:00:00]

Select the [Show all files] to display all files available for restore.
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® Showfiles as of Joh : |2011/03/24 | = | | Latest i ) Show all files Filter [+
Folders Mame Size Diate Modified
= & Backup Server [ G

B[ C2

[ Backup Source

Deletg o lterms per page ;. |50 , Page: 111 |=

[E= Restore files to

® Original location

) Alternate location . CFestore Destination ety T
["| Restare file permissions

Search % || Advanced » 4 Previous Start Restare B Cancel £3

4. Expand the directories by selecting the button beside a folder.

5. Make use of the other options such as [Filter], [Search] and [Advanced]
option available, more details can be found in the sections above.

6. For restore to the original location on the client machine, select the
[Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio
button, and click [Change] to change the directory path which you would
like to restore to.

7. Click [Start Restore] to begin the restore process.
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Restore

};" Restore Progress

Cownloading restare file list ... Completed

0%
Estimated Time Left: 0 sec
Downloaded : 0 {0 file)
Elapsed Time : 0 sec
Transfer Rate : Obit's

B

3

Cancel B
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8.2.2 Restore using the web interface
Refer to the following steps for restore using the web interface:
Note:

For restore of a large amount of data, it is recommended to restore using the
AhsayOBM user interface instead of the web restorer applet.

1. Login to the web interface.

Logon | Forgot Password 7

Login Name ! USername
Password | ssssss
remember my login name
Troubleshooting:
i. Check to see if your "CAPS LOCK" is on. Both the Login Name and Password are case sensitive.

i, If you have forgotten your password, you can use the to retrieve your password,
iii. Please check if your system clock is correct. Cookies may function incorrectly if your system clock is incorrect.

2. Click on the [File Explorer] tab at the top menu of the web interface.
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[ Toackup set |_size | _Last Modified | Zipped [Ratio] |

B BackupSet

MNote: 1. This shows all backup sets available within this backup account.
2. To restare backup files, please click the [ Restore ] button shown above.
3. To delete a backup set, please click the [ Delete ] button shown above.

3. Click on the [Restore] button to open the web restorer applet:

Restore |g|
Please select the hackup set |
;EackupSet .

- Delete T CNext » || Cancel B

4. Select the corresponding backup set and press [Next]

5. Select the [Show files as of Job] to display files available as of a particular
backup job.
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©

For example, select [Show files as of Job], [2011/03/11] and [11:00:00]
to display the files available for restore since the backup job performed on
11:00am of Mar 11th, 2011.

Select the [Show all files] to display all files available for restore.

® Showfiles as of Joh : |2011/03/24 | = | |Latest i [ Show all files Filter [+
Folders Name Size Date Modified
= ] Backup Server [ see 1

B[ = ¢

&[] I3 Backup Source

Delete w ltems per page : (40 ' Page: 111 | =

[E= Restorefiles o

@ Original location

() Alternate location: | © i Festore Destinatior B
[l Restore file permissions

Search A Advanced » 4 Previous Start Restore b Cancel £3

Expand the directories by selecting the button beside a folder.

Make use of the other options such as [Filter], [Search] and [Advanced]
option available, more details can be found in the earlier sections of this
guide.

For restore to the original location on the client machine, select the
[Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio
button, and click [Change] to change the directory path which you would
like to restore to.

Click [Start Restore] to begin the restore process.
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Restore

J' Restore Progress

Drownloaded :
Elapsed Time :
Transfer Rate :

Downloading restore file list ... Completed

0%

Estimated Time Left: 0sec

0 i0file)
0 sec
Ohit's

B

)

Cancel B

8.2.3 Restore using Decrypt File Wizard

Data stored on the backup server can be copied onto a removable hard
disk (or other storage medium) for direct restore on the client computer,
bypassing the network bottleneck. This is especially useful for restore of large

backup set.

However, as data stored on the backup server are compressed and encrypted
for security purposes, a utility called Decrypt File Wizard must be used to

decrypt the data.

Refer to the following steps for restore using Decrypt File Wizard:

1. Connect the removable hard disk with the data to your computer.

2. Login to the backup application’s user interface.
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@ Ahsay Online Backup Manager Z||:|fz|

© Ahsay Online Backup Manager, |Z||:|g|

@ﬁhs«:ﬂ.’"‘1 Online Bockup Manager @Ahsaym Online Bockvp Manager
Lagin Mame : | username
Password 0008080
|| Save passwoard
@ Forgatyour password?

Login Mame :© |username
Pazsword (111 111]]

["] Save passward

@ Forgot your passward?

0 Cancel B # Options = Language
English -
E] Backup Server

hitp | = | |hostharme

ﬁg Frowy Setting
[ Use proxy to access the hackup server

& Proxy
Sock

Ok Cancel £ | = Optiohs

3. Click on the [Decrypt File Wizard] button on the backup application’s main
window to open the Decrypt File Wizard.

S

'@' Ahsay Online Backup Manager

@ AhsayOBM Language . | Enalish - D Save Setting \}_T_r) it

‘ Summary (username)
» ! Backup B
Quota Usage
Used 0/ Aa0G (0%)
l ' Restora Data: 0 {0file)
4 Recycle Bin: 0 (0 file)

I Statistics
Total Backup . 0 (0file)

Total Restore : 0 (0file)

Backup Log
Restare Log [

ﬁi} Last Backup
Mo backup log found

NS .
S aE D
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4. Select the [Change] button and browse to the [files] directory of the
copied data, and click [Next].

@ Decrypt Files Wizard E|

Flease enter the path to the [files] folder which contains the backup files that vou want to decrypt.
FilUsernamelfiles Change %

Mext » Cancel £

Note:
Data copied onto the removable hard disk must be in the same directory

structure as they are on the backup server, which is:

${Username}\files

Please contact your service provider if you cannot locate the [files]
directory.

5. Select the corresponding backup set and press [Next]
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@ Decrypt Files Wizard rgl
Please selectthe backup set
Backup Set
Delete [0 4 Previous MNext » Cancel £

6. Select the [Show files as of Job] to display files available as of a particular
backup job.

For example, to display the files available for restore since the backup job
performed on 11:00 AM, Mar 11th, 2011. Select [Show files as of Job],
[2011/03/11] and [11:00:00]

Select the [Show all files] to display all files available for restore.
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@ Decrypt Files Wizard @

® Show files as of Job ; [2011/03/24 | = | |Latest % ' Show all files Filter £l
Folders MNarme Size Date Madified
= & Backup Server [Cl=ee CA

B[] see G2\

#1153 Backup Source

Deletg o ltermns perpage . |50 el Page: 111 |=

[E= Restore files to

#® Original location

) Alternate location : | CoRestare Destination e T
["| Restore file permissions

Search - Advanced  » 4 Previoug Start Decrypt B Cancel B

7. Expand the directories by selecting the button beside a folder.

8. Make use of the other options such as [Filter], [Search] and [Advanced]
option available, more details can be found in the sections above.

9. For decrypt to the original location on the client machine, select the
[Original location] radio button.

For decrypt to an alternate location, select the [Alternate location] radio
button, and click [Change] to change the directory path which you would
like to restore to.

10. Click [Start Decrypt] to begin the decrypt process.
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Encrypting Key Request

(B Encrypting key

Es] Eackup Source\FoldenFile.doc

Ce Enter Correct Encrypting Key

= LLLLLL

Tral |
OK Skip File B Skt i Cancel E:i

ie-log - B Cance| £

8.3 IP restriction for restore using the web interface

IP address restriction can be imposed on the backup server to restrict
computer with un-authorized IP address from restoring data using the web
interface.

Please consult your service provider for more information on this
option.
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9 In-file delta technolog

This chapter describes what In-file delta technology is and how it can be used
to reduce size of backup.

9.1 Overview

]

“~ In-file delta technology is an advanced data block matching algorithm

with the intelligence to pick up changes (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet
connection is made possible because it requires only the changes of
information since the last backup to be sent over (assuming that the full
backup of the file has been saved on the backup server already).

This is what will happen in the backup of a 10 GB Outlook.pst file when it is
backed up by AhsayOBM with In-file delta technology:

1.

The whole file (10 GB) with its checksum file, are backed up to the backup
server. This can be done directly through the internet or indirectly using
the seed loading utility

When the backup runs again later (sub-sequence backup), AhsayOBM wiill
download a checksum listing of all data blocks of the full backup file (or
last incremental backup file) from the backup server and use it to pick up
all changes that have been made to the current Outlook.pst file.

Changes detected are then saved in a delta file which is uploaded to the
backup server. A new checksum file is generated and is also uploaded.
(This delta file is assumed to be small because the content of PST files
doesn’t change a lot during daily usage).

Sub-sequent backups of this 10 GB Outlook.pst file will go through step 2
and step 3 again. As explained, only a small delta file and checksum file
will be uploaded to the backup server.

With In-file delta technology, daily backing up of large file over low-speed
internet connection is now possible.
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Incremental In-file delta
Incremental Delta will facilitate ease of backup.

The delta is generated by comparing with the last uploaded full or delta file.
Delta generated with this method is smaller and uses the least bandwidth.

However, for restoration, the full file and all deltas up to the required point-in-
time are required to be restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB
increment each day.

After the initial full backup, the backup application would continue to generate
and upload delta instead of the full file until one of the following two rules are
true:

. Number of delta files generated (since the last full backup) exceeded the
[No. of Delta] setting.

. The delta ratio (ratio of delta file size against the full file size) exceeded
the [Delta Ratio] setting.

With incremental delta, delta generated by comparing the current file with the
last uploaded file (full or delta) is around 100 MB.

Since the delta file size is about 100 MB daily, delta ratio of 1% would not
trigger a full file upload.

Instead, AhsayOBM will continue to generate and upload delta files until day
102 (full file uploaded on day 1) when the number of deltas generated exceeds
the [No. of Delta] setting.

All delta files are generated with respect to changes made since the last
incremental or full backup. This means that the last full backup file and ALL
incremental delta backup files are required to restore the latest snapshot of a
backup file.

Differential In-file delta
Differential Delta will facilitate ease of restore.

The delta is generated by comparing with the last uploaded full file only. Delta
generated with this method will grow daily and uses more bandwidth.

However, for restoration, the full file and a single delta is required to be
restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB
increment each day.
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After the initial full backup, the backup application would continue to generate
and upload delta instead of the full file until one of the following two rules are
true:

. Number of delta files generated (since the last full backup) exceeded the
[No. of Delta] setting.

. The delta ratio (ratio of delta file size against the full file size) exceeded
the [Delta Ratio] setting.

With differential delta, delta generated by comparing the current file with the
last full file is about 100 MB for the 1st delta, 200 MB for the 2nd delta, and
300 MB for the 3rd delta (increment of 100 MB per day).

Since the delta file size increase by 100 MB per day, AhsayOBM will continue to
generate and upload delta files until day 52 (full file uploaded on day 1) when
the delta ratio exceeds the [Delta Ratio] setting:

Delta file size of approximately 51 < 100 MB = 5.1 GB.
All delta files are generated with respect to changes made since the last full
backup. This means that only the last full backup file and the last delta file are

required to restore the latest snapshot of a backup file.

*In the event of corrupted delta file, only one particular snapshot of the file is
non-restorable. All other snapshots with its delta would remain intact.

Backup Setting E|
Backup Set x| [ o= In-File Delta
|J ceneral v Enable In-File Delta

Backup Source Block Size : |Auto | > Bytes

l""? Backup Schedule %) Applyto files
i Minimurmn Size : |25 - | hbvtes
|[1 Encryption
: & Delta Merging
@ Continuous Data Protection Enable delta merging
= )
| ). In-File Delta [ In-File Delta Type

Default: |Incremental &
&) Retention Policy

Advanced »

Backup Filter
[*5 Upload full file when

x| Cammand Line Taool Mo, af Delta = 100 -
ar
" Delta Ratio ™= |50 | = %
t: Extra Backup ) o I
* Delta Ratio = Delta File Size / Full File Size
oA Local Copy

i3 Options

Ok Cancel B
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9.1.1 Block Size

[Block Size] defines the size of block used when detecting changes between
last full or delta file and the file to be backed up.

In general:

In-file delta backup with small block size:

. Produce a smaller delta file due to a more precise comparison
. Require more processing power on the client machine
. Comparison may take longer to complete

In-file delta backup with large block size:

. Produce a larger delta file due to a less precise comparison
. Require less processing power on the client machine
. Comparison will complete faster

For most cases, the default setting [Auto] will select the optimal block size for
each file (depending on the size of the file).

9.1.2 Apply to files (Minimum Size)

[Apply to files (Minimum Size)] defines the smallest file size a file must have
before the use and application of In-file delta technology.

If the size of a file that is being backed up is smaller than the [Minimum File
Size] setting, In-file delta technology will not be applied to this file and the
whole file will be uploaded to the backup server.

It is not necessary to perform In-file delta backup on small files because

backing up the whole file does not take long. Backing up the whole file instead
reduces the time required to restore the file..

9.1.3 Delta Merging (Enable delta merging)

[Delta Merging (Enable delta merging)] defines whether to enable the delta
merge feature for the corresponding backup set.
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Backup Setting E|
BackupSet - - In-File Delta
|;] BemeE] | Enable In-File Delta

=l Erurie Block Size : |Auto | = | Bytes

]t"’i Backup Schedule 2y Apply to files

i Minirum Size ;. |25 > | Mbytes

[eL Encryption

'__‘ : . Delta Merging

|__<.»___ In-File Delta v| Enable delta merging

&) Retention Policy _<_J> In-File Delta Type

— Default: Incremental -

arz | Command Line Tool
Advanced »
f cutra Backup
[ Upload full file when

. Local Copy Mo, of Delta = 100 il

- Delta Ratio*= |40 | = | %
By Options ) ) . O
. * Delta Ratio = Delta File Size F Full File Size

0K Cancel E

R

r
=~ To enable the delta merging feature, select the [In-File Delta] tab in the
[Backup Setting] menu, and select the checkbox beside [Enable delta merging].

9.1.3.1 Overview

The delta merge feature combines the full and delta files (differential or
incremental) on AhsayOBS into a single full file.

The advantage of using delta merge is it will speed up the restore of files. As a
single 'merged’ file can be restored faster than a file consisting of full plus
related incremental files, which may require a lengthy merging process after
restoring to a client machine.

Delta merge can be applied to full and differential or incremental delta files

which reside in the data area. The criteria for file merging are governed by the
retention policy setting for the backup set.

9.1.3.2 Limitation
The following are limitations of the delta merge feature:

* Delta merge cannot be performed for abnormal backup set with
multiple encryption key

* Advanced retention policy cannot be used in conjunction with the
delta merge feature.
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* The delta merge of differential delta files with the full file, will only
apply if there are incremental delta files present in the delta chain.

Therefore, no delta merge will take place for backup sets with delta
merge enabled and in-file delta set to Differential.

* The delta merge feature does not support Local Copy backup.

9.1.3.3 Delta merge policy

The delta merge process relies on the retention policy setting to decide when
to merge delta files with the full file. But delta merge does not apply to files in
the retention area. Any backup sets configured with advanced or customized
retention policy settings cannot use the delta merge feature.

Any reference to retention policy in the context of delta merge implies delta
merge policy. As backup sets enabled with delta merge share a single setting,
any changes in retention policy will impact on the availability of snapshots that
can be restored from both data and retention area. Before enabling the delta
merge feature please review your data restore requirements carefully

9.1.3.4 Delta merging process

A delta merge will take place after a backup job is completed, AhsayOBM will
only initiate a delta merge request at the end of a backup job.

As part of the request, AhsayOBM will upload a copy of the backup set
encryption key to AhsayOBS which is hashed for security purposes. Once a
merge request is received by AhsayOBS it will be placed in the delta merge
queue, the information in the delta merge queue only exists in memory for
security purposes.

As backup sets enabled with delta merge share a single setting, any changes in
retention policy will impact on the availability of snapshots that can be restored
from both data and retention area.

Important:

Before enabling the delta merge feature please review your data restore
requirements carefully.

9.1.3.5 Delta merging example

The following is some simple examples to demonstrate the functionality of the
delta merge feature:

Example 1:
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The example below shows how delta files are merged into full file using a
retention policy (delta merge policy) setting defined as 4 jobs for this backup
set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental delta files I, 15, 13, and 1,. On the completion Job 5 (1,), the
backup application will trigger a delta merge background job to execute the file
merging. When the AhsayOBS delta merge job runs F + I, will be merged to
become a merged full file. The data area now contains 4 snapshots including
merged full file after file merging.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2=1,
Job3 =1,
Job 4 =13

Job 5 = I4 (delta merge initiated)

After job 5 the backup application will initiate a delta merge for Job 1 & Job 2
files.

F (F + 1;) merged full file
I
S
ls

Example 2:
The example below shows how delta files are merged into full file using a

retention policy (delta merge policy) setting defined as 7 days for this backup
set.

A full backup file is stored into data area (F) uploaded on Day 1, followed by
incremental delta files 14, 15, I3, 14, Is ls 17, and lg.. On the completion of the
backup job on Day 9 (lg), the backup application will trigger a delta merge
background job to execute the file merging. When the AhsayOBS delta merge
job runs F + I, will be merged to become a merged full file. The data area now
contains 8 snapshots including merged full file after file merging.

Retention Policy = 7 Days (Delta Merge Policy):

Day 1 =F
Day 2 =1,
Day 3 =1,
Day 4 = I3
Day 5 = 1,4
Day 6 = Is
Day 7 = lg
Day8:|7

Day 9 = Iz (delta merge initiated)
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After job on day 9 the backup application will initiate a delta merge for Day 1 &
Day 2 files. As the incremental file 1, has exceeded the 7 day retention policy
setting.

F (F + 1) merged full file
I
I
ls
Is
le
17
I

Example 3:
This example below shows what happens when there are multiple backup jobs

occurring which generates incremental delta files within a 24 hour period.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental delta files I, I, 13, and 14. On the completion Job 5 (14), the
backup application will trigger a delta merge background job to execute the file
merging. When the AhsayOBS delta merge job runs F + I, will be merged to
become a merged full file.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1l=F
Job 2 = 1,
JOb 3= |2
Job 4 =13
Job 5 = I, (delta merge initiated)
Job 6 = |5
Job 7 =g

After job 5 the backup application will initiate a delta merge for Job 1 & Job 2
files. If after the delta merge there are further incremental uploads, e.g. Job 6
and Job 7. These increment files will not be merged by AhsayOBS as a delta
merge jobs has already taken place within the last 24 hours. The data area
now contains 6 jobs, which exceeds the delta merge policy of 4 jobs

F (F + 1) merged full file
I
K
ls
Is
le

AhsayOBS will merge the extra incremental files, when the next backup job
completes 24 hours after the last delta merge. AhsayOBS will merge all the
delta files which have exceeded the backup set delta merge policy.
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Example 4:
The example below shows how differential and incremental delta files are

merged into full file using a retention policy (delta merge policy) setting
defined as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental and differential delta files 11, 12 I3 and Da.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2 =1
Job 3 =12
Job 4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2.
Unfortunately, differential delta Da is found in delta chain, this creates delta
merge stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent incremental backups (l4, Isand ls).

Job1l=F
Job2 =1
Job 3 =12
Job 4 = I3

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = l4 (delta merge is initiated and stopped)
Job 7 = Is (delta merge is initiated and stopped)
Job 8 = ls (delta merge is initiated)

After Job 8 the backup application will initiate a delta merge, AhsayOBS will
merge the full file (F) uploaded in Job 1 with the differential delta D; uploaded
in Job 5 to form the new full file (As the D, differential includes changes in I; +
I, + 13). The incremental files I; + I, + Iz will be moved to the retention area,
as they have already exceeded the retention policy of 4 jobs. These files will be
purged on the next retention policy job.

After the delta merge has completed the follow files will be available for restore.
F(F+ D))
la

Is
le

Example 5:
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The example below shows how delta merge handles multiple differential delta
files using a retention policy (delta merge policy) setting defined as 4 jobs for
this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental and differential delta files 11, 12 I3 and Da.
Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2 =1
Job 3 =12
Job 4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2.
Unfortunately, differential delta Da is found in delta chain, this creates delta
merge stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent differential delta backups (D2 and Ds)
and incremental delta backups (14, Is, and Is).

Job1=F
Job2=1
Job 3 =12
Job 4 = I3

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = D2z (delta merge is initiated and stopped)
Job 7 = Ds (delta merge is initiated and stopped)
Job 8 = l4 (delta merge is initiated and stopped)

Job 9 = Is (delta merge is initiated and stopped)

Job 10 = Is (delta merge is initiated)

After Job 10 the backup application will initiate a delta merge, AhsayOBS will
merge the full file (F) uploaded in Job 1 with the latest differential delta D3
uploaded in Job 7 to form the new full file (As the D3 differential includes
changesin Iy + I, + I3+ Dy + Dy). The files I, + I, + 13 D, + D, will be moved
to the retention area, as they have already exceeded the retention policy of 4
jobs. These files will be purged on the next retention policy job.

After the delta merge has completed the follow files will be available for restore.

F (F + D3)
l4
Is
ls

Example 6:
The example below shows how delta merge handles multiple differential delta

files with different compression type.
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A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental and differential delta files 11, and 2.
Retention Policy = 3 Jobs (Delta Merge Policy)

Job 1 = F (Fast Compression)

Job 2 = 1. (Normal Compression)

Job 3 = I2 (No Compression)

Job 4 = Is (Fast Compression, delta merge initiated)

After Job 4 the backup application will initiate a delta merge for Job 1 & Job 2.

When F merged with 11 , the new merged file F+ 11 will be using Normal
Compression,

On the next backup, a new delta file is uploaded and delta merge initiated for
Job 2 & Job 3.

Job 2 = (F + 1) (Normal Compression)

Job 3 = I2 (No Compression)

Job 4 = Is (Fast Compression)

Job 5 = 4 (Normal Compression, delta merge initiated)

The new merged file F+ 11 + Iz will not use any compression. In conclusion, the
compression type will be updated to the last incremental file in the merge list.

9.1.4 In-File Delta Type

The [In-file Delta Type] setting defines the way In-File Delta files are handled.
There are two different versions as follows:

Incremental In-File Delta

All delta files are generated with respect to changes made since the last
incremental backup. This means that the last full backup file and all related
incremental delta backup files are required to restore the latest snapshot of a
backup file.

The full backup file, its checksum file and all incremental delta files are always
stored in the data area. This means that these files are not affected by the
setting of the retention policy and will always be kept on the backup server.
However, for backup sets with delta merge enabled, the retention policy
setting is also used by the delta merge feature to determine when AhsayOBS
will merge the full and incremental delta files into a new full file.

Differential In-File Delta

All differential delta files are generated with respect to changes made since the
last full backup file. This means that only the last full backup file and the last
differential delta file are required to restore the latest snapshot of a backup file.
The other intermediate differential delta files are only required if you want to
restore intermediate snapshots of a backup file.
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The advantage of a differential In-File delta backup is that a corrupted
differential delta file would only make one particular snapshot of a backup file
non-recoverable. All other snapshots can still be recovered using the remaining
differential delta files.

The full backup file, its checksum file and the last delta file uploaded (if more
than one delta files have been uploaded to the backup server) is always stored
in the data area. This means that these files are not affected by the setting of
the retention policy and will always be kept on the backup server. It is done
this way because all these files are required to get the latest snapshot of the
backup file and they should not be removed from the backup server by the
retention area cleanup routine. All other intermediate delta files are stored in
the retention area.

9.1.4.1 Advance In-file Delta Type

[Advanced In-file Delta Type] defines an advance policy, where users can
override the default In-file delta setting on specific days in terms of day of a

week, or day of a year, for example all Sundays, or the first day of each month.

BackupSet hd - In-File Delta

|J seneral v Enable In-File Delta

S T G Block Size : |Auto | = | Bytes

l"f Backup Schedule % Applyto files

) Minimum Size . |25 > | hbytes

|r1 Encryption

- @ Delta Merging

[} In-File Dett i

/. In-File Delta ¥| Enable delta merging

o, Retention Policy _é In-File Delta Type

e Default: |Incremental -

arr | Command Line Tool
Adwanced »

Extra Backup
[*5 Upload full file when

*. Local Copy Mo, of Delta = 100 -
ar
W5 onti Delta Ratin*= a0 = %
15 jons
o P * Delta Ratio = Delta File Size [ Full File Size

(o]'3 Cancel £

This is especially useful for users who want to limit their backup on specific day.
For example, incremental delta backup on weekdays and differential delta
backup on Saturday.

Press the [Advanced] button and the [Advanced In-File Delta Type Setting]
dialog will be display.
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Advanced In-File Delta Type Setting

_¢| Weekly Variation (Override Default Setting)

E@ Yearly Variation (Cwerride Weekly Yariation or Default Setting)

X

Ok Cancel 3

Menu ltems

Description

Weekly Variation (Sunday to
Saturday)

Click on the checkbox beside the
corresponding day to enable advance In-file
delta setting for that day.

Delta type drop down menu
(Sunday to Saturday)

Click on the dropdown menu beside the
corresponding day to select the delta type for
that day.

Yearly Variation (January to
December)

Click on the checkbox beside the
corresponding day to enable advance In-file
delta setting for that day.

Day number (used with yearly
variation)

Click on the radio button and dropdown menu
to select the day number, of month selected.

Day of week (used with yearly
variation)

Click on the radio button and dropdown menus
to select the day of week, of the month
selected.

9.1.5 Upload full file when

[Upload full file when] defines the rules which AhsayOBM will perform a full file
backup instead of a delta backup.
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AhsayOBM will upload a full file when one of the following rules is true:

* When the number of delta files generated (since the last full backup) since
the last full file exceeded the [No. of Delta] setting.

* When the delta ratio of the delta file (ratio of delta file size against the full
file size) exceeded the [Delta Ratio] setting.

9.1.5.1 No. of Delta

[No. of delta] defines the maximum number of deltas allowed for each full file
(within the backup set) before AhsayOBM will force a full file upload to the
backup server.

For example, if the [No. of delta] is set to 10, and the corresponding file
already has 10 deltas saved on the backup server. On the next backup,
AhsayOBM would upload the full file instead of generating a delta since the [No.
of delta] is reached.

This setting is to ensure that there will be a full file backup after a certain
number of deltas has been generated (limiting the size of the delta chain).

Alternatively, to configure AhsayOBM to allow "infinite" number of deltas, you
can configure the [No. of delta] setting to "-1".

9.1.5.2 Delta Ratio

[Delta Ratio] defines the maximum ‘ratio of change’ (delta file size when
compare to the last backup) before AhsayOBM will force a full file upload to the

backup server.

Delta ratio is calculated by dividing the file size of a delta by the file size of the
full file (e.g. the percentage of changes detected between the last full backup
file and the current file).

For example, if the [Delta Ratio] is set to 50% (default setting), if a file
changes by more than 50%, AhsayOBM would upload the full file instead of
generating a delta since the [Delta Ratio] is reached.

This setting is to ensure that a full file backup is performed for file with
significant changes, as it is preferable to upload a full file instead to reduce the
time required to restore the file.
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10 Backup / Restore Windows System State

This chapter describes in details how to backup and restore Windows System
State with AhsayOBM.

10.1 Supported versions

Please refer to our help centre article 2323 for the supported versions.

10.2 Requirements and recommendations

For System State backup of Windows XP or 2003 / R2, please ensure that
the following requirements or recommendations are met:

1. AhsayOBM is installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary directory (usually of
size around 2 GB).

3. Itis recommended that the temporary directory be configured on a local

drive.

For System State backup of Windows 2008 / R2 or SBS 2011, please
ensure that the following requirements or recommendations are met:

1. AhsayOBM version 6.3 or above is installed on the computer to be backed
up.

2. The system volume must be formatted with NTFS.

3. Sufficient disk spaces are required for the temporary directory (usually of
size around 10 GB).

4. The following Windows Features are installed on the client computer
(under Server Manager):

Windows Server Backup Features
. Windows Server Backup

. Command line Tool

. Windows PowerShell

5. Limitations on the temporary directory:

. Temporary directory must be a local or USB drive.
. Temporary directory can be a non-critical or critical drive.
. Temporary directory can only be set to the root of a drive.
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10.3

. Shadow Copies storage location of temporary directory must be
set to local.

Please refer to the following Ahsay Help Centre article for details.
https://help.ahsay.com/openArticle.aspx?aid=2869

It is recommended that the temporary directory be configured on a local
drive

The current virtual hard disk specification limits the size of a virtual hard
disk to be 2040 GB (2 TB), which can fit a volume of size 2040 GB minus
2 MB.

For details, please refer to:

http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-
disk-vhd-architecture-explained.aspx

http://technet.microsoft.com/en-
us/library/dd183729%28v=ws.10%29.aspx

Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Commands are issued to create the System State data:

* Windows XP, 2003 (Ntbackup)
* Windows Server 2008, SBS 2011 (Wbadmin)

System State data is temporarily stored in the temporary directory
specified in the backup set.

Server and local file lists are compared to determine which file will be
uploaded

Delta file is generated for modified file (if necessary).
Data are encrypted, compressed, and uploaded to the backup server.

System State data is removed from the temporary directory specified in
the backup set.

Backup completed successfully.
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10.4 How to backup Windows System State

Refer to the following instructions to backup Windows System State:

10.4.1 For Windows XP, 2003/ R2

1. Login to the backup application’s user interface.

Ahsay Online Backup Manager, E||E|E| Ahsay Online Backup Manager EH§|E|

@)\hsuy"" Online Backvp Manager @Ahsay'MOnline Backup Manager

Login Mame . |username Login Mame . |username
0000008 Password (11111 1]]
| Bave passward

© Forgatyour password?

FPassword
| Save passward
@ Forgot your password?

0Ok GCancel B | # Options 1 Language
Englizh

E% Backup Semver
hitp | = | |hosthame

‘aﬂ Frowy Setting
| Iz prowy to access the backup server

Ok Cancel & | = Optiohs

2. Select the [Backup Settings] button and the | button to start the New
Backup Set Wizard.

3. Create a System State Backup set by selecting [System State Backup]
from the backup set type dropdown menu.
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Mame :
Type :

E; Backup Set

Backup Set
System State Backup -

S Exchange Server Backup
S Exchange Mail Level Backup
M5 SCL Server Backup

hySaL Backup

Oracle Database Semver Backup e

System State Backup
ShadowFrotect System Backup
MS % Backup

Mext  » Cancel £

New Backup Set Wizard g

4. Select [Next] to proceed.

5. Configure a backup schedule for unattended backups.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Scheduled backup will run automatically at the configured schedule time.

9. Click [Backup] button on the left panel to perform a backup immediately.

10.4.2 For Windows Server 2008 / R2, SBS 2011

1. Login to the backup application's user interface.
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Ahsay Online Backup Manager M= Ahsay Online Backup Manager M=

@AhsaymclnlineBuckupMunager @AhsuyTMOnlineBackupMunager
Lagin Marne . |usernarme Lagin Marne | username
Password ERRERE Password R
Save password Save password
@ Faorgot vour password? @ Faorgot vour passward?
Ok Cancel B | Options 3 Language
English ﬂ

[:| Backup Server

hitp ﬂ hosthame j

‘ﬂi Froxy Setting
Use proxy to access the hackup serer

Type . Prosy
sock
Address
Fart:
User Mame
FPaggword
Ok Cancel 8 = Options

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

3. Create a System State Backup set by selecting [System State Backup]
from the backup set type dropdown menu.

New Backup Set Wizard |

Q;' Backup Set

Mamme . | BackupSet

Type : File Backup -
Lotus Motes Client Backup -
Lotus Doming Server Backup
ME Exchange Server Backup -
MS Exchandge Mail Level Backup
MS SaL Server Backup
hySCIL Backup
Oracle Database Semner Backup

Systerm State Backup

Mext » Cancel E3

4. Select [Next] to proceed.
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5. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the

same backup set.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Configure the temporary directory of the System State backup set.

9. On the AhsayOBM main menu, press [Backup Setting], then [Options].

10. Click [Change] and select the temporary volume for backup.

Backup Setting
BackupSet
|] General
{_ff Backup Schedule
|[:J= Encryption
[} In-File Delta
P
& Retention Policy
@ Command Line Taol
L
% Local Copy

“ﬂ} Options

Pk

Change Temporary Folder

=M Carmputer

o A Local Disk (20
- 2l Drive @ (23

- 23 Drive R (R

. 2] Drive 8(5)

B & Metwark

Cancel 3

Ok

Change %

Cancel E3

11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.
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10.5 How to restore Windows System State

10.5.1 For Windows XP, 2003/ R2

Refer to the following instructions to restore Windows System State on
Windows XP, Server 2003 / R2:

1. Install AhsayOBM on the machine to be restored to.

2. Login to the backup application's user interface.

Ahsay Online Backup Manager E||E|E| Ahsay Online Backup Manager E||E|E|
@Ahsaym Online Backuvp Manager @Ahsaw" Online Backup Manager
Login Marme : username Laogin Mame : usemame
Passwoard (11 1111]] FPassward (11111 1]]
| Save passward | Save passwoard
@ Forgotyour password? @ Forgotyour password?
0K Cancel + Qptions g Language
English hd

E% Backup Server
hito | = | hostname e

(ﬂg Proxy Setting
| Use proxy to access the backup server

0k Cancel = Options

3. Select the [Restore] button and the corresponding backup set.
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FPlease selectthe backup set

BackupSet

Delete 1T MNext - » Cancel 2 |

4. Select the System State file (SystemState.bkf) to be restored and its
restore destination.

@ Show files as of Job 2011!09112_* Latest s (1 Show all files Filter ¥l
Folders Mame Size Date Modified

(= H Backup Server é SystermnState bkf a@0,00., 20110912 14:19:50

| = Server
Delete 1 tems perpage ;. 40 - FPage: 111 [
[E% Restorefilesto
CARestare Destination Change &

Search A 4 Prewious | StartRestore b Cancel 8|

5. Open NTBackup, in the Windows Start menu, click [Run...] and type in
ntbackup.
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- Type the name of a program, Folder, document, or
| Internet resource, and Windows will open it For vou,

open: |ntl:uau:k.|.||:u w |

[ Ok, ]’ Cancel ][ Browse, ., l

6. Press [Next] and select [Restore files and settings]

Backup or Restore Wizard

Backup or Restore
‘'ou cah back up files and settings, ar restare them from a previous backup.

B s

What do pou want to da?

() Back up files and settings

(=) Restore files and settings

< Back ” MNest » ][ Cancel ]

7. Click [Browse], browse to the SystemState.bkf file which you have
restored via AhsayOBM, then press [OK].
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What to Restore
Y'ou can restare any combination af drives, faolders, or files.
= N

Double click an item on the left to see its contents. Then select the

: 5 Bpen Backup File WSE
Items to res

@ ﬁ % Pleaze specify the file that you would like to catalog.

) -0 A
Oper: [C:MRestore Destination"-.Sewer'\SystemState.bkf D-0... TN
-0 A
-0 ML
[ Ok ] [ Cancel ] I Browse... D o
b0 TN
[ & SpstemState blf.2011-08-12-1417-12-00.. CH

< >

[ < Back ][ Mewt = ] [ Cancel

8. Expand and select the corresponding System State file from the left panel,
press [Next] afterward.

9. Review the settings then press [Finish] to begin the restore process.

Backup or Restore Wizard E]

Completing the Backup or

@ Restore Wizard
] o B

You have created the following restore zettings:

Restore from:;  SpstemState. bkf. 2011-03-12-14-17-12-000.£
Type: File
Restore to; Original locations

Esizting files: Do not replace

To cloge thiz wizard and start the restore, click Finigh,

To specify additional restore optiong,
click Advanced.

[ < Back ]| Finich |[ Cancel ]

10. The restore process is now completed.
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10.5.2 For Windows 2008 / R2, SBS 2011

Refer to the following instructions to restore Windows System State on
Windows Server 2008 / R2, SBS 2011:

1. Install AhsayOBM on the machine to be restored to.

2. Login to the backup application's user interface.

@nhsay Online Backup Manager M= E3 @Ahsay Online Backup Manager M=
@Ahsuy'“@nline Backup Manager @Ahsaym@nline Backup Manager
Login Mame : |username Login Name | username
Password EE Password . Rt
Save password Save password
@ Forgotyour password? @ Forgot your password?
Ok Cancel B [# Options g Language
English ﬂ

l:| Backup Server

hittp j hostname ﬂ

‘ﬂj Proxy Setting
Llse prowy to access the backup server

Type: Promy
Sock
Address
Port:
Uzer Mame :
Pagsword |

0k Cancel 8 = Options

3. Select the [Restore] button and the corresponding backup set.
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FPlease select the backup set
Backup Set

MNext » Cancel £

4. Select the System State file to be restored and its restore destination.

@restore [ x|
® Show files as of Job ;| 2011/0914 = | Latest | = Showr all files Filter (#
Folders MName Size Date Modified
El- H Backup Server | Microsoft_\Windows_Systam_Backup 10,008 2011/08/M14 14:12:48

..... [ = ga-wd-r2etp-2

ltems per page : |40 hd FPage: 111 =

[E= Restorefilesto
Local Disk (C2 -

Search % 4 Prewious Start Restore B Cancel £

5. Insert the Windows Setup Disc into the CD / DVD drive
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6. Restart the computer. In some case, you need to press the required key
to boot up the server from disc; the [Install Windows Wizard] should
appear.

7. Specify the language settings, and then click [Next].
8. Click [Repair your computer].

O. Setup will search the hard disk drives for existing Windows installation,
then displays the result in [System Recovery Options].

If you are recovering the operating system onto a new hardware setup,
the list will be empty (e.g. there is no existing operating system).

Click [Next] afterward.

10. On the [System Recovery Options] page, click [Windows Complete PC
Restore]. This opens the Windows Complete PC Restore Wizard.

11. Select one of the following options then click [Next]:
. Click [Use the latest available backup (recommended)].
. Click [Restore a different backup].

12. For [Restore a different backup], select one of the following option on
[Select the location of the backup] then click [Next]:

. Click the computer that contains the backup that you want to
use.

. Under [Select the backup to restore], click the backup to be
used.

. Click [Advanced] to browse for a backup on the network.

13. On the [Choose how to restore the backup] page, perform the following
optional tasks, and then click [Next]:

. Select the [Format and repartition disks] check box to delete
existing partitions and reformat the destination disks to be the
same as the backup.

This enables the [Exclude disks] button. Click this button and
then select the check boxes associated with any disks that you
want to exclude from being formatted and partitioned.

The disk that contains the backup that you are using is
automatically excluded.

Note:
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Unless a disk is excluded, data on it can be lost, regardless of
whether it was part of the backup or whether it has volumes
that are being restored.

. Select the [Only restore system disk] check box to perform an
operating system only recovery.

. Click [Install drivers] to install drivers for the hardware that you
are recovering to.

. Click [Advanced] to specify whether the computer is restarted
and the disks are checked for errors immediately after the
recovery.

14. Confirm the details for the restoration, and then click [Finish].

10.5.3 For Windows 2008 / R2 Domain Controller

Refer to the following instructions to restore Windows System State on
Windows Server 2008 / R2 Domain Controller:

Important:
Authoritative restore of Windows 2008 Domain Controller is required only if
you nheed to restore deleted Active Directories objects.

Please follow the instructions below to restore a system state backup to a
Windows 2008 Domain Controller:

1. Reboot the Windows Server 2008 / R2 Domain Controller in Directory
Service Repair Mode (DSRM):

* Add the safeboot option to the default boot loader. In command
prompt, type in the following command:

>pbcdedit /set safeboot disrepair

* Reboot the computer.

2. Perform the restore on the Domain Controller:

* Open command prompt and type the following:

>wbadmin get versions

This will list all the known backups available.
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* Type the following command to perform an authoritative restore:

>wbadmin start systemstaterecovery —version:<backup_version>
—-authsysvol

For non-authoritative restore, please type the following command:

>wbadmin start systemstaterecovery —version:<backup_version>
—authsysvol

Backup version is the identifier of one of the backup snapshots listed
in previous step.
3. Reboot the Windows Server 2008 / R2 Domain Controller in Normal Mode:

* Remove the safeboot option to the default boot loader. In command
prompt, type in the following command:

>Bcdedit /deletevalue safeboot

* Reboot the computer.

4. The restore process is now completed.
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11 Backup / Restore Windows System (WBAdmin

This chapter describes in details how to backup and restore Windows System
with AhsayOBM (MS Windows System backup Module).

11.1 Supported versions

Please refer to our help centre article 2323 for the supported versions.

11.2 Requirements and recommendations

Please ensure that the following requirements or recommendations are met by
the backup client computer:

1. AhsayOBM is installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary storage volume of
the System backup.

It is recommended to have free disk space of 150% x Total In-use Size of
all volumes selected for backup.

3. The following Windows Features are installed on the client computer:
Windows Server Backup Features
* Windows Server Backup
e Command line Tool
*  Windows PowerShell
4. Limitations on the temporary directory:

Please refer to the following Ahsay Help Centre article for details.

https://help.ahsay.com/openArticle.aspx?aid=2869

5. Itis recommended that the temporary directory be configured on a local
drive.

6. The Microsoft Windows System backup module (wbadmin start backup)
uses the .vhd format for writing backups. The current virtual hard disk
specification limits the size of a virtual hard disk to be 2040 GB (2 TB),
which can fit a volume of size 2040 GB minus 2 MB.

The maximum source volume size of a System backup is limited to
2088958 MB, roughly 2 TB.

For details, please refer to:
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http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-
disk-vhd-architecture-explained.aspx

http://technet.microsoft.com/en-
us/library/dd183729%28v=ws.10%29.aspx

11.3 Overview

The following steps are performed during a backup job:

1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Commands are issued to create the System backup data.

4. System backup data is temporarily stored in the temporary storage
volume in the backup set.

5. System backup data are compressed into 1 single file.

6. Server and local file lists are compared to determine which file will be
uploaded.

7. Delta file is generated (if necessary).
8. Data is encrypted, and uploaded to the backup server.

9. System backup data is removed from the temporary storage volume
specified in the backup set.

10. Backup completed successfully.
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11.4 How to backup Microsoft Windows System (WBAdmin)

Refer to the following instructions to backup Windows System:

1. Login to the backup application’s user interface.

{@ Ahsay Dnline Backup Manager M= 3 {@ Ahsay Online Backup Manager M= B3
@AhsuyTMOnline Backup Manager @Ahsuym Omnline Bockup Manager
Login Marme ;| username Lagin Marme . |usemame
Fassword R Password i
Save passwoard Save passwiord
@ Forgot your password? @ Forgotyour password?
Ok Cancel £ |+ Options T3 Language
English LI
|:| Backup Server
hitp ll hosthame LI

‘ﬂj Proxy Setting
Lse prowy to access the backup server

Type : Prowy
Sock
Address
Par:
User Mame :
Fasswoard
Ok Cancel E || = Options

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

3. Create a MS Windows System Backup set by selecting [MS Windows
System Backup] from the backup set type dropdown menu.
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New Backup Set Wizard E3 |

E;' Backup Set
Mame . | Backup Set
Type: MSWindows System Backup -
ME Exchange Server Backup -
ME Exchange Mail Level Backup
ME SAL Server Backup
MySGEL Backup
Oracle Database Server Backup e
Systermn State Backup
ShadowProtect System Backup
Vi stem Backup

Mesxt » Cancel £

4. Select [Next] to proceed.

5. Select the corresponding volumes for backup.

Mew Backup Set Wizard Ed |

Volume Total Size Used
=) System Reserved 100 WBE 61.7 MBE
[ = Data (D3 a0 GB 4.1 GB
"-._;’, Local Disk {C:) 3849 GB MN.aGe

¥ Include all critical volumes

4 Previous Mext Cancel E

Important:
For complete backup of the system, it is recommended to select the

[Include all critical volumes] option.

This will automatically includes the system partition, boot partition,
system reserved partition and other partitions that contain critical system

data.

6. Configure a backup schedule for unattended backups.
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Note:
Multiple backup schedules of different types can be configured for the
same backup set.

7. Select an encryption setting for your backup set.

8. Press the [OK] button to complete the configuration of backup set.

9. Configure the temporary directory of the MS Windows System backup set.
10. On the AhsayOBM main menu, press [Backup Setting], then [Options].
11. Click [Change] and select the temporary volume for backup.

Change Temporary Folder

E|l- Computer

- iy Local Disk (T
_ s Data (D7)
*:‘l- M etweark
[#- 4 Libraries

Cancel £

12. Scheduled backup will run automatically at the configured schedule time.

13. Click [Backup] button on the left panel to perform a backup immediately.
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11.5 How to restore Microsoft Windows System (WBAdmin)
Refer to the following instructions to restore a Windows System:
There are several methods which you can restore the Windows System

* Recover volumes with the Recovery Wizard

* Recover the operating system with the Install Windows Wizard
* Recover volumes with command

* Recover with the Windows Recovery Environment

Important:
The volume to be recovered to must be the same size or larger than the
volume that was backed up from.

Restore the system data from the AhsayOBS server:
1. Install AhsayOBM on the machine to be restored to.

2. Login to the backup application's user interface.

(@ ahsay Online Backup Manager [_ (O] ] (@ Ahsay Dnline Backup Manager [_ O] =]
@AhsuyTMOnline Backup Manager @AhsuyTMOnline Backup Manager
Login Mame : |username Login Mame : |username
Password A Password i
Save password Save password
@ Fargot your passward? @ Fargot your passward?
Ok Cancel B # Options 2 Language
English j
|:| Eackup Server
http Ll hostname LI

‘ﬂj Frowy Setting
Llse proxy to access the backup semer

Type: Py
Sock
Address
Fart:
Uszer Mame :
Fassward
Ok Cancel & = Options

3. Select the [Restore] button and the corresponding backup set.
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Resture
Please selectthe backup set
Backup Set
Mext b Cancel &
4. Select the system file to be restored and its restore destination.
® Showfiles as ofJob ;o (2011009414 = Latest = Showy all files Filter =
Faolders MHame Size Date Modified
B~ B Backup Server || Micrasoft_Windows_System_Backup 10,009... 201100914 14:12:48
o) &2 ga-wl-r2etp-2
[terns perpage ;. |50 A Page:. 171 | =
[E= Restorefilesto
Local Disk {C:) -2
Search 4 4 Previous Start Restore B Cancel £
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5. Continue to the next sections for instructions to restore the Windows
System.

Important:
Before continuing, the Windows account which you are using must be a
member of the Backup Operators or Administrators group.

11.5.1 Recover volumes with the Recovery Wizard

Refer to the following instruction to perform a volume recovery with the
Recovery Wizard:

1. From the [Start] menu, click [Administrative Tools], and then click
[Windows Server Backup].

2. In the [Actions] panel under [Windows Server Backup], click [Recover] to
open the Recovery Wizard.

s Windows Server Backup =] S

File  Action View Help
&= E=

Windows Server Backup (Local +| | Actions

Windows Server Backup (Local -

a@ You can perform a single backup or schedule a regular backup using this application. Eyr—
aCKUP SChedule. ..

@ Backup Once...

E Recaver...

Messages (Activity from last week, double click on the message to see details) Configure Performance Settings

Time = [ Message [ Description Connect To Another Server,.,

Wiew 3

Help

Status

Last Backup Mext Backup all Backups
Status: Status: Total backups:
Time: Time: Latest copy:
BY view details B view details Oldest copy:

B iew detais

-
1| »

3. In the [Getting Started] menu, specify the backup is stored on [This
server], click [Next].

Ahsay Systems Corporation Limited 161



AH ™ Ahsay Online Backup Manager
User’s Guide

L& Recovery Wizard

&

—

Getting Started You can use this wizard to recover files, applications, volumes, or the system state from a
backup that was created earlier,

Getting Started

Select Backup Date

wWhere is the backup stored that wou want to use for the recovery?

% This server (QA-WEX-R2ETP-2)

Select Recovery Tvpe

Select Tkems bo Recover

Specify Recovery Opti... " & backup stored on another location

Confirmation
To conkinue, dlick Mext,
Recovery Progress

More about recovering your server daka

= Preyious | Mext = I Recover Cancel

4. In the [Select Backup Date] menu, select the date from the calendar and
the time from the drop-down list of backup to restore from.

1% Recovery Wizard ]

L
L‘,{ % Select Backup Date

<

Getting Started Oldest available backup:  7/L6/2010 5:25 PM
ckup Date Mewest available backup: — 3/4)2011 2:04 AM

Select Recovery Type

— dvailable backups

Select Ttems to Recover Select the date of a backup ko use for recovery, Backups are available for dates shown in
Specify Recavery Opti. .. bold.
Confirmation Backup date:  3/4/2011

Recovery Progress [ < | March, 2011 | Time: Q.04 AM v

Sun Man Tue Wed Thu Fri Sar
Location: Data (i)
27028 1 2 3 5
g ¥ & 9 10 11 12
13 14 15 16 17 15 19
20 21 22 23 24 25 26
27 28 289 30 H

Skatus: &veailable online

= Previous | Mexk = I Recover Cancel
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5. In the [Select Recovery Type] menu, click [Volumes], and then click
[Next].

L& Recovery Wizard

-+,
_y Select Recovery Type

Getting Started

What do vou wank to recaover?

Select Backup Date " Files and folders

Seleck Recovery Type You can browse volumes included in this backup and select Files and folders.
Seleck Yolumes = Yalumes

Confirrnation You can reskore an entire volume, such as all data stored on C:.

Recovery Progress " applications

You can recover applications that have registered with Windows Server Backup.

€ System skate
You can reskare jusk the system skake,

More about performing recoveries

<= Previous I Mexk = I Recaver Cancel

6. On the [Select Volumes] Menu, select the check boxes associated with the
volumes to be recover.

7. From the associated drop-down list in the [Destination Volume] column,
select the recovery destination volume, and click [Next].

8. On the [Confirmation] menu, review the details; click [Recover] to begin
the restore process.
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11.5.2 Recover the operating system with the Install Windows
Wizard

Refer to the following instruction to perform an operating system recovery with
the Install Windows Wizard:

1. Insert the Windows Setup Disc into the CD / DVD drive.
2. Restart the computer.

Note:
In some case, you may need to press the required key to boot up from
disc.

3. Specify the language settings, and then click [Next].

w Install Windows

24 |
N
Windows Server2oos

Language to instalk: [English

1=l BT R B English (United States) | ‘.

Enter your language and other preferences and click "Next” to continue.

Eopyright © 2005 Microsoft Corporstion. All rights reserved.

4. Click [Repair your computer].
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w Install Windows

S |
|
Windows Server200s

Install now -}

_ What to know befare installing Windows

- Repair your computer

Copyright & 2005 MicrosaTt Lorporstion. All fights reserved.

5. Setup will search the hard disk for existing Windows installation, then
displays the result in [System Recovery Options].

6. Click [Next] afterward.
7. On the [System Recovery Options] page, click [System Image Recovery].
8. Perform one of the following actions:

* Click [Use the latest available system image (recommended)] and
then click [Next].

* Click [Select a system image] and then click [Next].
9. If the option [Select a system image] is selected, perform one of the
following actions on the [Select the location of the backup] page:

* Select the volume containing the backup data to be restored and
click [Next].

* On the [Select the date and time of system image to restore] page,
select the version to be restored, and then click [Next].
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* Click [Advanced] to browse for a backup on the network, and then
click [Next].

10. On the [Choose how to restore the backup] page, perform the following
optional tasks, and then click [Next]:

* Select the [Format and repartition disks] check box to delete
existing partitions and reformat the destination disks to be the
same as the backup.

* Click the [Exclude disks] button and then the checkbox beside the
disk to be excluded from being formatted and partitioned

* Select the [Only restore system disk] check box to perform an
operating system only recovery.

* Click [Install drivers] to install drivers for the hardware to be
recovering to.

* Click [Advanced] to specify whether the computer is restarted and
the disks are checked for errors immediately after the recovery.

11. Click [Finish] to begin the restore process.
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11.5.3 Recover volumes with command

Refer to the following instruction to perform a volume recovery with command:

Open command prompt.

Enter the following command, according to the backup data source, target:

>Wbadmin start recovery
—version:<Versionldentifiers>
-itemType:Volume
—items:<VolumesToRecover>
-backupTarget:<VolumeHostingBackup>
-recoveryTarget:<TargetVolumeForRecovery>

Parameter Descriptions

-version Specifies the version identifier of the backup to
recover in the following format:

MM/DD/YYYY-hh:mm
Type in the following to list version identifier:

>Wbadmin get versions

-itemTypes Specifies type of items to recover, in this case
Volume.

-items Specifies a comma delimited list of volumes to be
recovered.

-backupTarget Specifies the volume containing the backup data

to be recovered.

-recoveryTarget Specifies the volume drive letter of the alternate
volume to restore to.

Example
To restore volume D, from backup version March 31, 2011, 9:00 to

volume F (restored data are stored in volume E).

>Wbadmin start recovery —Versionldentifiers:03/31/2011-09:00
—itemType:Volume —items:D: -backupTarget:E: -
recoveryTarget:F:
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11.5.4 Recover with the Windows Recovery Environment

Refer to the following instruction to perform a complete PC Restore with
Windows Recovery Environment:

1. Insert the Windows Setup Disc into the CD / DVD drive.
2. Restart the computer.
Note:
In some cases, the computer manufacturer may have installed the

Windows Recovery Environment directly to a partition on the hard drive.

To access this partition, slowly tap the [F8] key after the BIOS
information clears from the screen before the Windows startup menu.

3.  Specify the language setting, and then click [Next].

% Install Windows

Language to instslk: g

R L Rl = R BB English (United States) -

Enter your language and other preferences and click "MNext” to continue.

Copyright & 2006 Microsoft Corporation. All ights resenved.

4. Click [Repair your computer].
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10.

% Install Windows = IEIIil

',,

Wind ows_ ‘-\fi star

Install now '-)“

What to know before installing Windows
Repair your computer

Copyright © 2006 Microsoft Corporation. All ights reserved

Setup will search the hard disk for existing Windows installation, then
displays the result in [System Recovery Options].

Click [Next] afterward.
On the [System Recovery Options] page, click [System Image Recovery].
Perform one of the following actions:

e Click [Use the latest available system image (recommended)] and
then click [Next].

* Click [Select a system image] and then click [Next].

If the [Select a system image] option is selected, perform one of the
following actions on the [Select the location of the backup] page:

* On the [Select the date and time of system image to restore]
page, select the version to be restored, and then click [Next].

¢ Click [Advanced] to browse for a backup on the network, and then
click [Next].

On the [Choose how to restore the backup] page, perform the following
optional tasks, and then click [Next]:

* Select the [Format and repartition disks] check box to delete
existing partitions and reformat the destination disks to be the
same as the backup.
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* Click the [Exclude disks button and then the checkbox beside the
disk to be excluded from being formatted and partitioned.

e Select the [Only restore system disk] check box to perform an
operating system only recovery.

e Click [Install drivers] to install drivers for the hardware to be
recovering to.

e Click [Advanced] to specify whether the computer is restarted and
the disks are checked for errors immediately after the recovery.

11. Confirm the details for the restoration, and then click [Finish] to begin the
restore process.
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12 Backup / Restore Windows System

(ShadowProtect)

This chapter describes in details how to backup and restore Windows System
with AhsayOBM (ShadowProtect System backup Module).

12.1 Supported versions

Please refer to our help centre article 2323 for the supported versions.

For the list of operation system supported, please refer to the following URL
from StoragCraft:

http://doc.storagecraft.com/book/shadowprotect-user-quide/installing-
shadowprotect/requirements/supported-operating-systems

12.2 Requirements and recommendations

Please ensure that the following requirements or recommendations are met by
the backup client computer:

1. AhsayOBM and ShadowProtect are installed on the computer to be backed
up.

2.  Sufficient disk spaces are required for the temporary storage directory of
the System backup.

It is recommended to have free disk space of 150% x Total In-use Size of
all volumes selected for backup.

Note:

The temporary storage directory cannot be set to a folder within a volume
selected for backup.

12.3 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Commands are issued to ShadowProtect to create the System backup
data.
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For each volume selected for backup, a ShadowProtect backup image file (.SPI
or .SPF) will be spooled to the temporary directory specified.

e .SPF: A ShadowProtect full or base image file.
. .SPI: A ShadowProtect incremental or differential image file.

4. Server and local file lists are compared to determine which file will be
uploaded.

5. Delta file is generated (if necessary).
6. Data is encrypted, and uploaded to the backup server.

7. System backup data is removed from the temporary storage volume
specified in the backup set.

8. Backup completed successfully.
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12.4 How to backup Microsoft Windows System
(ShadowProtect)

Refer to the following instructions to backup Windows System:

1. Login to the backup application’s user interface.

Ahsay Online Backup Manager E“E|E| Ahsay Online Backup Manager E“E|E|
@Ahsuym Online Bockup Manager @Ahsuym Online Bockup Manager
Login Mame : | usernarne Login Marne : |usermarne
Password : [ T111111] Password [ T1111711]
Save passwaord Save passwaord
@ Forgot your passward? @ Forgotyour passwaord?
Ok Cancel + Options o Language
English hd

IE] Backup Serer
hitp = hostname h

(ﬁﬂ Proxy Setting
Use proxy to access the backup server

Ok Cancel = Optiohs

2. Select the [Backup Settings] button and the “ | putton to start the New
Backup Set Wizard.

3. Create a ShadowProtect System Backup set by selecting [ShadowProtect
System Backup] from the backup set type dropdown menu.
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New Backup Set Wizard g|

E; Backup Set

MName : |BackupSet

Type:  ShadowProtect System Backup -
S Exchange Server Backup -

7 Stor WS Exchange Mail Level Backup

Path to Siys SaL Server Backup

COProgrhiyS AL Backup

Oracle Datahase Server Backup
Systerm State Backup

ShadowProtect erm Backup
hS Whil Backup i

Mext » Cancal E3

4. Enter the path to the ShadowProtect installation.

New Backup Set Wizard

E

E; Backup Set
MName : |BackupSet
Type:  ShadowProtect System Backup -

3' StorageCraft ShadowProtect
Fath to StorageCraft ShadowProtect:

CAProgram Files\StarageCramShadowP rotect Change %

Mext  » Cancel E3

5. Select [Next] to proceed.
6. Select the corresponding volumes for backup.
7. Configure a backup schedule for unattended backups.

Multiple backup schedules of different types can be configured for the
same backup set.
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Add new backup schedule

i) Backup

& Volume - Complete
Wolume - Differential
Wolume - Incremental

& Type

Backup everyday

@ Time

Start: |23 = 00|

Mame ;| Mew Backup Schedule

Stop . on completion (Full Backup)

3

Craily -

Ok Cancel B

Menu ltems

Description

Volume - Complete

To perform a ShadowProtect Complete Backup -

Base Image File (.SPF) contains the contents of a
backup activity; it allows users to restore the
contents of a computer system to a specific point-
in-time.

Volume - Differential

To perform a ShadowProtect Differential Backup -

Differential Image File (.SPI) contains the hard
drive sectors that have changed since the Base
Image File was created.

Differential backup take about the same time to
create as complete backup, but they are smaller.

When restoring a drive, user must use the Base
Image File with the appropriate Differential Image
File to restore the computer to a specific point-in-
time.

Volume - Incremental

To perform a ShadowProtect Incremental Backup -

Incremental Image File (.SPI) contains the sectors
that have changed since the last Incremental
backup was taken.

Incremental images are fast to create and smaller
than either Full image files or Differential image
files.

When restoring a drive, you must use the Full
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image file and the appropriate Incremental image
files necessary to restore the computer to a
specific point-in-time.

8. Select an encryption setting for your backup set.
9. Press the [OK] button to complete the configuration of backup set.
10. Configure the temporary directory of the backup set.

11. On the AhsayOBM main menu, press [Backup Setting], then [Options].

Backup Setting El
Backup Set || [ = Options
~ o h X
|;,j BenaEl [ Terparary Directory for storing backup files
DiTemp Change &%

] Backup Source
[ Advanced Options

| “"f Backup Schedule Compression Type : |Fast (Compressed size larger than normal) A
- Transfer Block Size: 128 | = kintes
[ Encryption
[}, In-File Delta
&, Retention Policy
a | Command Line Tool
t
£ Exira Backup
% Lacal Copy

W3 Options

Ok Cancel B

12. Click [Change] and select the temporary directory for backup.

Note:
The temporary storage directory cannot be set to a folder within a volume
selected for backup.

Also, please ensure sufficient disk space is allocated for the backup
operation.

13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.
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12.5 How to restore Microsoft Windows System
(ShadowProtect)

Refer to the following instructions to restore a Windows System:
1. Install AhsayOBM on the machine to be restored to.

2. Login to the backup application's user interface.

Ahsay Online Backup Manager E“E|g| Ahsay Online Backup Manager E“E|El
@ﬂ.hsuyTMOnline Backup Manager @.ﬂhsuy"” Online Backup Manager
Login Mame © | username Login Mame : |ysername
Passwaord (1111111} Passuword : (1111111}
Save password Save password
@ Forgotyour password? @ Forgotyour password?
0K Cancel B | #= Options 3 Language
Enualish hd

E:| Backup Server
hitp | = | hosthame v

‘aj Proxy Setting
se proxy to access the backup semwer

Ok Cancel B = Options

3. Select the [Restore] button and the corresponding backup set.
4. Select the System file to be restored and its restore destination.
5. Click the [Start Restore] button to begin the restore process.

6. To restore a system volume (operating system volume), you need to start
the computer in StorageCraft Recovery Environment.

o Insert the ShadowProtect Disc into the CD / DVD drive.
* Restart the computer.

Note:
In some case, you may need to press the required key to boot up from

disc.

*  Select the corresponding option according to the OS platform.
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I StorageCraft Recovery Environment

[1]1 Start Vista-based Recommended Recovery Environment

—Best hardware support

—HNetuwork-storagesetc drivers can be loaded after booting
—Dynamically discovers USE drives attached after booting
—Recommended CD can be removed for restore from optical media
—Recommended for HIR of VISTA and 2008 0S5 volumes

[2]1 Start Z2003-based Legacy Recovery Environment

—Can load storage drivers with F6 boot option
—Recommended for nForce platforms

-Recommended for HIR of 2000-XP-2003 05 volumes
—USB drives must be attached prior to the boot

[3]1 Boot from Hard Disk
[4]1 Reboot computer

|Press 1-4 or Cursor Key to Select Item. Pressz <Enter> to Run

7. To restore a non system volume (non operating system volume), in
Windows, start the ShadowProtect user interface.

¥ ShadowProtect Desktop Edition -- [ localhost | |ZHE\E|
i Fle Tasks Wiew

% Yiew 2

Options  Help

7 Disk Map | 3 Backup Jobs [ W Destinations | S Backup Histary

i Network Yiew

o Management: View r Backup

| B2
\aTasks kS 7

3 Bacup ~ Restore

B Restore .

d Explore Backup
&j Dismount Backup Image

i
Tools

\,a Yerify Image
 Image Corversion Toal

@Help

@) EBackup
@) Restore
@) Erowse Image
@) Image Tools

»

»

LA
’:/‘Lu:ense

Expired

Ahsay Systems Corporation Limited 178



I Ahsay Online Backup Manager

User’s Guide

8.

9.

Click [Restore] to start the Restore Wizard.

Press [Next] to proceed.

E‘. Restore

YWelcome to the Restore Wizard!

This wizard will help wou bo restore entire daka volumes From existing
backup image files, To restore the system volume you must restore by
booting the ShadowProtect Recovery Environment CD. To restore

individual Files, run the Explore Backup wizard,

Press Mext to continue

[ Mext = |[ Cancel ]

10. Browse to the image file restored from the AhsayOBS server. The
destination locations can be a local directory or network share.

Click [Next] to continue.

%% Restore

Backup Image To Restore
Select the backup image wou want ko reskore

Select netwark location or browse ko a local path

L | Browse. ..

“lj Duikermnp

Specify image names
Base Mame | First Image Creation Time | Laskt Imac
E] F_%OL-bo03 21812012 3:51:49 PM zfarzo1z 3
E | F_WOL-booz 21812012 315133 FM zfafz01z 3
& [ 7 215 i

|

[ = Back ][ Mext = ][ Cancel

]

11. In the Backup Image Dependencies dialog screen, any ShadowProtect

Differential or Incremental image associated with the Full image will be

displayed.
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Backup Image Dependencies
Verify current selection ar select anather point in tirme
File Name | Creation Time =/ Image File Properties ~
F_%0L-bi01,spf 2/8(2012 5:50:57 PM (IR 30.00 GB
Used space 71.86 ME
Creation Time Z18/2012 3:50:37 PM
Backup bype Mone
Image creation methoc YSMAP using ¥35 s
£ >
30.00 GB I
NTFS*
30,00 GE
< Back, ][ Mext = ] [ Cancel

Select an image file to view its properties, including:

Image File Properties -
Volume size, creation time, compression, password protection,
and comment.

Original Partition Information -
Style, number, type, bootable option, starting offset and length.

Disk Information —
Disk geometry, disk size and number of the first track sectors.

A user also views the disk layout graphically at the bottom of the
screen.

Originating machine —

The operating system version, the machine name, MAC address
and the engine version of ShadowProtect used to create the image
file.

Click the [Next] to continue.

12. In the Restore Destination dialog screen, select the destination volume for
the image to be restored to.
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%, Restore E|
Restore Destination 'E?
Select the wolume or free space where vou want to restore wour backup a l
d
Drive Letter | Yolume File Swstem | Size Used Partition T... |Partition Fl...
-| Disk 0: ¥Mware ¥irtual IDE Hard Drive
[T L@ System MTFS 49,9958 1251 GE MNTFS Ak, Pri
[Ty @ Unallocate,.. Mot Format... 850ME  OF
-l Disk 1: ¥Mware ¥irtual IDE Hard Drive
[ o (@ Data MTFS 49,9968 1.31GE  MNTFS Pri
(A L@ Unallocate, ., Mot Format.., $.50ME 0B
—| Disk 2: ¥Mware ¥irtual disk
[+ L

Mote: You can right click on a volume and delete it to create free space.

< Back, ][ Mext = ][ Cancel

The following options are available by right clicking on the volumes:

* Delete Volume -
This will delete a volume. The deleted volume will become
unassigned space on the disk that can be repartition.

e Set Active —
This will set the volume active.

Only one partition may be designated as active. By setting a
volume active, the computer will boot to the volume.

* Create an exact primary partition —
Allows user to define and create a primary partition on the disk.

The maximum number of primary partitions on the same disk is 4.

* Create extended partition —
Allows user to extend a partition and then subdivide this partition
in to one or more logical partitions.

Note:
Restoring a backup image to a volume overwrites all data currently on
the volume.

Furthermore, there must be sufficient disk space to restore the backup
image. For example, a user cannot restore a 4GB backup file with only
1GB of free space.

Click [Next] to continue.
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13. In the Specify the restoration options dialog screen, please review all of
the options available.

All of these options are important where restoring an operating system
volume on a computer.

%5 Restore &l

Specify the restoration options '&.

o

[ 5et partition active
[1restore MER

[(restore Disk Hidden Track.

« Back ” Mexk = ][ Cancel

e Set Partition Active -
This will make the restored drive the active partition (the drive
that the machine boots from).

¢ Restore MBR —
Restore the master boot record.

The master boot record is contained in the first sector of the first
physical hard drive; it consists of a master boot program and a
partition table that describes the disk partitions.

The master boot program looks at the partition table to see which
primary partition is active. It then starts the boot program from
the boot sector of the active partition.

You can restore the MBR from the image file that was saved with
the backup image or you can restore an original Windows MBR.

* Restore disk signature —
Restores the original physical disk signature of the hard drive.

Disk signatures are included in Windows Server 2003, and are
necessary before the hard drive can be used.

¢ Restore Disk Hidden Track —
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Restore the first 63 sectors of a drive, some boot loaded
applications required this for the system to boot.

Click [Next] to continue.

14. Review the Restore Wizard Summary; click [Finish] to begin the restore
process.

Restore process can be viewed by clicking on the [Volume Restore] tab
associated with the restore job.
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13 Backup / Restore VMware Virtual Machines

This chapter describes how to backup and restore virtual machine running on
VMware.

13.1 Backup virtual machines running on VMware ESXi /
ESX Server with VDDK / non VDDK

13.1.1 Supported versions

Please refer to our help centre article 2323 for the supported versions.
13.1.2 Requirements and recommendations

AhsayOBM cannot be installed on the hypervisor (ESX or ESXi server).

For best performance, AhsayOBM should be installed on a separate dedicated

physical machine — Backup Client Machine — for backup of your virtual
machines.

Backup Client Machine ®

Hypervisor (ESX or ESXi server) &

Guest VM 1 Guest VM 2 Guest VM 3
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Please ensure that the following requirements or recommendations are met by
the Backup Client Computer:

1. The Backup Client Computer is running on a supported OS platform:

e Windows
¢ Mac OS X
e Linux

2. For VMware VM backup with VMware Host ESXi / ESX — AhsayOBM
version 6.7 or above is installed.

For VMware VM backup with VMware Host vCenter — AhsayOBM
version6.11 or above is installed.

For VMware VM backup with virtual disk development kit (VDDK) —
AhsayOBM version 6.13 or above is installed.

3. The following TCP ports must be opened on the Backup Client Computer:

e Port 22 (required for restore)
e Port 80 and 443

4.  For better performance, AhsayOBM is recommended to be installed on a
64 bit computer, with multiple CPUs and cores.

5. For Backup Client Computer running on Linux, GUI environment must be
installed (e.g. GOME or KDE).

6. Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

7. Itis recommended that the temporary directory have disk space of at
least 100% of the largest sized virtual machine to be backed up.

8. Itis recommended that the temporary directory be configured on a local
drive.
9. Itis recommended that the temporary directory is not configured on the

same partition which the operating system is installed on.

10. For backup of virtual machine with snapshot, backup of the whole VM
instead of individual disk is highly recommended.

11. Consider performing routine recovery test to ensure your backup is setup
and performed properly.

12. Please consider the maximum file size allowed for different ESX/ESXi
version.

For ESXi 5.0, this error occurs when any individual flat .vmdk file exceeds
2,181,972,430,848 bytes. This is the size generated when 'Adding a
virtual disk' with size of 1.984492366201720 TB is specified.”
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For different block size setting on VMFS, the maximum file size may be
different, please refer to the following articles for details:

http://kb.vmware.com/kb/1012384
http://kb.vmware.com/kb/1003565

The absolute maximum snapshot file size is limited to roughly 2 TB.
However, different block size setting on the VMFS datastore may have a
smaller size limit, adjust the block size setting when necessary.

13. Consider to disable the memory snapshot or quiesce guest options when
taking snapshot for VMware VM backup, to shorten the time required for
the process.

* Snapshot the virtual machine's memory
* Quiesce guest file system (Needs VMware Tools installed)

(% Take Virtual Machine Snapshot E'@'E'

MName

Descripkion

v Snapshok the virkual maching's rmermory

v Cuiesce guest file system (Meeds YMware Tools installed)

I Cancel Help

By default, both 'Snapshot the virtual machine’'s memory' and 'Quiesce
guest file system' are enabled when taking snapshot for backup.

To disable these options, please refer to the following instruction:

i. Open the 'afc.opt’ file found within the AhsayOBM installation folder
using a text editor:

afc.opt

com.ahsay.afc.vmware.debug=
com.ahsay.afc.vmware.VMHost.SkipRemoveSnapshot=
com.ahsay.afc.vmware.Vmrun.debug=
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ii. Add the following entries to the 'afc.opt’ file:

afc.opt (Updated)

com.ahsay.afc.vmware.debug=
com.ahsay.afc.vmware.VMHost.SkipRemoveSnapshot=
com.ahsay.afc.vmware.Vmrun.debug=
com.ahsay.afc.vmware.VMHost.SkipMemoryDump=
com.ahsay.afc.vmware.VMHost.SkipQuiesce=

iii. Enable the option by adding the 'TRUE' parameter to the newly added
entries:

afc.opt (Updated)

com.ahsay.afc.vmware.debug=
com.ahsay.afc.vmware.VMHost.SkipRemoveSnapshot=
com.ahsay.afc.vmware.Vmrun.debug=
com.ahsay.afc.vmware.VMHost.SkipMemoryDump= TRUE
com.ahsay.afc.vmware.VMHost.SkipQuiesce= TRUE

iv. Save the changes, the options will be disabled when the next backup
is performed.

Please ensure that the following requirements are met by the Hypervisor:
1. SSH must be enabled on the Hypervisor.

To enable root SSH login on an ESX/ESXi host, please follow the below
instructions from VMware.

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US
&cmd=displayKC&externalld=8375637

2. The root account must be enabled.

AhsayOBM ESX / ESXi backup set requires the root account for backup
and restore.

3. The following TCP ports must be opened on the hypervisor:
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o Port 22
e Port 80 and 443

It is recommended that the datastore have disk space of the largest sized
virtual machine to be backed up.

For VMware on 64-bit Linux, please add the following soft link

In -s Zusr/lib/vmware-vix/ZlibvixAllProducts.so Zusr/l1ib64/

Assume the "libvixAllProducts.so" is under "/usr/lib/vmware-vix/".

13.1.3 Backup with VDDK mode

Since version 6.13 or above, AhsayOBM comes with the virtual disk
development kit (VDDK) mode with the ESX/ESXi and vCenter backup. The
backup speed is now enhanced because the backup can now spool the delta of
the VM directly from the ESX/ESXi or vCenter. With the new VDDK mode, it
supports

the backup / restore resource pool and ‘roles’ settings, and support the
restore to another name or alternation location on ESX/ESXi platform.

the VM hardware version upgrade, change tracking option and change
tracking data option when a new backup set is created.

add or remove VM hard disk without uploading the existing hard disk
again on the vCenter backup.

13.1.4 Limitations

The following are limitations of the VMware VM backup module:

VMware ESX or ESXi Server with Raw Device Mapping (RDM) is not
supported.

Snapshots are not available when the Raw Device Mapping (RDM) is used
in physical compatibility mode.

Backup of virtual machine with multiple snapshot root branches is not
supported on VMware ESXi Server version 4.0 and 4.1.

For backup of individual virtual disk, the restored virtual machine does
not support the reversion of previous snapshots, if the snapshot contains
disks which are not previously backed up by AhsayOBM.
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4.  For virtual machines with Independent Disks:

* If Independent Disks are to be included in the virtual machine backup,
the virtual machine must be powered off first, before running the
backup job.

* If the virtual machine is powered on, the Independent Disk will not be
backed up.

AhsayOBM will skip the snapshot creation of any Independent Disk on
the virtual machine.

5. If the file name of the virtual machine contains the following special
characters, the https access to the files will be failed:

A==/ ([1{@8\N&# % +

This is due to the percent-encoding specified in the URL standard is not
supported for ESXi based HTTP(S) file access. To resolve the issue, please
rename the corresponding file to avoid special characters. For instructions
on renaming a virtual machine, please refer to the following knowledge
base article from VMware:

http://kb.vmware.com/kb/1026469

https://help.ahsay.com/openArticle.aspx?aid=3027

6. For the VDDK mode, no VM’s snapshot, memory or the suspend status
will be able to backup and restore. If the backup and restore of the
snapshot, memory or the suspend status is required, do not turn on the
‘Change Block Tracking’ option when you create the ESX/ESXi or vCenter
backup set, select [No] for the creating the backup set in non-VDDK mode
which allows the backup and restore of the snapshot, memory or the
suspend status.

7. VDDK mode will not be enabled if the independent disk or raw disk is
configured in the VM.

8. Once the backup runs in VDDK mode, you need to restore all the files to
the hypervisor, raw files of the VM or individual hard disk file cannot be
restored by this method.

9. Free license on ESX/ESXi are not allowed to run the backup with VDDK
mode.
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10.

11.

Once the backup job executed on a VM which change block tracking
option was enabled by the VDDK, please do not off this option in the VM
for consequence backup jobs. If you need to disable this option, you are
suggested to create a new backup set with requires to disable this option.

In-file delta and delta merge does not apply to the VM backup with VDDK
mode. Also the on-going backup will be running on incremental backup.

13.1.5 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Connection from the backup client to the hypervisor is established.

Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated for modified file (if necessary). In VDDK mode, the
delta file will be generated by the hypervisor.

Existing, and snapshot data are encrypted, compressed, and streamed to
the backup server.

Commands are issued to the hypervisor to remove snapshot created for
backup.

Backup completed successfully.

13.1.6 How to backup virtual machines on VMware ESXi / ESX
Server with VDDK/non VDDK

Refer to the following instructions to backup VM running on VMware ESXi or
ESX Server:

1.

Login to the backup application's user interface.

For backup client computer on Windows, double-click on the AhsayOBM

desktop icon or right-click on the system tray icon:
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EoX

Ahsay Online Backup Manager,

@)\hsay"" Oinline Backup Manager

Login Mame . username
(1111111}
| Bave password

Password

@ Forgot yvour password?

Ok Cancel B F Options

Ahsay Online Backup Manager,

EoX

@)\hsay"" Crnline Backup Manager

Login Mame . username

Password 200080009
| Bave password
@ Forgot yvour password?
3 Language
English -

E] Backup Server
hitp | ™| hosthame -

(aﬂ Proxy Setting
] Use prowy to access the backup server

Ok Cancel B = Options

For backup client computer on Mac OS X, double-click on the AhsayOBM

desktop icon.

For VMware Server installation on Linux, enter the following command to

start the AhsayOBM graphical user interface:

# sh Zusr/local/obm/bin/RunOBC.sh &

Select the [Backup Settings] button and the | button to start the New

Backup Set Wizard.
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New Backup 5et Wizard

@ Backup Set
Mame  |Backup Set
Type .  File Backup

MySaL Backup
System State Backup

MS %M Backup
htweare Vi Backup

MS Exchange Mail Level Backup -
M3 Sal Server Backup

Cracle Datahase Server Backup

ShadowProtect Systerm Backup

X

Mext » Cancel B

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from
the backup set type dropdown menu.

4. Enter the corresponding information required:

New Backup Set Wizard

@ Backup Set
Mame: Backup Set

Type:  Whtware Wi Backup

W vware Host

Jsername : root
Password. @e099®

Host: |IP Address
Port: 443

35HPort: 22

Product: |Whiware wSphere ESHI 3.5 1415 twith VDDIK) =

X]

Mext » Cancel

Menu ltems

Description

Name

Enter a backup set name of your choice.

Type

Select backup set type [VMware VM Backup].

VMware Host Version

Select version [VMware vSphere ESXi] or [VMware
vSphere ESX] according to your setup.

Username

The username must be root

Password

Enter the password for the root account.
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Host Enter the IP address or hostname of your
hypervisor.
Port Enter 80 for connection via HTTP protocol or 443 for

HTTPS protocol.

SSH Port Enter the SSH port (default: port 22).

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.

New Backup Set Wizard fgl

= B 1016.1.52
BB O cosx(10.22.1.60 == 10.16.1.60)
2 (3 Lubuntut 2 (10.22 1 64 <-= 10161 64)
B wiP (10.22.1.61 == 10.16.1.61)
- 4 Settings

4 Previous Mext » Cancel &

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.
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New Backup Set Wizard le

- B 10.16.1.52
= (8 cosfx(10.22.1.60 == 10.16.1.60)

P 1 &3 Hard disk 1
B G Lubuntut 2x (10.22.1.64 == 10.16.1.64)

0 (@ WP (1022161 == 10.16.1 B1)
L &5 Hard disk 1
- [# & Settings

. %RDlES
4 Previous Mext » Cancel &

Menu Items Description
Settings - Roles Information on the login user privilege.
Note:
For backup of individual virtual disk, configuration files of the VM are also
backed up.
Important:

For backup of VM with snapshot, backup of the whole VM instead of
individual disk is highly recommended.

8. When AhsayOBM detects the VM is possible to enable VDDK mode backup,
there are message to prompt for enabling the ‘Changed Block Tracking
(CBT)’ or the ‘Upgrade the VM hardware version’, click on [Yes] to
enable/proceed, it will take a few minutes for the changes. If you click
[No], or the VDDK detection failure the VM backup will be using non-
VDDK mode.

Note:

i) To run the backup in VDD mode, the tracking option will be turned on,
the running VM will be turned off and all the snapshot will be removed.

i) When the VM hardware version is below version 7, it will prompt for the
upgrade, the running VM will be turned off and all the snapshot will be
removed.

9. Configure a backup schedule for unattended backups.

Note:
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10.

11.

12.

13.

Multiple backup schedules of different types can be configured for the
same backup set.

Select an encryption setting for your backup set.
Press the [OK] button to complete the configuration of backup set.
Scheduled backup will run automatically at the configured schedule time.

Click [Backup] button on the left panel to perform a backup immediately.
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13.1.7 How to restore virtual machines on VMware ESXi / ESX Server

Refer to the following instructions to restore VM running on VMware ESXi or
ESX Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the VM
will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor, the existing
VM will be replaced by the backed up version.

13.1.7.1 How to restore virtual machines to the original hypervisor

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the AhsayOBM
desktop icon or right-click on the system tray icon:

Ahsay Online Backup Manager, g|g|g| Ahsay Online Backup Manager Q|E|g|
@AhsuyTMOnline Bockup Manager @Ahsuy"MOnline Backup Manager
Login Mame : | ugername Login Mame ;| usernarme
FPaszsword [ 11 I T T 11] Password 1 11 1 T 11T
Save password Save passwiord
@ Forgotyour passward? @ Faorgotyour password?
Ok Cancel B # Options Ea Language
English -

l:| Backup Server
hitp | = | hostname b

ﬁj Froxy Setting
Use proxy to access the hackup server

Ok Cancel 8 = Options

For backup client computer on Mac OS X, double-click on the AhsayOBM
desktop icon.

For VMware Server installation on Linux, enter the following command to start
the AhsayOBM graphical user interface:
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# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

Flease selectthe hackup set

Wi Backup Set

Delete 101 INest » Cancel &3

3. Select the virtual machines to be restored and choose [Original Location]
for restore files to.
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4.

5.

Show fileg ag of Job . 2013/03/08 = | Latest ' Filter #
Fnld_ers Mame Size Diate Modified
B & Backup Server (1 cosfx(10.22.1 60 == 10.16.1.60)

Er-- Q 10.16.1.52 ﬁ Lubuntul 2 {10.22.1 64 == 1016.1.64)

-2 G cosx (10.22.1 60 <= G wiP (10221 61 <= 10.16.1.67)
& G Lubuntul 2x (10.22.1 £ & Settings

- G wP (10,221 61 ==

-7 ? Settings

- H.':TJ.LIJ.

Delete 10 ltems perpage ;. (50 - Fage: 111 | =
[E= Restorefiles to
® Original location
) Alternate location
Mame
Inwentary Location
Hostizluster
Resource Fool
Storage
0 Alternate location (Raw File)
1

Search = 4 Previous Start Restore B Cancel 3

Click the [Start Restore] button to begin the restore process.

User will be prompted if a virtual machine selected to be restored exist on
the hypervisor.

Replace ¥irtual Machine

The Virtual machine "WinxP_Pro" already exists. Replace existing virtual machine?

] Apply to all Yes | Mo % | Cancel &

When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

For any virtual disk that was not restored (e.g. original backup source did
not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk
from the virtual machine's configuration.

For original virtual machine with no snapshot

1.

2.

Open VMware vSphere Client.

Under inventory, right click on the newly restored virtual machine, select
[Edit Settings].
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@ Cpen Console

Povuer k
Guesk 4
Snapshok [

(3 Edit Settings...

add Permission...  Ctrl+P
Report Performance. .

Rename

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

% WinZ008B Exch2007 [101.54] - Virtual Machine Properties

Hardware lOptions | Resources |

[ Show Al Devices add... Remove |
Hardware SUMmMmary

Wl Memory 1500 MEB

I cPus 4

|;| Video card Video card

= YMCI device Restricted

% COJDWD Drive 1 Client Device

E& MNetwork adapter 1 101.0 Metwork

E& Metwork adapter 2 VLAM-104

e SCSI controller O LSI Logic Parallel

= Harddisk1 Wirtual Disk.

= Harddiskz Wirbual Disk |
& Harddisk 3 Wirtual Disk.

Wirtual Machine Yersion: 7
Disk File
|[datastore4] Windows Z005 Exchange 2007 +Wwiw-1 Ahindow

Disk Provisioning

Type: Thick.
Provisioned Size: 50 ::I |GB j
Maximum Size (GE): 256,00
Wirtual Device Mode

|SCSI (0:1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshots,
~

Changes are immediately and permanenth written ka
the disk.

~

Changes to this disk are discarded when yvou power
off or resvert to the snapshot,

Help

Ok Cancel |

4. Start the virtual machine afterward.

For original virtual machine with snapshot (non-VDDK mode)

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select

[Edit Settings].
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Pawer L4
auesk L4
Snapshaok b

@ Open Console

5 Edit Settings. .

Add Permission...  Ckrl+P
Repott Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

= Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Options ] Resources ] wirtual Machine Yersion: 7
Disk. File

I Show Al Devices ciel REMEE | |[datastore4] \Windows 2003 Exchange 2007 +Ww-1 Mwindow
Hardware Surmnmary
Wl Memory 1500 MB Disk Provisioning
@ crus 4 Type: Thick.
|;| Wideo card video card Provisioned Size: =n) ::I |GB j
= YMCI device Restricted Maximurn Size (GE): 255,00
% CDJDYD Drive 1 Client Device
Ef Metwork adapter 1 101.0 Mebwork Virbual Device Node
Ef Metwork adapter 2 WLAM-104 -
e SCSI controller O LI Logic Parallel |SCSI (0:1) Hard disk 2 j
= Hard disk 1 Wirkual Disk,
= Hard disk 2 Virtual Disk | Made
= Hard disk 3 virkial Disk [ Independent

Independent disks are not affected by snapshots,

~

Changes are immediately and permanently writken to
the disk.
~

Changes to this disk are discarded when wou power
aff or revert to the snapshot.

Help Ok Cancel |

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from
Inventoryl].
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Power 4
uesk 3
Snapshat 4
@ Cpen Console
G Edi Settings..,

&dd Permission,..  Ckrl+P
Report Perfarmance. ..

Rename

Remove from Inventory

Delete From Disk,

6. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

-encoding = "UTF-8"
snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = '*Snapshotl’”
snapshotO.description = "
snapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = *scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
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snapshotO.diskl.node = *"scsiO:1"
snapshotO.disk2.fileName = ""Windows 2008-2.vmdk™
snapshotO.disk2.node = *"scsi0:2"

* Remove the corresponding lines.
.encoding = "UTF-8"
snapshot. lastUlD = "1"
snapshot.numSnapshots = "1"
snapshot.current = "1"
snapshotO.uid = "1
snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = "'Snapshotl™
snapshotO.description = "
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
Update the number of virtual disk.

Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

Locate the numbDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = “UTF-8"
snapshot. lastUlD = "1"
snapshot.numSnapshots
snapshot.current = "1"
snapshotO.uid = "1"
snapshotO.filename = "Windows 2008 Snapshotl.vmsn'
snapshotO.displayName = "'Snapshotl"
snapshotO.description "

lllll
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snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.

createTimeHigh = 309233"

createTimeLow = "1291281261"

numDisks = "3"

diskO.fileName = "Windows 2008-1.vmdk"
diskO.node = ''scsi0:0"

diskl.fileName = "Windows 2008-1.vmdk"
diskl.node = "'scsiO:1"

* Modify the line from:

snapshot0.numbDisks = "3"

To

snapshot0.numDisks = "2"
-encoding = "UTF-8"

snapshot.lastUlD = "1"

snapshot.numSnapshots = "1™

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = "'Snapshotl"
snapshotO.description = ""
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = *2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.

9. Add the VM back into the inventory.

Add to Inventory

Cuk
Copy

Download. ..
Mowe ko,

Renarne

Delete From Disk
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10. Remove any existing snapshot.

Important:

The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

11. Start the virtual machine.

13.1.7.2 How to restore virtual machines to another hypervisor

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the AhsayOBM

desktop icon or right-click on the system tray icon:

Ahsay Online Backup Managen

@Ahsaym Online Backup Manager

Login Mame . |usermame
Password . 20000000

| Gave password

@ Forgot your passward?

Ahsay Online Backup Manager

BSIES

"8 Cancel B Options

@AhsuyTMOnline Backup Manager

Lagin Mame : |usemame
Passward | 20000000

| Sawe pagsword

© Forgotyour password?

W Language
Enalish

E] Backup Server
hitp = | |hostname

(aﬂ Proxy Setting
| Use proxyto access the hackup server

0k Cancel £ | = Options

CIEX

For backup client computer on Mac OS X, double-click on the AhsayOBM

desktop icon.

For VMware Server installation on Linux, enter the following command to start

the AhsayOBM graphical user interface:
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# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

Show files as of Job . 2013/03008 | = | Latest X Filter I+
Folders Marre Size Date Modified
= 5 Backup Server £5 Hard disk 1
Bl E 10.16.1.62 D i P-auxml 1KEB 2013/02/08 11:48:22
B0 @ cos5x(10.22.1.60 <= WP rrarT 9KE 2013003008 11:53:30
'"D ﬁ Lubuntut 2x {10,221 ¢ D wi P vmsd OKE 201209520 10:18:43
El i ] (1022161 === 51 wiPymy 4 KB 201303508 13:57:13
EJ--f Settings D s P et 1EB  2013/03/08 11:48:45
o ,
Delete 10T fterms perpage: 50 | = Page: 171 | =

[E= Restore files to
7 Original location
® Alternate location

Mame : wiHP (1022161 <= 1016.1.61)
Inventory Location ; |10.16.1.52 =
HostiCluster ; 10.16.1.42 .
Resource Pool ; 10.16.1.52 =
Storange datastorelshareddisk02_ESHi4 =

) Alternate location (Raw File)

Search A 4 Previous Start Restore b Cancel B3

3. Click on the radio button of the [Alternat location] and select the virtual
machines to be restored.

4. Click on the drop down button to change to another inventory location or
host, or change the directory path which you would like to restore the
data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual
machines will be restored to the specific location.

7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source did
not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk
from the virtual machine's configuration
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For original virtual machine with no snapshot

1.

2.

3.

Open VMware vSphere Client.

Under inventory, right click on the newly restored virtual machine, select

[Edit Settings].

Power 4
Guest 4
Snapshat ]

=

Open Cansale

Edit Setkings.. .

Add Permission...  Crl+P
Repart Performance. ..,

Renarne

For each virtual disk that was not restored, remove the corresponding

[Hard disk] from [Hardware].

(= Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ]Options | Resources |

[ Show &l Devices Add... Remove |
Hardware Summary

Bl Memaory 1500 ME

4 cPus 4

[ video card video card

= YMCI device Restricted

% CDJDYD Drive 1 Client Device

B Mebwork adapter 1 101.0 Metwork

B MNebwork adapter 2 WLAMN-104

e SZ51 contraller O L3I Lagic Parallel

= Hard disk 1 virtual Disk,

= Harddisk2 Yirkual Disk |
= Hard disk 3 Virtual Disk

Wirkual Machine Version: 7
Disk. File
|[datast0re4] wfindows 2008 Exchange 2007 +Wwiw-1 fiindow.

Disk Pravisioning

Twpe: Thick.
Provisioned Size: 50 ::I |GB j
Maxirum Size (GE): 256,00
Wirbual Device Mode

|SCSI (0:1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshaoks,
~

Changes are immediately and permanently writken ko
the disk,

—~

Changes to this disk are discarded when you power
off ar revert ko the snapshaot,

Help Ok Cancel |
W |
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4.

Start the virtual machine afterward.

For original virtual machine with snapshot (non-VDDK mode)

1.

2.

4.

Open VMware vSphere Client.

Under inventory, right click on the newly restored virtual machine, select

[Edit Settings].

For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

(%) Win2008 Exch2007 [101.54] - ¥irtual Machine Properties

Hardware l Options ] Resources ]

I Show all Devices add.., Remove |
Hardware Summary

Wl Memory 1500 ME

4 cPus 4

|;| Wideo card Video card

= YMCI device Restricted

% COJDYD Drive 1 Client Device

Ef Mebtwork adapter 1 101.0 Mebwork

Ef Mebwork adapter 2 VLAMN-104

@ SCSI controller 0 LSI Logic Parallel

= Hard disk 1 Yirkual Disk.

= Hard diskz Wirkual Disk |
&= Harddisk 3 Wirtual Disk

Wirtual Machine Yersion:
Disk. File
|[datast0re4] Windows 2005 Exchange 2007 +Ww-1Windaw

Disk Provisioning

Trpe: Thick.
Provisioned Size: =] ::I |GEI ﬂ
Maximurm Size (GE): 256.00
Wirtual Device Node

|5CSI (0:1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshots,
—

Changes are immediately and permanently written to
the disk.

Changes to this disk are discarded when you power
off or revert to the snapshat.,

7

Help

Ok Cancel

Remove the VM from inventory.

Right click on the newly restored virtual machine; select [Remove from

Inventoryl].
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Power b
Guest b
Snapshaok 3

@ Cpen Console

G Edit Settings...
Add Permission..,  Ctrl4+P
Report Performance. ..

Fename

Remove From Inventory |

Delete From Disk.

5. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

6. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

-encoding = "UTF-8"
snapshot.lastUlD = 1"

snapshot.numSnapshots = "1

snapshot.current = 1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn"

snapshotO.displayName = "'Snapshotl"
snapshotO.description = ™"
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"

snapshotO.numDisks = 3"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"

snapshotO.diskl.fileName = "Windows 2008-1.vmdk™
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snapshotO.diskl.node = *"scsiO:1"
snapshotO.disk2.fileName = ""Windows 2008-2.vmdk™
snapshotO.disk2.node = *"scsi0:2"

* Remove the corresponding lines.

-encoding = "UTF-8"
snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™

snapshotO.displayName = "'Snapshotl™
snapshotO.description = "
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
7. Update the number of virtual disk.

. Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

. Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = “UTF-8"
snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "'Snapshotl™
snapshotO.description = ""
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snapshotO.createTimeHigh = "*309233"
snapshotO.createTimeLow = *1291281261"
snapshotO.numDisks = 3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshot0.diskO.node = "'scsiO:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "scsiO:1"

. Modify the line from:

snapshot0.numbDisks = "3"

To

snapshotO.numDisks = "2"

-encoding = "UTF-8"

snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = "'Snapshotl"
snapshotO.description = """
snapshotO.createTimeHigh = ""309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = *'2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"

. Perform the same steps for each snapshot (e.g. snapshotO.*,
snapshotl.*).

. Save the changes afterward.

8. Add the VM back into the inventory.

9. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

10. Start the virtual machine.
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13.1.8 How to restore raw VM files (non-VDDK mode)

The restoration option will restore all the VM files to a destination. These files
or the individual virtual disk file can be restored to the original VM, or to be
added to a new VM.

13.1.8.1 How to restore raw VM files/individual virtual disk to a different
VM

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the AhsayOBM

desktop icon or right-click on the system tray icon:

Ahsay Online Backup Manager EI |E|E| Ahsay Online Backup Manager EJ |E|g|
@ﬁhsuym Online Backup Manager @Ahsay"" Cinline Backvp Manager
Login Mame | usermame Login Mame . |username
Passward | 20000080 Fasswoardg 20000880
Save password Save password
@ Forgotyour password? @ Forgot your password?
(o]’ Cancel B | [# Options it Language
English -

E] Backup Server
hitp | = hosthame T

‘ﬂg Proxy Setting
Use proxy to access the hackup server

] Cancel B = Options

For backup client computer on Mac OS X, double-click on the AhsayOBM
desktop icon.

For VMware Server installation on Linux, enter the following command to start
the AhsayOBM graphical user interface:

# sh /Zusr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

Shaow files as of Job © (201370308 ~ | Latest X Filter - (&l
Folders Marne Size Diate Modified
E- 5 Backup Server &3 Hard digk 1
Bt D 10.16.1.52 D cosax-auxxml 1kKB 2013/03/081352:96
&4 (30 coshx (10.22.1 60 <-= cos5E nvram SKBE  2013/03/08 13:56:43
Eﬁ Lubuntul 2% {10,221 64 - D cosaxymsd 1TKB  2012/09%2010:08:53
E}I---ﬁw)(P (10221 61 == 10. (D cosSuvmx IKB  2013/03/08 13:56:43
Bl ¢# Settings [ cosSeyrmsf 1 KB 20130308 13:52:57
P r
Delete 17 lterns per page : 50 b Fage: 101 =

[E% Restorefilesto

) Original location

) Alternate locatian
Mame
Inventory Location ;
HostCluster

Resaurce Foal

Storage
' alternate location (Raw File)
Cillsers\tdministratonDeskiop Change &%
Search S 4 Previous Start Restore B Cancel £

3. Select the virtual machines to be restored and choose [Alternate location
(Raw Files)] for restore files to.

4. Click on the [Change] button and browse to the directory path which you
would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process. All the raw
files will be restored to the destination folder. You can store or transfer
the files to another hypervisor for other purpose. You can check with
previous steps if you need to restore these VM files to another hypervisor.

6. When the restore process is completed, open VMware vSphere Client to
import the hard disk file to a VM.

7. Under the inventory, powers down the corresponding virtual machine to
be restored to.
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8.

9.

Add Permission..,  Ctrl+P

| Pawer 2
Guest r Power OFf Chrl+E
Snapshot 4 Suspend Chrl+Z
B Cpen Cansole Reset Ctrl+T
@ Edit Settings... Shut Down Guest  Chrl+D
Restart Guest Chrl+R

Repart Performance. ..

Rename

Right click on the corresponding VM, and select [Edit Settings].

Power

Guesk

Snapshot
@ Qpen Console
6 Edit Settings...

Add Permission,..  CkrH-P
Report Performance, ..

Fename

Select [Add] to add the newly restored virtual disk.
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Hardware ] Options ] Resources ] Wirtual Machine Yersion: 7
Memory Configuration
™ Show &l Devices Add...
255 GB Memary Size: 1500 ::I | MBﬂ
Hardware Summary 55 &R
B Mazximum recommended For this
HE Memory DG <l guest 05: 255 GE.
4 cPus 4 64 GEH
) ) Mazximumn recommended For best
I;I Wideo card Video card 2 GB A  performance: 16372 ME.
WMCT devi Restricted i
= ewc.e '_35 riete ) Default recommended For this
£y <OofovD Drive 1 Client Device 16GE I guest OS: 4 GB.
BB Network adapter 1 101.0 Netwark Minirurm recormmendsd For this
BB Network adapter 2 WLAN-104 B GB < guest 05: 512 MB,
(@ sCslcantraler 0 LSI Logic Parallel 4 ce |y
= Harddisk 1 Wirtual Disk
= Harddiskz wirtual Disk 2 GEH
= Harddisk3 virtual Disk,
1 5B H
512 ME =1
256 MBH
128 MEH
&4 MEH
32 MEH
16 MEH
5 ME H
4 ME U
Help Ok Cancel |

10. Select [Hard Disk] and then [Next].

(= Add Har dware

Device Type
what sort of dewvice do you wish to add ko your virkual machine?

Device Type Choose the bype of device vou wish to add.

Information

() Serial Port
€D Paralel Part
Floppy Drive

This device can be added to this Virtual Machine.
=

$2, 5051 Device

< Back | Mext = I

Cancel |

A

Help |

11. Choose the option to [Use an existing virtual disk].
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% Add Hardware

select a Disk

Device Tvpe

& wirtual disk is composed of one or more files on the host file syskem, Together these
Select a Disk

files appear as a single hard disk to the guest operating swstem.

Select the tvpe of disk to use.
Disk.

(" Create a new virtual disk

% Use an existing virtual disk
Reuse a previously configured virtual disk,
~

Give vour virtual machine direct access to SAN. This option allows you to
use existing SAM commands ko manage the storage and continue to
access it using a datastore,

Help | < Back | MNext = I Cancel |

12. Click [Browse] and browse to the newly restored virtual disk.

(%) Add Hardware @

Select Existing Disk
wwhich existing disk do you wank to use as this virtual disk?

Device Tvpe
Select a Disk

Select Existing Disk Erowse. ..

Lisk File Path

Help | « Back | Mext = I Cancel |

13. Follow the instruction provided in the [Add Hardware] menu.

14. Start the virtual machine.
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13.1.9 How to backup virtual machines on VMware ESXi / ESX
Server through vCenter with VDDK / non VDDK

Refer to the following instructions to backup VM running on VMware ESXi or
ESX Server (assuming AhsayOBM is installed on the vCenter server):

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the AhsayOBM

desktop icon or right-click on the system tray icon:

Ahsay Online Backup Manager, EI|E|E| Ahsay Online Backup Manager E]|E|E|
@)\hsaym Online Backvp Manager @Ahsuym@nline Backuvp Manager
Login Marne : |username Lagin Mame : |username
Password [ I TTT111) Fassword : 0000000
Save password Save password
@ Forgot your password? @ Forgotyour password?
Ok Cancel & | # Options 0 Language
English hd

l:gj Backup Server
http | = | hosthame T

‘ﬂﬂ Proy Setting
Use prowy to access the backup server

Ok Cancel B | = Options

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from
the backup set type dropdown menu.
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New Backup Set Wizard E3

& Backup Set
Mame :  vCenter (WVDDK)
Type . File Backup
M5 SAL Server Backup
MySEL Backup

Oracle Datahase Server Backup
Systern State Backup
ShadowProtect System Backup
MS Windows Systerm Backup

WS Wi Backup

Wil Backup

Mext ¥ Cancel B3

4. Select the [VMware vCenter] from the Product dropdown box.

New Backup Set Wizard E3

@;‘ Backup Set
Mame: |wCenter VDDK
Twpe . Whiware Vi Backup

W wweare Host
Product

sername

PasswordVMWare Server 1

Host: Yhtware Server 2

Part:

Whiware Player 37415

\ e vCenter 41

Whtware vCenter 4 15 (with VDDIK) -
YWhtware vSphere ESK 3.8 1 4 (with VDDK) -
Yhiware vSphere ESX 3.5 14 15 (with VDDK)

MVMWare Workstation 66517
Yilware Workstation 879

th WDDK) i

Cancel B3

Mext *

5. Enter the corresponding information required:
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[ Backup Set

Mame . | wCenter (YDDK)
Type: Wilware WM Backup

v whbware Host

Product: Whtware wCenter 4§ 5 dwith YODK) -

Username . | administrator
Pasgward . | =

Host: 10.16.1.51
Port: 443

Mext » Cancel E3

Menu lItems

Description

Name

Enter a backup set name of your choice.

Type

Select backup set type [VMware VM Backup].

VMware Host Version

Select version [VMware vCenter].

Username The username which has the administrator
role.

Password Enter the password for the user account.

Host Enter the IP address or hostname of your
vCenter server, do not use ‘localhost’

Port Enter 80 for connection via HTTP protocol or

443 for HTTPS protocol.

6. Select [Next] to proceed.

7. Select the corresponding

virtual machines for backup.
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New Backup Set Wizard

= 5 vCentre-1-51
El .]_[CSV@W 22151
. B2 Hosts and Clusters
- B8 VM Templates

- -4 [ Datastores and Datastore Clusters

C B @ Metworking

B &2 Settings

----- @ Licensing

----- [ [ Server Settings

""" &3 Custom Attributes
----- 7 Message ofthe Day
""" [ &3 Rales

- B Host Profiles

""" [# scheduled Tasks

4 Previous et » Cancel

vCenter ltems

Description

Hosts and Clusters

VM host and cluster, virtual hard disk
information.

VM Templates

Contains virtual machine templates.

Datastores and Datastore
Clusters

Contains information about the data stores
and data store cluster in the inventory.

Networking

Configuration of vSphere distributed switch
and network settings.

Settings - Licensing

vCenter and host information.

Settings — Server Settings

vCenter server settings such as licensing,
statistic and timeout information etc.

Settings — Custom
Attributes

Custom attributes for the VM summary.

Settings — Message of the
Day

Message of the day in vCenter.

Settings - Roles

Information on the login user privilege.

Settings - Host Profiles

Configuration details of a specific host.

Settings — Scheduled
Tasks

Scheduled action for the VM

8. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.
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= 5 vCentre-1-51 -

= [l cev@1n.22.1 41

=1 [l Hosts and Clusters

B2 fl Clusterd-ESxi_vd

=2 fl Clusterz-ESKi_vs

----- B 1016154

----- B 1016185

- O wiP-1-73 (10.22.1.73 == 10.16.1.73)
&3 Hard disk 1

----- [ &3 Hard disk 2

- O wiP-1-71 (10.22.1.71 == 1016.1.71)
F-0 (5 cos5-1-70 (10.22.1.70 =-= 10.16.1.70)
- G Lubuntul 2% (10.22.1.74 === 10.16.1.74)
EVM Templates

H
[+ Datastares and Datastare Clusters -

]y

4 Previous Mext » Cancel B3
Note:
For backup of individual virtual disk, configuration files of the VM are also
backed up.
Important:

For backup of VM with snapshot, backup of the whole VM instead of
individual disk is highly recommended.

9. When AhsayOBM detects the VM is possible to enable VDDK mode backup,
there are message to prompt for enabling the ‘Changed Block Tracking
(CBT)' or the ‘Upgrade the VM hardware version’, click on [Yes] to
enable/proceed, it will take a few minutes for the changes. If you click
[No], or the VDDK detection failure the VM backup will be using non-
VDDK mode.

Note:

i) To run the backup in VDD mode, the tracking option will be turned on,
the running VM will be turned off and all the snapshot will be removed.

i) When the VM hardware version is below version 7, it will prompt for the
upgrade, the running VM will be turned off and all the snapshot will be
removed.

10. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

11. Select an encryption setting for your backup set.

12. Press the [OK] button to complete the configuration of backup set.
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13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.
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13.1.10How to restore virtual machines on VMware ESXi / ESX Server
through vCenter

Refer to the following instructions to restore VM running on VMware ESXi or
ESX Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the VM
will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor, the existing
VM will be replaced by the backed up version.

13.1.10.1 How to restore virtual machines to the original hypervisor
1. Login to the backup application’s user interface.

Double-click on the AhsayOBM desktop icon or right-click on the system

tray icon:
Ahsay Online Backup Manager E“Elgl Ahsay Online Backup Manager E]|E|g|
@Ahsay'"@nline Backup Manager @uﬂ.hsc:y"*1 Cnline Backup Manager
Login Marne : | username Login Marme : [usermnamea
FPassword (1111117 Fassword 1111 T1T117%]
Sawe passwaord Sawe password
@ Forgotyour password? @ Forgot your password?
Ok Cancel £ | [# Options i Language
Enalizh hd

l:| Backup Server
hitp | = | hostname b

‘ﬂﬂ Proxy Setting
Use prosy to access the hackup semer

Ok Cancel B = Options

2. Select the [Restore] button and the corresponding backup set.
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@resiore [
Flease selectthe backup set
wmbackup
Delete all files [T Mext » Cancel

3. Select the virtual machines to be restored and choose [Original Location]
for restore files to.
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@ Restore

Show files as of Job © | 2013/03/08 | =

Falders
Bl 5§ Backup Server
=2 (5] vCentre-1-51
E| lJ_[ CEVE0.22.1.51
4 Hosts and Clusters
) B W Templates

- B @ Networking
B- . ) & Seftings
B 4 Licensing
l (2 [ server Setiings
&[] &3 Custam Attributes
- 0 Message ofthe Day
---.58 Rales
- 'Q Host Profiles
l--l@. Schedulad Tasks

Delete 10

= Restore files to
® Original location
Alternate location
Mame :
Inventory Location :
HostiCluster
Resource Pool

Storage :
Alternate lacation (Raw File)

Search =

Latest

g Q Datastores and Datastore Clusters

- Filter [+
Mame Size Date Modified
¥ i cavatn.z2.1.81
£? Settings
lterns perpage: 50 hd Page: 171 | =
4 Previous Start Restare b Cancel B3

vCenter ltems

Description

Hosts and Clusters

VM host and cluster, virtual hard disk
information.

VM Templates

Contains virtual machine templates.

Datastores and Datastore
Clusters

Contains information about the data stores
and data store cluster in the inventory.

Networking

Configuration of vSphere distributed switch
and network settings.

Settings - Licensing

vCenter and host information.

Settings — Server Settings

vCenter server settings such as licensing,
statistic and timeout information etc.

Settings — Custom
Attributes

Custom attributes for the VM summary.

Settings — Message of the
Day

Message of the day in vCenter.

Settings - Roles

Information on the login user privilege.

Settings - Host Profiles

Configuration details of a specific host.

Settings — Scheduled
Tasks

Scheduled action for the VM

4. Click the [Start Restore] button to begin the restore process.
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5. User will be prompted if a virtual machine selected to be restored exist on
the hypervisor.

Replace ¥irtual Machine
The ¥irtual machine "CSWE@10.22.1.81/Discovered vinual machinefdP-1-73 (10.22.1.73 <= 10016.1.73)" already exists.
1 Replace existing virtual machine?
-
Apply to all Yes [ [

6. When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did
not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk
from the virtual machine's configuration.

For original virtual machine with no snapshot

1. Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select
[Edit Settings].

Power 4
Guesk 4
Snapshok »

@ Cpen Console

(5 Edt Settings...

Add Permission...  Chrl+P
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].
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4.

[ Win200B Exch2007 [101.54] - ¥irtual Machine Properties

Hardware ] Options ] Resources ]

Wirtual Machine Version: 7

Disk. File:
I Show All Devices (Al RETG:E | |[datast0re4] Windows 2008 Exchange 2007 +Ww-1Window
Hardware Summary
W Memory 1500 ME Disk. Provisioning
o crus 4 Type: Thick.
|;| video card video card Provisioned Size: 50 ::I |GB j
= WMCI device Restricted Masdmum Size (GB): 256,00
% COJDYD Dirive 1 Client Dewvice
BB Mebwork adaprer 1 101.0 Mekbwork, Wirbual Device Mode
BB Mebwork adapter 2 WLAMN-104 -
@ S5 controller 0 LSI Logic Parallel |SCSI (0:1) Hard disk. 2 j
= Harddisk 1 Virkual Disk,
= Harddiskz Virtual Disk. | [
= Hard disk 3 Wirtual Disk, [ Independent

Independent disks are not affected by snapshots,
-~

Changes are immediately and permanently written to
the disk.

~

Changes to this disk are discarded when yvou power
off or revert to the snapshot,

Help

[o]4 Cancel |

A

Start the virtual machine afterward.

For original virtual machine with snapshot (non-VDDK mode)

1.

Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select
[Edit Settings].
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Power
Guest
anapshotk

@ Open Console

G5 Edit Settings...

fdd Permission,.,  Cte+P
Report Perfarmance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding

[Hard disk] from [Hardware].

(= Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware l options | Resources |

I Show All Devices Add... Remave |
Hardware SuUrmmary

Wl Memory 1500 MB

[ cPus 4

I;l Wideo card Wideo card

= YMCI device Restricted

% CDJDWD Drive 1 Client Device
ER MNebwork adapter 1 101.0 Metwork
BB MNebwork adapter 2 WLAMN-104

e SCSI controller O LSI Logic Parallel
= Harddisk 1 Wirtual Disk,

= Hard disk 2 Yirtual Disk

=2 Hard disk 3 Wirkual Disk

Wirtual Machine Version: 7
Disk File
|[datastore4] Windows 2005 Exchange 2007 +Wiw-1 wWindow

Disk Provisioning

Type: Thick.
Pravisioned Size: 50— |GB j
Maximum Size (GE): 256.00
Wirtual Device Mode

|51 (00 1) Hard disk 2 =]

Mode:

[ Independent
Independent disks are not affected by snapshots,
~

Changes are immediately and permanently written to
the disk.

Changes to this disk are discarded when you power
off ar revert ko the snapshot.

Help

Ok Cancel |

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from

Inventory].
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Paower 4
Guesk 3
Snapshok b
@ Open Console
(%  Edit Settings. ..

Add Permission..,  Ctrl+P
Report Performance. ..

Renarme

Remove From Inventory

Delete From Disk

6. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = “UTF-8"
snapshot.lastUlD = 1"

snapshot.numSnapshots = 1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn"

snapshotO.displayName = "'Snapshotl"
snapshotO.description = ™"
snapshotO.createTimeHigh = '309233"
snapshotO.createTimeLow = "'1291281261"

snapshotO.numDisks = 3"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
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snapshotO.diskl.fileName = "Windows 2008-1.vmdk™

snapshotO.diskl.node = *"scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk™
snapshotO.disk2.node = *"scsi0:2"

* Remove the corresponding lines.

-encoding = "UTF-8"
snapshot.lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™

snapshotO.displayName = "'Snapshotl™
snapshotO.description = """
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = *scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
8. Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = "UTF-8"
snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.Ffilename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "‘Snapshotl”
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snapshotO.description =
snapshotO.createTimeHigh = "*309233"
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = 3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshot0.diskO.node = "'scsiO:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "scsiO:1"

* Modify the line from:
snapshot0.numbDisks = "3"

To

snapshot0.numDisks = "2"

-encoding = "UTF-8"
snapshot. lastUlD = "1™

snapshot.numSnapshots = 1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn"

snapshotO.displayName = "'Snapshotl"
snapshotO.description = ""
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = *'2"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl_node = *scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.

9. Add the VM back into the inventory.
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| &dd to Inventory

Cuk
Copy

Cownload. ..
Move Eo,..

Rename

Delete From Disk,

10. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

11. Start the virtual machine.

13.1.10.2 How to restore virtual machines to another hypervisor

1. Login to the backup application’s user interface.

Double-click on the AhsayOBM desktop icon or right-click on the system tray
icon:
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)] Ahsay Online Backup Manager |'._||E|E| @ Ahsay Online Backup Manager |'._||E|E|
@Ahsay'"@nline Backup Manager @uﬂ.hsc:y"*1 Cnline Backup Manager
Login Marne : | username Login Marme : [usermnamea
Password [ I1 11111} Password 20000080
["] Save passward ["] Save pagsword
© Forgotyour passwaord? © Forgot your passward?
Ok Cancel £ [# Options ‘= Language
Enalizh hd

l:é] Backup Server
hitp | = | hostname b

ﬂg Prowy Setting
[] Use proxy to access the hackup server

Ok Cancel & = Options

2. Click on the [Restore] button and the corresponding backup set.

Alternate location

Select this option if you want to use AhsayOBM to search the available
hypervisor.
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SO G wP (100221 61 == 10,16,
0 G cosHx(10.22.1.62 == 10.1E
G- G widP (10.22.1 B3 === 10.16."
O G Lubuntul 2% (10.22.1.54 ==

------ B Cluster0z-ESHi_va

-5 W Termnplates

[ [3 Datastores and Datastore Clusters | =
Al 3

Delete 107

FE= Restorefilesto
Qriginal location

& Alternate location

lterns per page :

Marme

HostCluster
Resource Pool :

Storage :

Inwentory Location

WP (10.22.1.63 =-=1016.1.63)
CSVia10.22.1.41
CaVi@10.22.1.81Cluster01-ESXi_v4
CEVIE10.22.1 . 51/CIuster01-ESXi_v4
CSViEn10.22.1 41 datastore1 _1.53

50

@Restnre
Show files as of Job : | 2013/03/08  « | Latest = Filter [+
Folders Marme Size Date Modified
- 5 Backup Server « 3 Hard disk 1
b voentre-1-51 | [ wP-awxmi 1 KB2013/03i08 16:57...
EI]_'[ csvglo.2218 | wi P nvram 9 KE201210/04 12:00:...
[—'JEﬂ Hosts and Clusters L wiP wrmsd 0 KB2012/09/20 10:39:..
Eljh Clusterdl-ESXi_wd G wiP v 4 1KB2013/03/08 16:58:..
. @[ 1016182 [ vt v 1 KB2013/03i08 16:58:

hd Page: (141 =

Alternate location (Raw File)

Search S 4 Previous Start Restore B Cancel 3

3. Select the virtual machines to be restored and choose [Alternate location]
for restore files to. One VM can be selected at a time. (All the available
ESX/ESXi will be listed accordingly.)

Note: The setting is not available for the restore to ‘Alternation location’.

4. Click the [Start Restore] button to begin the restore process.

5. When the restore process is completed, data of the selected virtual
machines will be restored and registered to the specific location.

6. For any virtual disk that was not restored (e.g. original backup source did
not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk
from the virtual machine's configuration

Alternate location (Raw File) (non-VDDK mode)

Select this option if you want to transfer the VM files to another hypervisor
manually.
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@Restore
Show files as of Job . | 201300308 | = | Latest | = Filter [+
Folders Mame Size Date Modified
= 5 Backup Server | @5 Hard disk1

= (2 wsentre-1-51 . ) Slax 6.1.2-Snapshoté.ymsn 28KB 2012111702 14:59:35
—]_'[ oBs@1062181 | Slax B.1.2.rmvram QKB 201211002 14:59:38
—I@ Hosts and Clusters [] slaxB.1.2 vmsd 1EE 201211002 14:59:41
+|ﬁ Cluster01-ESxi_v4 5 Slax B.1.2.vmx 4KBE 201211002 14:59:51
= HR Cluster02-ESKi_v5 [ Slax B.A .2 vmef 1KE 201211002 14:59:51
+ B 101614
- & poolt
©E-gf vAp
-8R wapp2
: +- [ (5 Slax 6.1.2-BB
-] (50 thomas-vme -
4 | »
Delete 10 Iterns per page ;50 * Page: - | =
[E= Restorefilesto
Qriginal location
Alternate lacation
Mame
Imventory Location
HostCluster
Resource Poal :
Storage
® Alternate location (Raw File)
CAllsersiidministrator Change %
Search % 4 Presious Cancel

7. Select the virtual machines to be restored and choose [Alternate location
(Raw File)].

8. Click on the [Change] button and select the path to save the restore files.
9. Click the [Start Restore] button to begin the restore process.

10. Transfer the VM files to another hypervisor manually.

11. Open VMware vSphere Client

12. Add VM to the inventory.

For original virtual machine with no snapshot

1. Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select
[Edit Settings].
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Pavaer
Guesk
Snapshok

I_B.@ Cpen Console

|5 Edi Settings...

add Permission,.,  CtrHP
Repott Performance., ..

Renarme

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ]Options | Resources |

[ Show all Devices Add... Remove |
Hardware SuUmmary

Wl Memnory 1500 MB

I crus 4

(3 wideo card video card

= VMCII device Restricted

% CDyDYD Drive 1 Client Device
E& Mebtwork adapter 1 101.0 Mebwork
Ef Metwork adapter 2 YLAM-104

e SCSI controller O L3I Logic Parallel
&= Harddisk 1 Wirtual Disk

—= Hard disk 2 Wirkual Disk.

= Harddisk 3 Wirkual Disk.

Virtual Machine Yersion: 7
Disk File
|[datast0re4] Windows 2008 Exchange 2007 +iv-1 Miindow

Disk Provisioning

Type: Thick.
Provisioned Size: 50 ::I |GB ﬂ
Maxirmum Size (GE): 256,00
‘irtual Device Mode

|scs1 (0:1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshots.
—~

Changes are immediately and permanenthy written to
the disk.

Changes to this disk are discarded when vou power
off or revert to the snapshot.

Help [s] 4 Cancel |
A
4. Start the virtual machine afterward.
For original virtual machine with snapshot
1. Open VMware vSphere Client to access to the vCenter.
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Under inventory, right click on the newly restored virtual machine, select

[Edit Settings].

For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

=) Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware l options | Resources |

[ Show Al Devices Add.., Remove |
Hardware SUmnmary

Bl Memory 1500 ME

I crus 4

Q Wideo card Video card

= WMCI device Restricted

% COJDYD Drive 1 Client Device

BB Metwork adapter 1 101.0 Mebwark,

BB Metwork adapter 2 WLAN-104

e SCSI controller 0 LSI Logic Parallel

= Harddisk1 Wirkual Disk,

= Harddiskz Yirkual Disk |
&= Harddisk3 Wirkual Disk,

Disk. File

Yirtual Machine Version: 7

|[datastore4] Windows 2003 Exchange 2007 +Ww-1Window

Disk Provisioning

Type: Thick
Provisioned Size: 50 ::I |GB ﬂ
TMaximum Size (GE): 256,00
Yirtual Device Node

|SCS1 (0:1) Hard disk 2 |

IMode

[ Independent
Independent disks are not affected by snapshots,

~

~

Changes are immediately and permanently written to
the disk.

Changes to this disk are discarded when you power
off ar revert to the snapshot,

Help

a4 Cancel |

A

Remove the VM from inventory.

Right click on the newly restored virtual machine; select [Remove from

Inventory].
Pawveer L4
Gueskt L4
Snapshak »

@ Open Console
Edit Settings...

add Permission, ..

Repott Performance. ..

Rename

Chrl4+-P

| Remove From Inventory

Delete From Disk,
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Locate the virtual machine’'s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

-encoding = "UTF-8"
snapshot.lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = ""1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™

snapshotO.displayName = "‘Snapshotl’’
snapshotO.description = ""
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = *scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"

snapshotO.diskl.node = "scsiO:1"
snhapshotO.disk2.fileName = "Windows 2008-2.vmdk""
snapshotO.disk2.node = "scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"
snapshot. lastUID = "1"
snapshot.numSnapshots = "1"
snapshot.current = "1"
snapshotO.uid = "1"
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snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = "'Snapshotl™
snapshotO.description = "
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"

snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = *'scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
7. Update the number of virtual disk.

. Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

. Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = "UTF-8"
snapshot. lastUlID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "‘Snapshotl"
snapshotO.description = ™"
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "1291281261"
snapshotO.numDisks = 3"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk™
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"

. Modify the line from:

snapshot0.numDisks = "3"
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To

snapshotO0.numDisks = "2"

-encoding = "UTF-8"
snapshot.lastUlD = "1™

snapshot.numSnapshots = "1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™

snapshotO.displayName = "'Snapshotl™
snapshotO.description = ™"
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = *scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"

. Perform the same steps for each snapshot (e.g. snapshotO.*,
snapshotl.*).

. Save the changes afterward.
8. Add the VM back into the inventory.
9. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous

snapshots if they contain virtual disks not restored.

10. Start the virtual machine.
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13.2 Backup virtual machines running on VMware Server

13.2.1 Supported versions

Please refer to our help centre article 2323 for the supported versions.

13.2.2 Requirements and recommendations
Please ensure that the following requirements are met by the VMware Server:
1. AhsayOBM version 6.7 or above is installed on the VMware Server.

Note:
Resource allocation for both VM hosting and backup operation must be
taken into consideration.

2. AhsayOBM must be installed on the hypervisor.

3. For VMware Server installation on Linux:

. The root account must be enabled.
. GUI environment must be installed on the hypervisor (e.g. GOME or
KDE).

4. The following TCP ports must be opened on the hypervisor:

. Port 902
. Port 912
. Port 8222
. Port 8333

5. Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

6. Itis recommended that the datastore have disk space of the largest sized
virtual machine to be backed up.

7. It is recommended that the temporary directory have disk space of at
least 50% of the largest sized virtual machine to be backed up.

8. Itis recommended that the temporary directory be configured on a local
drive.
9. Itis recommended that the temporary directory is not configured on the

same partition which the operating system is installed on.

10. Consider performing routine recovery test to ensure your backup is setup
and performed properly.

11. For VMware server on 64-bit Linux, please add the following soft link
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In -s Zusr/lib/vmware-vix/ZlibvixAlIProducts.so Zusr/lib64/

Assume the "libvixAllProducts.so" is under "/usr/lib/vmware-vix/".

13.2.3 Limitations
The following are limitations of the VMware VM backup module:

1. For VMware Server 1.x, active virtual machine selected for backup must
be powered down for the backup process to begin.

2. For backup of individual virtual disk, the restored virtual machine does not
support the reversion of previous snapshots, if the snapshot contains
disks which are not previously backed up by AhsayOBM.

3. Independent Disk is not supported. For virtual machines with Independent
Disks, those disks will not be backed up.

13.2.4 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. VMware Server 1.x
Commands are issued to the hypervisor to shutdown the virtual machine
for backup.

VMware Server 2.X
Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup.

4. Server and local file lists are compared to determine which file will be
uploaded.

5. Delta file is generated for modified file (if necessary).

6. Existing, and snapshot data are encrypted, compressed, and streamed to
the backup server.

7. VMware Server 1.x
Commands are issued to the hypervisor to start up the virtual machine.
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VMware Server 2.X

Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup.

8. Backup completed successfully.

13.2.5 How to backup virtual machines on VMware Server
Refer to the following instructions to backup VM running on VMware Server:
1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the AhsayOBM
desktop icon or right-click on the system tray icon:

Ahsay Online Backup Manager E] |E|E| Ahsay Online Backup Manager EI|E|PE|
@Ahsuym Online Bockvp Manager @Ahsuym Online Backup Manager
Login Mame . | uysername Login Mame . |username
Password (1111111 Password T 111111}
Save password Sawe password
@ Forgotwour passwoard? @ Forgotyour password?
QK Cancel B F Options o Language
English -

E] Backup Semver
hitp | = hosthame T

‘aﬂ Prowy Setting
Use prowy to access the backup senver

Ok Cancel B | = Options

For VMware Server installation on Linux, enter the following command to start
the AhsayOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Backup Settings] button and the '* button to start the New

Backup Set Wizard.

New Backup Set Wizard

@ Backup Set
Marne . | Backup Set

Type: |File Backup

MySaL Backup
Systern State Backup

M3 %W Backup

vare Wil Backup

MS Exchange Mail Level Backup
M3 SCL Server Backup

Oracle Database Server Backup

ShadowProtect System Backup

&

Mext » Cancel £

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from
the backup set type dropdown menu.

4. Enter the corresponding information required:

®

New Backup Set Wizard

E; Backup Set
Mame: |Backup Set
Type: | Wibware WM Backup

VI Whweare Host

@ Backup Set
Mame: |Backup Set
Type: Whware WM Backup -

User Authentication for Windows

Yersion © | Yhware Server 2 5 Damain:
Username : | administrator User Nama
Password. | 0000008 Password:  [SSUBEE
Host: 127.0.0.1 VI Vihhware Host
Fort: 8333 Product: |Vhware Server 1 =

Lsername ;. | administrator

Password: | 0000008

Host: 127.0.01

Mext » | Cancel & Port: 402
Mext »
Menu Items Description

Name

Enter a backup set name of your choice.

Type

Select backup set type [VMware VM Backup].

VMware Host Version

Select host version, for example [VMware
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Server 1] or [VMware Server 2]

Username

Enter the username of the hypervisor
administrator.

Password

Enter the password of the hypervisor
administrator.

Host

Default to 127.0.0.1, AhsayOBM must be
installed on the hypervisor.

Port

Enter the corresponding port to the
hypervisor.

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.

Mew Backup Set Wizard

=8 Wihiware Server 2
= B whware Server 2.0.2

=k (3 windows %P Professional
e & Windows %P Prafessional (23 vmdk
e & Windows ¥P Professional-000001 vmidk

X

3

4 Previous Mext Cancel B

7. Alternatively, select individual virtual disk for backup by expanding the

corresponding VM sub tree.
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New Backup Set Wizard El

=@ vhware Server 2
= @ whiware Server 2.0.2
=T (3 Windows %P Professional
&5 Wiindows ¥P Professional (23ymdk
) B3 Windows ¥P Professional-000001 vrmdk

»

4 Previous Mext  » Cancel E3

Important:
For backup of VM with snapshot, backup of the whole VM instead of
individual disk is highly recommended.

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

9. Select an encryption setting for your backup set.

10. Press the [OK] button to complete the configuration of backup set.

11. Scheduled backup will run automatically at the configured schedule time.
12. Click [Backup] button on the left panel to perform a backup immediately.

Note:
For VMware Server 1.x, active virtual machine (selected for backup) must be
powered down for the backup process to begin.
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13.2.6 How to restore virtual machines on VMware Server
Refer to the following instructions to restore VM running on VMware Server.
VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the VM
will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor, the existing
VM will be replaced by the backed up version.

13.2.6.1 How to restore virtual machines to the original hypervisor
1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the AhsayOBM
desktop icon or right-click on the system tray icon:

Ahsay Online Backup Managen E]|E|g| Ahsay Online Backup Manager EJ|E|S|
@}\hsaym Online Backup Manager @Ahsuy'MOnline Bockup Manager
Login Mame : username Login Mame . | username
Password : [ T1 11111} Fassword 20000000
Save password Save password
@ Foroaotyour password? @ Forgotyour password?
oK Cancel B F Options g Language
English A

l:| Backup Server
http | = | hosthame b

‘ﬂg Provy Setting
Use prowy to access the backup server

ak Cancel E || [= Options

For VMware Server installation on Linux, enter the following command to start
the AhsayOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

Flease selectthe backup set

Wh Backup Set

Delete 1

I et

» Cancel £3

3. Select the virtual machines to be restored and choose [Original Location]

for restore files to.

® Show files as of Job  |2011/03/28 | =

Folders
(= a Backup Server
=) [@ ¥hware Server 2.0.2
o WinP

Delete 1T

% Restorefiles to
® Original location
() Alternate locatian :

Search

Latest :

Mame

)
=
S
=
e
5

P ) R

enWinkxP..
enWinkP..
enWinxP ..
endWinkP ..
enWinkP..
enWinkP ..

emdinEP...
emAinEP...
emiinEP...

) Show all files

Logical Path

[datastoret] 6240...
[datastoret] 6240...
[datastoret] G240...
[datastoret] 6240...
[datastoret] 6240...
[datastoret] 6240...
.. [datastore1] 6250
[datastore1] 6250...
[datastore1] 6250...
[datastore1] 6250...

Size

204 924 KB2011/03031 16:22...

1 KB2011/03031 16:12...
1,181,407 KB2011/03531 16:20...
30 KB2011/03631 16:23...
4,194,304 KB2011/03031 1612,
9 KB2011/03031 16:23..

1 KB2011/03031 16:12..

1 KB2011/03031 16:23...

3 KB2011/03031 16:11...
2KB2011J03037 16:11...

terms per page : 50

4 FPrevious

Start Restore B

Filter [+

Date Modified

- Page: |- | =

4]

Cancel &
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4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on
the hypervisor.

Replace Virtual Machine

. The virtual machine “win<P" already exists. Replace existing vinual machine?

-

Apply to all es A Moo o Gancel B

6. When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did
not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk
from the virtual machine's configuration.

For original virtual machine with no snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select
[Settings].

Close

Power On

Take Snapshot...
Rewvert ko Snapshot
Remove Snapshot

Uparade Yirtual Machine
Rename

Rermaove From Inventory
Delete From Disk.

Settings. ..

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].
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Yirtual Machine Settings

Hardware | Options

X

Device
Mernory
& Hard Disk (IDE 0:00
ard Dis| (IDE 0:1)
EYco-roM (IDE 1:0)
BB Ethernet

ﬁ Processors

SUMMary
128 ME

Using image D:ivir. ..
Bridged
1

Dizk file

|Windows #P Profezsional (2] vmdk

Capacity

bl aximum size; 1.00GE  System free:

103 GB

Add...

] [ Remave

Dizk infarmation

Digk gpace iz preallocated for this wvirtual disk.
“irtual dizk, contentz are stored in a zingle file.

[ Ok l [ Cancel ] [ Help

]

4. Start the virtual machine afterward.

For original virtual machine with snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select

[Settings].

Close

Power O

Take Snapshot. ..
Revert ko Snapshot
Remove Snapshot

Upagrade virtual Machine

Rename

Remove From Inventory
Delete From Disk
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3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings

Hardveare | Dptiors

%]

Device
Mernorsy
&= Hard Disk {IDE 0:0)

i (IDE 0:1)
(25 co-rom (IDE 1:0)
EBEthernet
ﬁ Processzors

Surnmary
125 MEB

Using image D:Vir, ..
EBridged
1

Add...

l [ Remowve

Dizk. file

|W’ind0ws #P Profezzional [2]. wmdk

Capacity

M airunn size: 1.00GE  Swstem free:

Diigk infarmation

Dizk space iz preallocated for this wirtual dizk.
Yirtual dizk contents are stored in a single file,

109 GB

o ]|

Cancel ] [

Help ]

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from

Inventory].

Close

Power On

Take Snapshaot. ..
Revert bo Snapshok
Remaove Snapshok

Upaqrade Yirtual Machine

Rename

Remove From Inventory

Delete Fram Disk

Settings. ..

6. Locate the virtual machine's folder location on the hypervisor.

Important:
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Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = "'Snapshotl"
snapshotO.description = ""
snapshotO.createTimeHigh = '309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"
snhapshotO.disk2.fileName = "Windows 2008-2.vmdk""
snapshotO.disk2.node = "scsi0:2"

* Remove the corresponding lines.

snapshot. lastUlD = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'
snapshotO.displayName = "‘Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = 3"

snapshotO.diskO.fileName = "Windows 2008-1.vmdk™
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snapshotO.diskO.node = *"scsi0:0"
snapshotO.diskl.fileName = ""Windows 2008-1.vmdk™
snapshotO.diskl.node = "scsiO:1"

* Perform the same steps for each snapshot.
e Save the changes afterward.
8. Update the number of virtual disk.

. Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

. Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snapshot. lastUlD = "1"
snapshot.numSnapshots =
snapshot.current = "1"
snapshotO.uid = "1"
snapshotO.filename =
snapshotO.displayName =

lllll

"Windows 2008 Snapshotl.vmsn™
""Snapshotl™

snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.
snapshotO.

description =
createTimeHigh = '"309233"
createTimeLow = ''1291281261"

numDisks = "3"

diskO.fileName = "Windows 2008-1.vmdk"
diskO.node = "'scsi0:0"

diskl.fileName = "Windows 2008-1.vmdk"
diskl.node = "'scsiO:1"

. Modify the line from:

snapshot0.numDisks =

To

snapshotO.numDisks =

ll3ll

ll2ll

snapshot.lastUlD = 1"
snapshot.numSnapshots =
snapshot.current = 1"

Illll
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snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = ""Snapshotl’’
snapshotO.description = ""
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "'2"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "'scsiO:1"

. Perform the same steps for each snapshot.
. Save the changes afterward.
9. Add the VM back into the inventory.
Right click on the Inventory; select [Open Virtual Machine].

Mew Wirtual Machine. ..

Open Yirkual Machine, ..

10. Browse to the corresponding ${VM-Name}.vmx file.

Open Virtual Machine @

To open a virtual machine in the console, zelect from the list below and click OF.

To open a wirtual machine that is not in the list, click Browse and zelect a virtual machine
configuration file from a local or network, drive,

Wk hame Canfiguration file

There are currently no virtual machines available in the Inventony.

[ (1].4 ] [ Cancel ] l Browse. ..

11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

12. Start the virtual machine.
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13.2.6.2 How to restore virtual machines to another hypervisor

1. Login to the backup application's user interface.

For VMware Server installation on Windows, double-click on the AhsayOBM

desktop icon or right-click on the system tray icon:

Ahsay Online Backup Manager

Ahsay Online Backup Manager

@Ahsuymﬂnline Backup Manager

Login Mame . | username
Passward 0000008
| Save password
@ Forgotyour password?

Ok Cancel B | # Options

MISES

@Ahsuy‘” Online Bockvp Manager

Lagin Mame . uysermame
Fassword 0000008
| Save passward
@ Forgotyour password?

i3 Language
English A

Eé] Backup Server
http | = | hostname i

‘aﬂ Proxy Setting
| Use proxy to access the backup semver

(u]'s Cancel B | = Options

For VMware Server installation on Linux, enter the following command to start

the AhsayOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.
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™ Show files ag of Job; [2011/03028 | = Latest | = Show all files Filter [+
Folders MNarme Logical Path Size Date Modified

=5 H Eackup Server %] :| endinxP... [datastorel] 6250.. 2084 824 KB2011/03/31 16.22...

=0 E Yhiweare Serer 2.0.2 ] emMinkP... [datastore1] B250.. 1 KB2011/03031 16:12...

o & wirP j eniWinkP .. [datastore1] B250.. 1,181,407 KB 2011503731 16:20...

j eniinkP... [datastorel] 6250... 30 KB2011/03031 16:23..

™) j eniinPF... [datastare1] 6250.. 4,184 304 KB2011/03/31 1612,

_j eniinkP... [datastore1] G250, 9 KB 2011703031 16:23..

_j eniinkP... [datastore1] B250.. 1 KBZ011/03031 168:12...

j eniinP... [datastore1] 6250, 1 KB2011/03031 16:23...

vl _j eniinkP... [datastore1] 6250.. I KB 2011703031 16:11...

_j eniinkP... [datastorel] B250.. 2KBZ0110/03031 168:11...

Delete 10 [tems perpage ;. 50 * | Page:. - *

[E% Restore files to
0 Qriginal location
8 Alternate location : | CiAlernate Location Change %

Search = 4 Previous Start Restore. B Cancel B

3. Select the virtual machines to be restored and choose [Alternate location]
for restore files to.

4. Click on the [Change] button and browse to the directory path which you
would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual
machines will be restored to the specified location.

7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source did
not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk
from the virtual machine's configuration.

For original virtual machine with no snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select
[Settings].
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Close

Power On

Take Snapshat. ..
Revert ko Snapshot
Remove Snapshok

Upaqrade Yirtual Machine
Rename

Rermaove From Inventory
Delete From Disk,

Settings. ..

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings E|
Hardware | Options
Device Summary Disk file
Memory 128 ME ‘W’indows #P Profezsional [2] wdk ‘
& Hard Disk (IDE 0:0) -
o - Capacity
%CD-ROM (IDE 1:0) Using image Dil¥ir... Mawimumn size:  1T.00GB  System free: 109 GE
EREthernet Bridged Defragment
ﬁ Processors 1
Disk information
Dizk zpace iz preallocated far this wvirtual disk.
Yirtual dizk contents are stored in a zingle file.
Add... ] [ Remove
Ok, l [ Cancel ] l Help ]

4. Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select

[Settings].

Close

Power 2n

Take Snapshaot. ..
Rewvert ko Snapshot
Remaove Snapshok

Upgrade Yirtual Machine
Rename

Remove From Inventory
Delete Fram Disk

Settings. ..

3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings

Hardwsare | Options

3

Drevice
Mermary
& Hard Disk (IDE 0:0)
' (IDE 0:1)
(25 co-rom (IDE 1:0)
BB Ethernet
B Processors

Surnrnaty
125 ME

Using image D:\Wir...
Bridged
1

Add... ] [ Remove

Disk file

|Windows ¥P Prafessional [2]. wnndk

Capacity

M axiniun size: T.00GE  Syztem free:

Dizk infarmation

Dizk space is preallocated faor thiz virtual disk.
Wirtual digk contents are stored in a zingle file.

109 GE

Ok H Cancel ”

Help ]

4. Remove the VM from inventory.
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5. Right click on the newly restored virtual machine; select [Remove from
Inventory].

Close

Power On

Take Snapshaot. ..
Revert bo Snapshok
Remove Snapshok

Upgrade Wirtual Machine

Rename

Remove From Inwvenbary

Delete From Disk.

Settings...

6. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

. Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

. Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot.lastUlD = "1

snapshot.numSnapshots = "1

snapshot.current = 1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn"

snapshotO.displayName = "Snapshotl"
snapshotO.description = "
snapshotO.createTimeHigh = '"309233"
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snapshotO.createTimeLow = *1291281261"
snapshotO.numDisks = 3"
snapshotO.diskO.fileName = ""Windows 2008-1.vmdk™
snapshot0.diskO.node = "'scsiO:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"

snapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.FfileName = "Windows 2008-2.vmdk""
shapshotO.disk2.node = "scsiO:2"

. Remove the corresponding lines.

snapshot.lastUlD = 1"

snapshot.numSnapshots = 1"

snapshot.current = ""1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn"

snapshotO.displayName = "'Snapshotl"
snapshotO.description = """
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = "scsiO:1"

. Perform the same steps for each snapshot.
. Save the changes afterward.
8. Update the number of virtual disk.

. Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

. Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snapshot.lastUlD = "1"
snapshot.numSnapshots = "1"
snapshot.current = "1"
snapshotO.uid = "1"
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snapshotO.filename = "Windows 2008 Snapshotl.vmsn™
snapshotO.displayName = "'Snapshotl™
snapshotO.description = "
snapshotO.createTimeHigh = '"309233"
snapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = 3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = *'scsiO:1"

. Modify the line from:

snapshot0.numDisks = "3"

To

snapshot0.numDisks = "2"

snapshot.lastUlD = 1"

snapshot.n